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Abstract
The widespread use of the Internet of Things (IoT) has led to a surge in interconnected, resource-constrained embedded
systems, which are inherently vulnerable due to limited security mechanisms. This paper presents CARNYX, a framework
leveraging power consumption analysis, rooted in Side-ChannelAnalysis (SCA), to detect vulnerabilities in embedded systems
with high accuracy. Designed for pre-deployment vulnerability detection, it offers three key advantages over existing SCA
solutions: (1) detailed categorisation of specific vulnerability types beyond binary detection, (2) a methodology validated
on the STM32F4 architecture and ARM Cortex-A8 with potential applicability to similar low- and medium-end systems,
and (3) reliable detection in resource-constrained devices where power monitoring is practical. We evaluate CARNYX on
three platforms: two low-end STM32F4-based platforms (Riscure Piñata and STM NUCLEO-144) and the medium-end
ARMCortex-A8-based BeagleBone Black, analysing 16 arithmetic and memory-related software flaws. Results demonstrate
recall rates of 99.69% (Piñata), 86.88% (NUCLEO-144 with serial interface), 51.25% (NUCLEO-144 with Ethernet), and
53.67% (BeagleBone Black)-all with high precision-whilemeasuring the effect of communication peripherals on side-channel
leakage, an aspect underexplored in prior vulnerability detection studies. These results highlight CARNYX’s potential to
enhance security in constrained IoT devices, even in noisy environments where binary detection methods offer limited value.
While validated on STM32F4 and ARMCortex-A8, its principles may extend to other low- and medium-end systems, subject
to further validation.
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1 Introduction

The number of Internet of Things (IoT) devices worldwide
is forecast to almost double from 13.15 billion in 2023 to
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more than 25.44 billion IoT devices in 2030 [1]. This growth
expands the attack surface due to the diverse applications of
IoT devices in various sectors, including industrial, telecom-
munication, automotive, and medical domains. This makes
them attractive targets for cyberattacks, potentially result-
ing in significant financial losses. Furthermore, inadequate
security in IoT devices can lead to severe security con-
sequences, such as data breaches compromising sensitive
information [2].

Embedded systems are a fast-growing part of the IoTmar-
ket, expected to reach $116.2 billion by 2025 [3]. However,
securing these compact, single-function devices presents sig-
nificant challenges. Their limited processing capabilities,
memory constraints, and cost-sensitive design hinder the
implementation of conventional security solutions [4].More-
over, traditional security approaches may be ill-suited for
these constrained environments [5], exposing devices to vul-
nerabilities, as highlighted in OWASP IoT Top 10 2018 [6].
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Besides, embedded systems, once deployed, are diffi-
cult to monitor for security due to their complex design.
This complexity hinders continuous surveillance through-
out their lifecycle-from deployment to decommissioning [7],
often leaving vulnerabilities undetected until exploitation.
Post-deployment remediation can be costly and resource-
intensive, while ignoring these issues increases cyberattack
risks. Therefore, a proactive approach, emphasising security
during development, becomes essential for improved system
reliability.

Existing security solutions for embedded systems often
prioritise post-deployment monitoring techniques [8–10],
generally targeting specific applications or hardware archi-
tectures. Furthermore, they utilise conventional forensics
techniques to identify limited vulnerability sets. This per-
spective proves inadequate for the heterogeneous landscape
of embedded systems. Consequently, there is a pressing need
for non-invasive external analysis techniques capable of iden-
tifying security vulnerabilities without disrupting operation.
Such techniques would enable security assessment during
both pre-deployment and operational phases.

Various methods address embedded security, including
source code evaluation (static analysis [11]), runtime anal-
ysis (dynamic analysis [12]), and test input generation
(fuzzing [13]). Physical evaluation techniques have gained
attention recently [14], with Side-Channel Analysis (SCA)
emerging as a promising approach. SCA leverages unin-
tentional information leakage through physical channels to
detect vulnerabilities [15, 16], showing potential beyond
traditional applications in cryptographic analysis [17]. How-
ever, existing SCA solutions often evaluate limited device
ranges [18–20] or target specific applications [21–23].

SCA research for embedded systems has explored mul-
tiple leakage channels, including timing, electromagnetic,
and power consumption analysis. Existing power-based stud-
ies [21–23] focus on specific applications, limiting their
broader applicability, and rely on pre-labelled datasets and
threshold-based detection, restricting them to binary cate-
gorisation. In response, this paper proposes CARNYX, a
framework leveraging power consumption analysis for SCA
across low- andmedium-end embedded systems. Rather than
replacing conventional securitymethods, CARNYXcomple-
ments them with a hardware-level perspective that detects
vulnerabilities undetectable through software analysis. Eval-
uated on STM32F4-based platforms and a BeagleBone
Black, it demonstrates its effectiveness across diverse config-
urations in a controlled environment, independent of specific
applications. CARNYX advances beyond existing solutions
by:

Fig. 1 Evaluated Embedded Systems: Riscure Piñata and STM
NUCLEO-144 (low-end, STM32F4-based, left and centre) and Bea-
gleBone Black (medium-end, Linux-based, right)

1. Granular categorisation of specific vulnerability types,
based on unsupervised clustering, rather than binary
detection.

2. Powermonitoringmethodology for low- andmedium-end
embedded systems.

3. High detection accuracy in resource-constrained environ-
ments.

Our methodology characterises common software vul-
nerabilities within three embedded devices: the low-end
Riscure Piñata and STM NUCLEO-144, and the medium-
end BeagleBone Black, as shown in Figure 1. By cap-
turing, preprocessing, and categorising power responses to
modified software execution, CARNYX identifies specific
vulnerability classes with high precision. Its automation
and standard interfaces enable integration into Continu-
ous Integration/Continuous Deployment (CI/CD) pipelines
for continuous security validation. The framework’s source
code, including three proof-of-concept implementations, is
available on GitHub1.

The remainder of this paper is organised as follows:
Section 2 provides background on embedded systems and
SCA; Section 3 reviews prior research; Section 4 details
CARNYX’s design; Section 5 presents results demonstrating
high accuracy; Section 6 explores CARNYX’s applicability;
and Section 7 summarises findings and future directions.

2 Background

This section introduces foundational concepts forCARNYX,
covering embedded systems and side-channel analysis (SCA).
Section 2.1 explores embedded systems’ characteristics and
security challenges, while Section 2.2 examines SCA-based
security monitoring with emphasis on power consumption
analysis for vulnerability detection in resource-constrained
environments.

1 https://github.com/JorgeBarredo14/carnyx
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2.1 Embedded Systems

Embedded systems are compact devices that perform a spe-
cific task [24], and their hardware and software resources
are constrained. Their functionality is defined during their
design phase, and once installed, minor or no changes can be
made. This necessitates a reactive operational mode, where
embedded systems make decisions based on sensor inputs.
Common applications for embedded systems involve indus-
trial control systems (e.g., programmable logic controllers,
PLCs [25]) and home automation [26].

2.1.1 Taxonomy of Embedded Systems

Embedded systems can be classified according to differ-
ent principles. As mentioned before, security measures
in embedded systems are constrained by their hardware
resources. Therefore, following Eceiza et al. [27] and
Muench et al. [28], we categorise embedded systems into
high-,medium-, and low-end types byoperating system (OS),
processing power, and memory. This taxonomy highlights
hardware protection mechanisms, such as memory manage-
ment units (MMUs) and memory protection units (MPUs),
which shape vulnerability types.

– High-end systems: These feature 32-bit or 64-bit RISC
multicore processors or Reconfigurable System-on-a-
Chip (RSoC) designs, with at least 1 GB of RAM.
They run general-purpose OSs (e.g., Busybox [27]),
customised for complex tasks like operator interfaces.
Equipped with MMUs for virtual memory management
and often MPUs for fine-grained access control, they
support hardware protections such as Data Execution
Prevention (DEP) and Control Flow Integrity (CFI) [27].
Commonvulnerabilities include code injection andmem-
ory corruption, mitigated by secure boot [29] and Trusted
Execution Environment (TEE)-based security [30].

– Medium-end systems: These use 16-bit or 32-bit mono-
core or bicore microprocessors with 1 MB to 1 GB of
RAM, running embedded OSs (e.g., FreeRTOS [27])
optimised for efficiency. Some include MMUs for pro-
cess isolation, but MPUs are less common, limiting
fine-grained memory protection [27]. They are prone to
arithmetic and memory-related vulnerabilities, such as
buffer overflows [31], mitigated by memory partitioning
(where MMUs exist) and stack protection.

– Low-end systems: Equipped with 8-bit or 16-bit mono-
core processors and less than 1 MB of RAM, these
typically lack anOS.MMUs are generally absent, though
some includeMPUs, with hardware protections like DEP
or CFI being rare [27]. They face vulnerabilities such as
stack/heap overflows and side-channel attacks [21, 23],

Table 1 Hardware Protection Mechanisms by Microcontroller Fami-
lies [27]

Hardware Family MPU MMU DEP CFI

ARM 1 to ARM 7 × × × ×
ARM Cortex R � × × ×
ARM Cortex M Partial* × � ×
PIC 10 to PIC 24 × × × ×
Intel MCS-51 × × × ×
Infineon XC88X-I × × × ×
Infineon XC88X-A × × × ×
* Supported by some microcontrollers in the family

addressed by software-based bounds checking and mem-
ory segment isolation (where MPUs exist).

Hardware protection mechanisms, particularly MMUs
andMPUs, vary across microcontroller families, influencing
the security of high-, medium-, and low-end systems. Table 1
illustrates these differences, highlighting the limited protec-
tions in low-end systems critical to CARNYX’s application.
This analysis underscores the resource-security trade-offs,
enabling CARNYX to detect vulnerabilities in resource-
constrained systems using power consumption analysis.

2.1.2 Security in Embedded Systems

Embedded systems often operate with constrained hard-
ware resources, especially regardingmemory and processing
power,which poses a challenge for security implementations.
These security solutions usually require additional compu-
tational resources, potentially impacting the performance of
these devices. For example, cryptographic implementations
may consume significant processing resources [4], creating
a tradeoff between security and functionality.

Traditionally, development has prioritised core function-
ality, often overlooking security. This has enabled attackers
to exploit specific vulnerabilities in these systems, such as
buffer overflows in IoT firmware [32] and cryptographic
implementations with side-channel leakage [33]. These vul-
nerabilities are particularly concerning, as embedded sys-
tems often lack runtime protection mechanisms found in
general-purpose systems, such as address space layout ran-
domization (ASLR) or stack canaries.

The landscape of embedded systems is transforming sig-
nificantly. The number of deployed devices is rapidly increas-
ing, as well as their complexity and interconnectivity [34],
demanding more comprehensive security approaches. In
response, regulatory bodies have introduced legal frame-
works, such as the Directive (EU) 2022/2555 (NIS 2 Direc-
tive) [35]) and standards for embedded systems, including
theCyber ResilienceAct (CRA) [36]. Additionally, technical
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standards like ISA/IEC 62443-4-1/2 [37, 38] provide specific
security guidelines for industrial automation and control sys-
tems.

These regulatory and standardisation efforts define require-
ments for embedded devices deployed in critical infras-
tructure, where security breaches can have severe conse-
quences [39]. Non-invasive analysis techniques that can
identify vulnerabilities during pre-deployment testing pro-
vide a valuable approach to meeting these requirements
without adding computational burden to the target system.

2.2 Side-Channel-Based Security Monitoring

We prioritise power consumption analysis over other param-
eters (e.g., electromagnetic analysis) due to its correlation
with hardware activity and accessibility via standard oscil-
loscopes, particularly in low-end systems where hardware
simplicity enables accessible monitoring. Power monitoring
in complex devices requires detailed manipulation of their
hardware components [16], and other parameters such as
electromagnetic analysis exhibit greater variability across
devices.

Originally developed to evaluate leakage in crypto-
graphic systems [40], side-channel analysis (SCA)has shown
promise for securing IoT devices, particularly in malware
detection [45]. Studies by Moore et al. [42] further confirm
that power consumption signatures vary between valid and
faulty executions, with observable differences during errors
such as buffer overflow attacks.

In this paper, we leverage power consumption analy-
sis for defensive anomaly detection in embedded systems,
aiming to preempt vulnerabilities that could be exploited
post-deployment.While this concept is not entirely novel [23,
46, 47], its application to embedded systems offers a use-
ful extension of prior work. Furthermore, although existing
studies have advanced the identification of abnormal power
patterns, they often lack a comprehensive analysis of the
underlying causes of these anomalies, as detailed in Table 2.
This work seeks to address that limitation through a granu-
larisation of the detected anomalies. By granularisation, we
refer to the framework’s ability to distinguish between mul-
tiple specific vulnerability types (16 in our evaluation) rather
than providing only binary (normal/anomalous) categorisa-
tion. This approach enables precise diagnosis and targeted
remediation strategies.

The theoretical foundation for power-based vulnerabil-
ity detection rests on three key principles: (1) execu-
tion flow determinism in low-end embedded systems, (2)
vulnerability-specific instruction pattern alterations, and (3)
power consumption correlation with instruction execution
patterns. Low-end embedded systems characteristically exe-
cute instructions in deterministic sequences with minimal
background processing, creating consistent power signa-

tures.When vulnerabilities are exploited, these sequences are
measurably altered by specific instruction pattern changes-
arithmetic vulnerabilities typically affect ALU (Arithmetic
LogicUnit) operations, whilememory vulnerabilities disrupt
memory access patterns. Each instruction type (e.g., memory
load/store, arithmetic operations) consumes distinctly dif-
ferent power amounts based on circuit activation patterns.
This relationship between instruction types, vulnerability
exploitation, and power consumption enables the identifica-
tion of specific vulnerability types through power signature
analysis. This foundation explains why we observe different
power consumption clusters for different vulnerability cate-
gories, as detailed in our experimental results.

3 RelatedWorks

The field of anomaly detection in embedded systems has
advanced significantly,withmethodologies varying bydetec-
tion parameters, system architectures, and analytical tech-
niques. Table 3 summarises key contributions, revealing gaps
that CARNYX addresses through its granular vulnerability
detection in embedded systems.

Studies such as Qaddori [21] detect anomalies in smart
meter data but provide only general deviations, lacking
specific vulnerability insights. WattsUpDoc [18] pioneered
power-based malware detection, achieving 85% accuracy
on medical devices using supervised learning. However, its
reliance on labelled datasets limits real-world applicability.
Similarly, Ding et al. [44] and Wang et al. [41] employed
deep learning for IoT devices and PLCs, achieving 92.7%
and 91.28% accuracy, respectively. Bai et al. [48] achieved
96%accuracy onArduino platformswith real-time detection,
whilst TrustGuard [43] reached 99% onBeagleBone systems
using custom FPGA hardware. However, these approaches
rely on binary ‘normal’ versus ‘anomalous’ categorisation,
which lacks actionable information about vulnerability types.

Despite their high accuracy, current methods face funda-
mental limitations that constrain their diagnostic capabilities.
Supervised approaches like WattsUpDoc [18] and Deep-
Power [44] depend on pre-labelled datasets, which are
typically binary due to the complexity of labelling multiple
vulnerability types. Deep learning methods [41, 48] achieve
high accuracy but obscure feature interpretation, hindering
differentiation between anomaly types, while their computa-
tional demands exceed resource-constrained environments.
Moreover, threshold-based approaches like TrustGuard [43]
produce binary decisions that limit detailed vulnerability
insights for targeted remediation.

CARNYX addresses these limitations by introducing
granular vulnerability categorisation through unsupervised
clustering, identifying 16 distinct vulnerability types from
power consumption patterns without requiring pre-labelled
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Table 2 Methodological Comparison of Side-Channel Analysis Approaches

Feature Traditional SCA Threshold Anomaly Detection Supervised SCA Unsupervised SCA

Methodology DPA, CPA attacks [40] Threshold detection [18] Classifier detection [41] Density-based clustering

Categorisation Binary (leak/secure) Binary (normal/anomaly) Fixed anomaly classes Granular

Use Case Cryptanalysis Runtime monitoring Application detection Pre-deployment testing

Input Data Reference traces Baseline traces Labeled datasets Unlabeled traces

Compute Load High (alignment, stats) Low-moderate (threshold) High (training) Moderate (preprocessing)

Frameworks CEMA [33], CPA [42] WattsUpDoc [18], TrustGuard [43] DeepPower [44], DDCM [41] CARNYX (this work)

Table 3 Comparison of related works and CARNYX

Method Parameter Device Under Test Categorisation Approach

WattsUpDoc [18] Power Consumption Schweitzer SEL3354 Binary (normal/anomalous)

Ding et al. [44] Power Consumption D-Link, Xiaofang IP Cameras Binary (normal/anomalous)

Wang et al. [41] Power Consumption Arduino Mega 2560, Siemens PLC Binary (normal/anomalous)

Bai et al. [48] Power Consumption Arduino UNO Binary (normal/anomalous)

TrustGuard [43] Power Consumption BeagleBone Black Binary (normal/anomalous)

CARNYX Power Consumption Riscure Piñata, STM NUCLEO-144, Granular (specific vulnerability types)

BeagleBone Black

data. This eliminates the dependency on labelled datasets
while providing actionable insights for targeted security
remediation. When evaluated on the BeagleBone Black-
the same hardware used by TrustGuard [43]-CARNYX
achieves 53.67% recall with detailed vulnerability categori-
sation despite OS noise.

Last but not least, in contrast to existing frameworks that
operate as standalone solutions, CARNYX is designed to
complement rather than compete with software-based secu-
rity techniques such as fuzzing, static analysis, or dynamic
analysis, providing hardware-level insights through power
consumption analysis. CARNYX’s effectiveness across
diverse platforms-from STM32F4-based systems to Linux-
based BeagleBone Black-demonstrates its broad applicabil-
ity, advancing embedded system security.

4 CARNYX Framework

To address the growing threat of side-channel attacks, this
paper proposes CARNYX, a framework designed to enhance
the physical security of embedded systemsduring their devel-
opment phase through power consumption analysis. Tailored
for low- and medium-end embedded devices, CARNYX
operates non-invasively and independently of specific hard-
ware architectures or software, an advantage rooted in
its modular design and validated in Section 5. This sec-
tion outlines CARNYX’s conceptual overview 4.1, practical
implementation 4.2, and operational mode 4.3, emphasizing
its modularity and pre-deployment focus. It comprises three

core modules—Data Acquisition, Data Preprocessing, and
AnomalyDetection—which process software inputs through
the device under test (DUT) to produce categorised vul-
nerability insights, as illustrated in the abstract architecture
(Figure 2). These modules function across two phases—
calibration to establish normal behaviour and operational to
detect anomalies—ensuring adaptability across diverse low-
and medium-end embedded systems.

4.1 Overview

CARNYX facilitates pre-deployment security evaluation by
monitoring power consumption patterns, offering a non-
invasive approach independent of the DUT’s architecture
or software specifics, as detailed in Section 4.2. Its general
architecture, depicted inFigure2, organises functionality into
three conceptual modules:

1. Data Acquisition: Captures physical signals from the
DUT using measurement equipment during software exe-
cution.

2. DataPreprocessing:Enhances signal quality and reduces
data dimensionality for efficient analysis.

3. Anomaly Detection: Analyses preprocessed signals to
identify and categorise vulnerability-specific patterns.

These modules form a dataflow—from software inputs to
power responses and ultimately to vulnerability categories—
that remains flexible across testing environments. CARNYX
operates in two phases: a calibration phase to establish a
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Fig. 2 Abstract architecture of CARNYX.

Fig. 3 Practical implementation of CARNYX.

baseline of normal behaviour and an operational phase to
compare new executions against it, enabling broad appli-
cability to low- and medium-end embedded systems with
predictable power signatures, as explored in Section 4.3.
Leveraging the non-invasive nature of power analysis, it tar-
gets pre-deployment testing,with potential for future runtime
adaptations.

4.2 Architecture

This subsection details the practical implementation of
CARNYX’s conceptual framework, as evaluated in our
experiments, specifying the hardware and software com-
ponents underpinning its functionality. Illustrated in Fig-
ure 3, the architecture comprises the DUT, measurement
equipment (Riscure current probe and LeCroy WaveRun-
ner 8104 oscilloscope), and an analysis system hosting
three modules-Data Acquisition, Data Preprocessing, and
Anomaly Detection. These components operate sequentially
to enable non-invasive vulnerability detection in low-end
embedded systems.

To operationalize this setup, the modules interact with the
DUT and measurement equipment in a structured sequence:
power consumption data capture, followed by preprocess-
ing and anomaly detection. Subsequent subsections elaborate
each module’s role, beginning with Data Acquisition, which
initiates the workflow by collecting raw power traces from

Fig. 4 Setup of the Riscure Piñata with the current probe for power
trace acquisition.

the DUT, as demonstrated in the Riscure Piñata setup (Fig-
ure 4).

4.2.1 Data Acquisition Module

The Data Acquisition module acts as the initial point of
interaction with the DUT. It is responsible for extracting
behavioural signatures by triggering specific software execu-
tion within the DUT and capturing the corresponding power
consumption responses. This process is versatile and adapts
to the control architecture of each DUT. For instance, the
approach differs depending on the device’s available input
methods (e.g., serial or Ethernet port). If the DUT utilizes
a serial port, the module transmits commands through it to
order the execution of the designated software.

In the beginning, there is no reference to distinguish nor-
mal system behaviour from anomalous power responses.
CARNYX addresses this challenge by establishing a refer-
ence program that represents the DUT’s power consumption
patterns during normal operation.Moreover, the framework’s
ability to detect anomalies remains independent of this ref-
erence program’s functionality.

Once a program is executed in the DUT, its power con-
sumption response is captured by a current probe connected
to an oscilloscope (Figure 4). The oscilloscope’s sample
rate adheres to the Nyquist-Shannon sampling theorem [49],
requiring a minimum of twice the highest frequency com-
ponent for reliable signal reconstruction. While this sets the
baseline, empirical studies in signal processing [50, 51] rec-
ommend oversampling at 5x to 20x for optimal signal quality
versus computational cost. We chose up to 10x (e.g., 1 GS/s
for a 168 MHz DUT) to balance: (1) resolution for capturing
subtle instruction-level power variations, (2) computational
feasibility for trace processing, and (3) storage efficiency,
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avoiding excessive demands from higher rates. Preliminary
tests confirmed that exceeding 10x offered minimal accuracy
gains while significantly increasing processing time and stor-
age needs (Section 5).

Furthermore, power analysis provides useful insights into
embedded system behaviour, particularly in low-end sys-
tems where hardware simplicity minimizes variability in
captured responses, and can also be extended to medium-
end systems despite increased system complexity. Unlike
complex devices,where intricate hardware interactions cause
fluctuating power patterns, low-end systems produce stable
execution times and signatures tied to the executed program.
Although minor variability may arise from inherent noise or
experimental conditions, the preprocessing filters it, ensur-
ing minimal impact on clustering performance-required for
CARNYX’s anomaly detection. This stability enhances the
reliability of power analysis in our framework.

4.2.2 Data Preprocessing Module

Following data acquisition, CARNYX processes a large
set of power consumption responses, each with numerous
samples, posing a computational challenge for anomaly
detection. To address this, the preprocessing reduces data
volume while preserving critical information. Additionally,
our experiments conducted in controlled environments with
consistent noise conditions demonstrate that this methodol-
ogy effectively mitigates noise. It is also expected to handle
varying real-world noise patterns with similar effectiveness,
ensuring reliable clustering results.

This preprocessing involves two steps: noise filtering
and dimensionality reduction. Noise filtering denoises traces
using the interquartile range (IQR) technique [52], iden-
tifying outliers —samples deviating significantly from the
expected range— and replacing them with linear interpo-
lation. IQR was chosen over other methods like wavelets–
requiring frequency tuning–or Kalman filters–needing state-
space models. Moving average filters were also considered,
but tend to blur sharp transitions in power traces that often
indicate vulnerability exploitation. In contrast, IQR provides
linear complexity without parameter tuning.

Tests on embedded systems traces [53] show IQR offers
fast execution and robust noise reduction across hard-
ware platforms. Its quartile-based approach adapts to signal
changes without recalibration, facilitating long-term oper-
ation, where noise characteristics might evolve over time.
However, while improving traces clarity, their size remains
high, requiring further processing.

For dimensionality reduction, Principal Component Anal-
ysis (PCA) is applied. Othermethods, like t-SNE andUMAP,
were tested but are computationally intensive and produce
inconsistent results due to their stochastic nature, potentially
affecting clustering reliability. In contrast, PCA provides

deterministic results with lower computational demands,
making it more suitable for resource-constrained embed-
ded systems. While t-SNE occasionally visualises clusters
more clearly, these improvements rarely enhance anomaly
detection and consistently increase processing time. PCA’s
preservation of global variance better supports the detection
of execution pattern differences. With a computational effi-
ciency of O(n2) compared to O(n3) for t-SNE or UMAP,
and retention of 99% variance with BIC-selected compo-
nents [54], PCA enables efficient and effective processing
for anomaly detection.

For low- and medium-end embedded systems, which
exhibit simpler power consumption patterns, information-
based methods provide a data-driven way to identify the
most important features using fewer components. One such
method,CARNYX, relies on theBayesian InformationCrite-
rion (BIC). BIC strikes a balance between model complexity
(i.e., the number of components) and the ability to explain
the data’s variance. Compared to other criteria, like the
Akaike Information Criterion (AIC) [55], BIC places a
stronger penalty on complexity, leading to fewer components
per trace. This makes BIC especially well-suited for low-
dimensional anomaly detection tasks, such as those handled
by CARNYX.

As a result, noise is successfully mitigated, enhancing the
fidelity of the traces, and PCA reduces their size to a man-
ageable level. The framework can then analyse preprocessed
traces for anomaly detection, enabling the identification of
potential underlying security issues within the DUT.

4.2.3 Anomaly Detection Module

If a DUT has a vulnerability exploited by the modified soft-
ware, a fault may emerge. CARNYX relies on a baseline of
normal power consumption behaviour, flagging any devia-
tions as anomalies. Once preprocessed, traces are clustered
to reveal distinct execution flows within the DUT.

CARNYX uses unsupervised clustering to group simi-
lar power consumption responses without predefined labels
[56], applicable for anomaly detection from solely power
data-unlike supervised methods needing known classes or
semi-supervised approaches needing pre-labeled data. Unsu-
pervised clustering identifies anomalies without prior knowl-
edge of vulnerability-related traces-a key requirement for
security assessments. Density-based categorisation aligns
with power analysis, as similar execution patterns natu-
rally form dense regions in the feature space. We chose
HDBSCAN[57] over alternatives like DBSCAN or OPTICS
[58] for its superior ability to handle varying cluster densities
and noise in high-dimensional data.

After each set of executions in the operational phase, clus-
tering produces between two and n distinct groups. Although
we, as researchers, know the bug linked to each program-
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providing ground truth for evaluation-the system conducts
unsupervised clustering without this knowledge. This design
enables CARNYX to independently detect anomalies dur-
ing real-world deployment. During development testing, our
ground truth facilitates validation using confusion matrices
and standard metrics. However, such evaluation is not feasi-
ble when applying this clustering beyond development or to
a different device.

Confusion matrices assess clustering performance by
comparingground truth (vertical axis) and algorithm-assigned
(horizontal axis) bug categories. Each cell (i,j) counts traces
from ground truth category i assigned to category j. Diag-
onal elements (i=j) represent correct categorisations, with
higher counts indicating better accuracy, while off-diagonal
elements reveal three issues: false negatives (error traces
categorised as normal), false positives (traces assigned to
incorrect error clusters), and Unassigned Anomalies (UAN)-
anomalous traces not assigned to specific error categories
due to insufficient distinguishing characteristics. We analyse
three scenarios to assess the clustering algorithm’s effective-
ness using this matrix:

– Anomaly Detection: Differentiates between calibration
and faulty traces. Any trace deviating from calibration
clusters is flagged as anomalous, based on the premise
that exploited vulnerabilities produce unique power con-
sumption patterns.

– Arithmetic vs. Memory Error Detection: Evaluates
CARNYX’s ability to distinguish between our taxon-
omy’s two primary error categories. The confusion
matrix data allows calculation of clustering recall for each
error-type category and creation of higher-level “arith-
metic” and “memory” clusters.

– Specific Error Detection: Assesses identification of
individual error types. Diagonal elements (true posi-
tives) represent correct error-type assignments, while
off-diagonal elements indicate either false negatives
(faulty traces assigned to calibration groups) or false
positives (traces assigned to incorrect error types). This
evaluationmeasures CARNYX’s precision in identifying
specific vulnerabilities.

The effectiveness of clustering in each scenario is quanti-
fied using five metrics commonly established in state-of-the-
art anomaly detection research [59]:

1. Recall: Measures the proportion of real positives cor-
rectly identified. TP and FN represent the number of true
positives and false negatives, respectively.

rec = T P

T P + FN
(1)

2. Precision: Measures the proportion of positive predic-
tions that are correct. TP and FP represent true positives
and false positives, respectively.

prec = T P

T P + FP
(2)

3. F1 score: The harmonic mean of precision and recall.

F1 = 2 · prec · rec
prec + rec

(3)

4. Micro-F1 score: A standard metric for evaluating global
clustering performance across all classes [60].

Micro-F1 = 2
∑

T P
∑

T P + ∑
FP + ∑

FN
(4)

5. Matthews Correlation Coefficient (MCC): Commonly
used in contemporary security research for imbalanced
datasets [61] as it considers all confusionmatrix elements.

MCC = T P · T N − FP · FN√
(T P + FP)(T P + FN )(T N + FP)(T N + FN )

(5)

4.3 Operational Mode

The framework operates in two phases to overcome the lack
of an initial reference for anomaly detection. In the calibra-
tion phase, CARNYX establishes a baseline of normal power
behaviour using repeated executions of a reference program.
In the operational phase, it collects power responses from
executions of the modified software, clustering them to dis-
tinguish faulty from calibration executions. This approach
enables CARNYX to detect and categorise vulnerabilities in
low-end embedded systems during development.

4.3.1 Calibration Phase

A challenge in anomaly detection is the lack of a reference
for accurate categorisation, which CARNYX’s calibration
phase addresses by establishing a baseline of normal power
consumption behaviour. Calibration is unique to each DUT
and baseline program, reflecting variability across programs.
It executes a known baseline program (see Section 4.2) on
the DUT multiple times to account for variations in power
responses due to background tasks. This phase also collects
idle signals to detect faults causing no power response, form-
ing a reference setwith baseline traces for anomaly detection.

In our evaluations, we used 200 calibration traces per
DUT (100 baseline + 100 idle), requiring approximately 5
minutes to complete.Wedetermined this number through sta-
tistical analysis of trace variance: preliminary tests showed
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that variance in power consumption patterns stabilized below
5% after approximately 80 traces, with diminishing returns
beyond this point. This finding aligns with research by
Tamura et al. [62] on sample size requirements for power
trace stability. The 100-trace threshold per category thus pro-
vides a comfortable margin for statistical reliability while
maintaining practical collection time. For systems with
greater variability in background processing, this number
could be adjusted upward based on variance stabilisation
monitoring during initial calibration.

Another important factor that can affect calibration reli-
ability is the variability of the power supply. While our
battery-powered DUT (Riscure Piñata) exhibited stable
power signatures across different charge levels, other battery-
powered devices may show supply-dependent fluctuations.
To account for this, CARNYX supports an optional dual-
phase calibration protocol-performed at full charge and
during linear discharge-to capture potential deviations. This
strategy improves trace consistency without altering the core
preprocessing or detection flow, and enhances the frame-
work’s adaptability to diverse power environments.

4.3.2 Operational Phase

The operational phase leverages the calibration phase’s ref-
erence set to identify anomalies in the DUT. In real-world
practice, each new input is collected, preprocessed, and cat-
egorised using the calibrated model in 5–10 seconds. For
our experiments, we gathered 360 operational power traces,
consisting of 20 executions per vulnerability from Table 4,
plus 20 instances each of the calibration program’s integer
(SUT00I) and floating-point (SUT00F) variants. We pre-
processed all traces, trained HDBSCAN algorithm using
calibration traces, and then categorised the operational traces
into clusters. We selected 20 traces per vulnerability to
balance detection sensitivity with experimental efficiency,
leveraging the stability of the calibration baseline. Traces not
assigned to a calibration cluster are marked as anomalies.

5 Experimental Results

This section explores the applicability of CARNYX for
vulnerability detection across various low-end embedded
systems through experimentation. The experiment estab-
lishes a baseline program and a set of embedded system
vulnerabilities.We evaluate CARNYX’s performance across
three scenarios from Section 4: 1) Anomaly Detection; 2)
Arithmetic vs. Memory Error Detection; and 3) Specific
Error Detection. These scenarios are tested on three plat-
forms: two STM32F4-based systems (Riscure Piñata and
STMNUCLEO-144) and the BeagleBone Black, a medium-
end system with a Linux-based operating system. This

evaluation demonstrates power consumption’s effectiveness
in low-end embedded systems, where hardware simplicity
enhances signal detection, while also exploring its applica-
bility to more complex medium-end systems with operating
system overhead.

5.1 Establishment of a Baseline Program

For our evaluation, we established a baseline program to
serve as a reference for normal behaviour of the Device
Under Test (DUT)-the embedded system being evaluated-
independent of its specific functionality.We created two vari-
ants of this program: one using integer arithmetic (SUT00I)
and another using floating-point arithmetic (SUT00F), both
solving the same equations but through different computa-
tional methods. This approach allowed us to test CARNYX’s
sensitivity in distinguishing between functionally identi-
cal programs on the DUT that utilize distinct underlying
operations-a critical capability for accurate vulnerability
detection in embedded systems.

5.2 Taxonomy ofWeaknesses in Embedded Systems

To evaluate our framework’s effectiveness at detecting secu-
rity vulnerabilities in low-end embedded systems, we first
establish a taxonomy of common weaknesses, providing a
structured approach to test CARNYX across diverse vulner-
ability types.

Integrating embedded systems with the physical world
poses a challenge for vulnerability detection using SCA.
Software faults in these systems can manifest in diverse
physical responses, with some faults potentially causing
similar responses for different inputs. Consequently, a com-
prehensive evaluation of SCA requires a diverse set of
vulnerabilities to maximize coverage. The goal is to iden-
tify a broad range of vulnerability categories for a thorough
assessment.

We propose a classification for vulnerabilities, divided
into two main categories: arithmetic and memory issues.
Arithmetic faults arise during arithmetic instructions,whereas
memory-related problems emerge during memory manage-
ment operations. These vulnerabilities, listed in Table 4,
correspond to categories from the Common Weakness Enu-
meration (CWE) [63], a community-developed list of soft-
ware and hardware weakness types, to ensure thorough
coverage inSCA.Weselected six arithmetic and tenmemory-
related weaknesses common in low-end embedded systems.

Starting from a calibration baseline program, we delib-
erately modified it to introduce each vulnerability in the
taxonomy, creating sixteen variants-each exhibiting a spe-
cific weakness-and programmed these into the DUTs. Addi-
tionally, both DUTs include a custom C-coded program to
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Fig. 5 Power consumption traces from Riscure Piñata over a 100-
microsecond window. Calibration responses (SUT00I and SUT00F)
exhibit subtle time-domain differences, while a buffer overflow (E0202)
produces a distinct power signature.

Fig. 6 Riscure Piñata: Metrics for Anomaly Detection (left) and Arith-
metic vs. Memory Error Detection (right)

synchronize with measurement equipment, generating digi-
tal output signals to mark the start and end of each execution.

5.3 DUT 1: Riscure Piñata

The STM32F4 architecture was selected for its prevalence
in industrial and IoT applications and significant market
share [64]. The Riscure Piñata and STMNUCLEO-144 plat-
forms serve as complementary testbeds: Piñata provides a
controlled environment, while NUCLEO-144 mirrors real-
world conditions.

The Riscure Piñata, an experimental device for SCA test-
ing, is part of the STM32F4 family. It features a 32-bit ARM
Cortex-M4 monocore with a base clock speed of 168 MHz.
Operating without an OS, it receives data via a serial port
and offers a highly controlled setup for power analysis, as its
hardware omits decoupling components that could consume
extra power and mask signals. Upon powering on, Piñata
waits for execution requests, runs programs at 168MHz, and
then returns to standby.

Power consumption traces were collected as described
in Section 4.3, captured by a Riscure current probe and

transmitted to the oscilloscope, whose sampling rate is 1
GS/s, approximately ten times the DUT’s clock frequency.
The traces represent a time window of 100 microseconds in
25,000 samples (Figure 5).

In our experiments, we sequentially collected all 560
power traces (200 calibration traces and 360 operational
traces). Preprocessing required 57.18 seconds (0.10 seconds
per trace), while clustering took 31.28 seconds (0.06 seconds
per trace). In operational settings, each trace is processed
individually using a pre-calibrated model, taking 5–10 sec-
onds for complete processing. This process utilized 150 MB
of system memory, indicating a reasonable resource over-
head. A proof of concept illustrating power analysis on the
Riscure Piñata is included in our GitHub repository2.

Traces not assigned to a calibration cluster are categorised
as anomalies. In this development-phase scenario, we know
each trace’s ground truth category, allowing validation via a
confusion matrix (Figure 7).

The confusion matrix reveals two distinct calibration
clusters-integer and floating-point arithmetic-demonstrating
CARNYX’s ability to differentiate functionally similar pro-
grams. Low error rates in calibration groups (0.31%),
unassigned anomalies (1.56%), and false positives (1.56%)
confirm reliable anomaly detection on this device. Results
from the three scenarios are analysed as follows:

1. Anomaly Detection. CARNYX demonstrates successful
anomaly detection on the Piñata, achieving 100% preci-
sion and 99.69% recall in separating faulty from valid
signals (Table 5, Figure 6). These metrics align with
expectations for the Piñata’s simple hardware.

2. Arithmetic vs. Memory Error Detection. CARNYX
discriminates arithmetic and memory errors with recalls
of 97.50% and 99.00%, respectively (Figure 6). These
results, alongside the other evaluation metrics, confirm
strong clustering performance.

3. SpecificErrorDetection.Specific error detection exceeds
95.00% for most weaknesses, with diagonal confusion
matrix elements indicating high ground truth alignment.
However, E0208 (Stack Overflow) shows two patterns:
one akin to E0209 (Stack Underflow), another unique,
diverging from others.

5.4 DUT 2: STMNUCLEO-144

STM NUCLEO-144 is a development board based on
STM32F4 architecture. It operates without a full OS but can
execute user code with basic resource management capa-
bilities. It features a 32-bit ARM Cortex-M4 single-core
processor clocked at 180 MHz, and shares a similar work-
flow with Piñata: it waits for an execution request. However,

2 https://github.com/JorgeBarredo14/carnyx
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Table 5 Clustering Results for Riscure Piñata

Anomaly Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Error 99.69 100.00 99.84

No Error 100.00 97.56 98.77 99.72 98.61

Arith. vs. Memory Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Arithmetic Error 97.50 99.15 98.31

Memory Error 99.00 98.51 98.75 98.61 97.56

Specific Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

E0101 95.00 100.00 97.44

E0102 100.00 100.00 100.00

E0103 100.00 100.00 100.00

E0104 95.00 100.00 97.44

E0105 100.00 100.00 100.00

E0106 95.00 95.00 95.00

E0201 90.00 100.00 94.74

E0202 95.00 100.00 97.44 94.17 93.94

E0203 95.00 100.00 97.44

E0204 95.00 100.00 97.44

E0205 95.00 95.00 95.00

E0206 95.00 100.00 97.44

E0207 100.00 100.00 100.00

E0208 50.00 100.00 66.67

E0209 100.00 62.50 76.92

E0210 95.00 95.00 95.00

Fig. 7 Riscure Piñata: Confusion Matrix.

unlike Piñata, the NUCLEO-144 offers multiple input ports
for data transmission. This allows us to analyse how the selec-
tion of the input port impacts power responses. To explore
this, we propose two use cases: one transmitting data through
the serial port and another through the Ethernet port.

Power consumption traces were collected as outlined in
Section 4.3, captured by a current probe and transmitted to
the oscilloscope with a 1 GS/s sampling rate.

5.4.1 Use case 1: Input transmission through serial port

In this use case, the collected power consumption traces rep-
resent a timewindow of 50microseconds in 125,000 samples

(Figure 8). The signals exhibit a high degree of noise com-
pared to Piñata due to the STM’s complex hardware with
additional power-consuming components. As anticipated,
this complexity hinders clustering and potentially reduces
precision.

In our experiments, all 560 traces (200 calibration [100
baseline + 100 idle] + 360 operational) were collected
sequentially. Preprocessing took 83.30 seconds and clus-
tering (training plus anomaly detection) took 6.50 seconds,
averaging approximately 0.15 seconds and 0.01 seconds per
trace, respectively. A proof of concept illustrating power con-
sumption analysis on this use case, with signals differing
from those evaluated here, is included in our GitHub repos-
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Fig. 8 Power consumption traces from STM NUCLEO-144 via serial
port over a 50-microsecond window. Calibration responses (SUT00I
and SUT00F) show stable patterns, while a buffer overflow (E0202)
induces distinct peaks.

Fig. 9 STM NUCLEO-144 (Serial): Confusion Matrix.

itory3. In a real-world operational scenario, each trace is
processed using a pre-trained HDBSCANmodel in 5-10 sec-
onds. This required 200MB of memory, reflecting increased
complexity.

Moreover, we know which ground truth error is related to
each power response, as in the previous use case, because the
DUT is being analysed in its development phase. Therefore,
we can represent the results in a confusion matrix (Figure 9).

The confusion matrix shows a 12.81% recall drop for
CARNYX compared to Piñata, with higher false negatives
(13.13%), false positives (26.88%), and UANs (5.31%). It
still distinguishes integer and floating-point clusters, but
E0101 and E0210 often go undetected, suggesting low sus-
ceptibility or weak power responses. The three scenarios,
detailed in Table 6, further assess its anomaly detection
capacity:

1. Anomaly Detection. CARNYX achieves 86.88% recall,
lower thanPiñata’s (Figure 10),with a 34.62%MCCdrop,
reflecting increased complexity’s impact.

2. Arithmetic vs. Memory Error Detection. Arithmetic
faults affect only the current task, while memory errors

3 https://github.com/JorgeBarredo14/carnyx

impact broader processes, suggesting stronger power
response changes. Recall is 50% (arithmetic) and 79.50%
(memory),with precision at 100.00%and79.90%, respec-
tively (Figure 10), confirming reliability.

3. Specific Error Detection. High false positives (26.88%)
complicate clustering (Figure 9). E0101 and E0210 are
often undetected, but CARNYX identifies E0103, E0202,
E0204, and 55%of E0208 in distinct groups, despite chal-
lenges.

Anomaly detection in this scenario confirms the influence
of hardware configuration on clustering performance. The
observed reduction in metrics likely stems from the activity
of additional components not present in simpler devices, such
as a more complex memory and processor management unit.

5.4.2 Use case 2: Input transmission through Ethernet

In this use case, the software under test remains the same as
in the serial port scenario, but inputs are received through
the Ethernet port. The power consumption signals span 100
microseconds across 187,500 samples (Figure 11). These
traces exhibit noticeably higher noise levels compared to
the serial port case, likely due to the Ethernet port’s addi-
tional power demands. This portmaintains an active interface
for incoming frames and connection management mes-
sages, activity that introduces a challenging environment
for power-based anomaly detection-a scenario common in
real-world deployments but rarely quantified in existing lit-
erature. The increased noise, stemming from the Ethernet
controller’s continuous packet management, influences side-
channel leakage in low-end systems, as further explored in
Section 6.

In our experiments, all 560 traces (200 calibration [100
baseline + 100 idle] + 360 operational) were collected
sequentially. Preprocessing took 130.76 seconds and clus-
tering (training plus operational anomaly detection) took
6.21 seconds, averaging approximately 0.23 seconds and
0.01 seconds per trace, respectively. In a real-world oper-
ational scenario, each trace is processed using a pre-trained
HDBSCANmodel in 5-10 seconds. This required 250MB of
memory due to larger trace sizes. A proof of concept illustrat-
ing power consumption analysis on the STM NUCLEO-144
using the Ethernet port, with signals differing from those
evaluated here, is included in our GitHub repository4. We
analysed the generated clusters and created a confusion
matrix (Figure 13) to represent the relationship between
ground truth categories and labels assigned by CARNYX.

The confusion matrix reveals the significant challenges
of power analysis in the presence of active communi-
cation peripherals-an important finding not quantified in

4 https://github.com/JorgeBarredo14/carnyx
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Table 6 Clustering Results for STM NUCLEO-144 (Serial)

Anomaly Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Error 86.88 100.00 92.98

No Error 100.00 48.78 65.57 88.33 65.10

Arith. vs. Memory Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC(%)

Arithmetic Error 50.00 100.00 66.67

Memory Error 79.50 79.90 79.70 71.94 56.23

Specific Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

E0101 0.00 0.00 0.00

E0102 0.00 0.00 0.00

E0103 100.00 100.00 100.00

E0104 0.00 0.00 0.00

E0105 100.00 50.00 66.67

E0106 0.00 0.00 0.00

E0201 90.00 48.65 63.16

E0202 95.00 100.00 97.44 59.20 58.37

E0203 100.00 48.78 65.57

E0204 60.00 100.00 75.00

E0205 0.00 0.00 0.00

E0206 95.00 50.00 65.52

E0207 95.00 86.36 90.48

E0208 55.00 100.00 70.97

E0209 75.00 78.95 76.92

E0210 0.00 0.00 0.00

Fig. 10 STM NUCLEO-144 (Serial): Metrics for Anomaly Detection (left) and Arithmetic vs. Memory Error Detection (right).

Fig. 11 Calibration and Faulty Signals from STMNUCLEO-144 (Eth-
ernet). Calibration responses (SUT00I and SUT00F) are similar, but a
buffer overflow issue triggers a unique waveform.

previous SCA research. Anomaly detection recall drops
to 51.25% while maintaining 99.40% precision, with sig-

nificant increases in false negatives (48.75%) and UANs
(9.69%). While this recall might appear modest in isola-
tion, it represents a substantial improvement over the 6.25%
expected from random categorisation across 16 vulnerabil-
ity categories. This demonstrates that even in high-noise
environments, CARNYX still captures vulnerability-specific
power signatures that would otherwise remain undetected.
As this use case differs from the previous one only in port
usage, these results specifically isolate the Ethernet con-
troller’s impact on power consumption patterns, providing
a quantitative measurement of communication peripherals’
interference with SCA.

123



CARNYX: A framework for vulnerability detection via power consumption analysis in embedded systems Page 15 of 23 172

Fig. 12 STM NUCLEO-144 (Ethernet): Metrics for Anomaly Detection (left) and Arithmetic vs. Memory Error Detection (right).

Fig. 13 STM NUCLEO-144 (Ethernet): Confusion Matrix.

Analysis of the three evaluation scenarios (Table 7) offers
valuable insights for power analysis in low-end systems with
active communication interfaces:

1. Anomaly Detection. The usage of the Ethernet port sig-
nificantly impacts anomaly detection capabilities. The
detection rate of 51.25%, as evidenced by the drop in
MCC score from 65.10% (serial port) to 30.75% (Ether-
net port), reveals the specific challenge posed by network
interfaces. Notably, despite this interference, CARNYX
still detects vulnerabilities at a rate over 8 times better than
random categorisation, demonstrating that signal charac-
teristics remain detectable even in noisy environments-a
capability not demonstrated in prior binary detection sys-
tems.

2. Arithmetic vs. Memory Error Detection. Compared to
the serial port case, CARNYX’s differentiation capabil-
ity drops from 50.00% to 16.67% for arithmetic faults and
from 79.50% to 62.00% for memory faults (Figure 12).
This disproportionate impact reveals an important char-
acteristic: memory errors produce power signatures more
resilient toEthernet noise than arithmetic errors. This find-

ing suggests future SCA systems could prioritise memory
vulnerability detection in noisy environments, a nuanced
insight unfeasible with binary detection systems.

3. Specific Error Detection. Despite the challenging envi-
ronment,CARNYXsuccessfully distinguished three inde-
pendent error types with high precision: E0106 (Divide
by zero decimal), E0202 (Buffer overflow), and E0203
(Double free). Additionally, E0206 (Out-of-bounds read),
E0207 (Out-of-memory), E0208 (Stack overflow), and
E0209 (Stack underflow) form a distinct cluster, suggest-
ing similar power signatures that, while not individually
distinguishable under Ethernet noise, remain collec-
tively detectable. This level of granularity-identifying
specific vulnerability classes even in noisy environments-
represents a significant advance over existing binary
anomaly detection systems.

These results demonstrate that while communication
peripheral noise presents a significant challenge for power-
basedvulnerability detection,CARNYXstill provides action-
able insights by identifying specific vulnerability classes
even under these adverse conditions-a capability not offered
by any existing approach.

5.5 DUT 3: BeagleBone Black

The BeagleBone Black (BBB) represents a medium-end
embedded system commonly deployed in industrial appli-
cations, equipped with a 1 GHz ARM Cortex-A8 processor
and a Linux-based OS. Unlike the STM32F4-based plat-
forms evaluated previously, the BBB constitutes a device
with enhanced computational capabilities suitable for tasks
such as automation control and edge computing. Its OS
and complex hardware introduce additional challenges for
power consumption analysis, providing a realistic test case
for assessing CARNYX’s applicability in industrial environ-
ments.

Measuring power consumption in the BBB, unlike the
Riscure Piñata and STMNUCLEO-144 with dedicated mea-
surement pins, requires adapting to its complex layout. The
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Table 7 Clustering Results for STM NUCLEO-144 (Ethernet)

Anomaly Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Error 51.25 99.40 67.63

No Error 97.50 20.00 33.20 56.39 30.75

Arith. vs. Memory Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Arithmetic Error 16.67 95.24 28.37

Memory Error 62.00 93.23 74.47 50.83 39.42

Specific Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

E0101 0.00 0.00 0.00

E0102 0.00 0.00 0.00

E0103 0.00 0.00 0.00

E0104 0.00 0.00 0.00

E0105 0.00 0.00 0.00

E0106 100.00 95.24 97.56

E0201 0.00 0.00 0.00

E0202 85.00 100.00 91.89 31.22 30.84

E0203 90.00 90.00 90.00

E0204 0.00 0.00 0.00

E0205 0.00 0.00 0.00

E0206 0.00 0.00 0.00

E0207 0.00 0.00 0.00

E0208 0.00 0.00 0.00

E0209 100.00 26.67 42.11

E0210 0.00 0.00 0.00

Fig. 14 Modified BeagleBone Black for power measurements.

capacitor C53, near the power regulator, was removed, and
wires were soldered to its pads, connecting the Riscure cur-
rent probe’s positive terminal to the input pad and the negative
to a GPIO ground pin (Figure 14). This setup captures the
power regulator’s current, including non-core components,
reflecting a practical approach for systems lacking dedicated
measurement points.

Power consumption traces, collected per Section 4.3 at 10
GS/s (ten times the BBB’s clock frequency), comprise 540
traces (200 calibration [100 baseline + 100 idle] + 340 oper-
ational), as shown in Figure 15. Fewer samples (50,000) are
used compared to other platforms due to the BBB’s higher
processor frequency, which executes test programs faster,

Fig. 15 Power consumption traces from BeagleBone Black over a
50-microsecond window, showing a spike. Calibration traces (SUT00I
and SUT00F) maintain consistent shape and amplitude, while a stack
underflow (E0209) exhibits variations in spike amplitude andwaveform
structure.

but the high sampling rate ensures sufficient resolution for
power response analysis. Vulnerability E0210 (Unaligned
Address) could not be exploited due to the BBB’s hard-
ware protections, preventing suchmemory access violations.
Preprocessing took 126.04 seconds (0.23 seconds per trace),
clustering required 8.75 seconds (0.016 seconds per trace),
and operational trace processing used a pre-calibrated HDB-
SCANmodel in 5–10 seconds, suitable for industrial quality
control. The process consumed 400 MB of memory, reflect-
ing operating system complexity.

The confusion matrix (Figure 17) reveals several insights
about power-based vulnerability detection in industry-grade
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Fig. 16 BeagleBone Black: Metrics for Anomaly Detection (left) and Arithmetic vs. Memory Error Detection (right).

embedded systems. We observe a 46.33% false negative
rate, with many error traces categorised as normal operation.
This increase over the STM NUCLEO-144 with Ether-
net (48.75%) suggests the operating system’s background
activities introduce comparable noise levels to active com-
munication peripherals. Additionally, we note that 2.64% of
traces remain as unassigned anomalies (UAN), indicating
power signatures that deviate from normal patterns but lack
sufficient distinctive characteristics for specific categorisa-
tion.

The analysis of our three evaluation scenarios (Table
8, Figure 16) provides additional context for CARNYX’s
capabilities on industry-standard OS-equipped embedded
systems:

1. Anomaly Detection. CARNYX achieves 53.67% recall
in detecting anomalous executions onBeagleBoneBlack,
comparable to the STM NUCLEO-144 with Ether-
net interface (51.25%). This similarity suggests that
both active communication peripherals and operating
system overhead-common in industrial deployments-
present comparable challenges for power-based anomaly
detection.Despite these challenges, the precision remains
high at 99.38%, indicating that when CARNYX identi-
fies an anomaly in an industrial setting, it does so with
high confidence.

2. Arithmetic vs. Memory Error Detection. The frame-
work demonstrates a significant disparity in detection
capabilities between arithmetic and memory errors on
this platform. Memory-related vulnerabilities are iden-
tified with 76.74% recall and 100.00% precision, while
arithmetic errors show only 17.50% recall. This pattern,
also observed with the STM NUCLEO-144 Ethernet
case, further confirms that memory operations produce
more distinctive power signatures than arithmetic oper-
ations in noisy industrial environments-whether noise
stems from communication peripherals or operating sys-
tem activities typical in industrial control systems.

3. SpecificErrorDetection.Despite the challenging indus-
trial environment, CARNYX successfully identifies five

Fig. 17 BeagleBone Black: Confusion Matrix.

specific vulnerability types with high precision: E0105
(Divide by Zero Integer), E0201 (Segmentation Fault),
E0205 (Out-of-bounds Write), E0207 (Out-of-memory),
and E0208 (Stack Overflow). This represents a slight
improvement over the four vulnerability types detected
in the STM NUCLEO-144 Ethernet case, suggesting
that certain error classes produce sufficiently distinctive
power signatures even in the presence of OS overhead.

These results demonstrate that CARNYX maintains use-
ful detection capabilities even on industry-standard embed-
ded systems with operating system overhead. While the
overall recall is lower than on simpler platforms, the frame-
work still identifies specific vulnerability types with high
precision, providing actionable security insights beyond
binary anomaly detection for real-world industrial applica-
tions.
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Table 8 Clustering Results for BeagleBone Black

Anomaly Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Error 53.67 99.38 69.70

No Error 97.50 21.91 35.78 58.82 33.01

Arith. vs. Memory Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

Arithmetic Error 17.50 100.00 29.79

Memory Error 76.74 100.00 86.84 58.01 50.62

Specific Error Detection Recall (%) Precision (%) F1 (%) Micro-F1 (%) MCC (%)

E0101 0.00 0.00 0.00

E0102 0.00 0.00 0.00

E0103 0.00 0.00 0.00

E0104 0.00 0.00 0.00

E0105 95.00 90.48 92.68

E0106 0.00 0.00 0.00

E0201 95.00 90.48 92.68 37.06 39.01

E0202 0.00 0.00 0.00

E0203 0.00 0.00 0.00

E0204 0.00 0.00 0.00

E0205 100.00 48.78 65.57

E0206 0.00 0.00 0.00

E0207 100.00 52.63 68.97

E0208 100.00 86.96 93.02

E0209 45.00 100.00 62.07

E0210 N/A N/A N/A

6 Discussion

This section assesses CARNYX’s role in embedded system
security by comparing its performance with state-of-the-art
methods, exploring its scope and practical applicability to
low-end embedded systems, and identifying key limitations
and challenges for future consideration.

6.1 Comparison with State-of-the-Art Methods

Power consumption analysis for anomalydetection in embed-
ded systems has evolved significantly, yet most existing
approaches remain limited in two critical dimensions: gran-
ularity and environmental adaptability. As shown in Table 9,
prior works such as WattsUpDoc [18], Ding et al. [44],
and TrustGuard [43] achieve reasonable detection accuracy
(85-99%) but only provide binary (normal/anomalous) cate-
gorisation, lacking detailed insights into vulnerability types.
Additionally, these approaches haveprimarily been evaluated
in controlled environments that lack real-world deployment
conditions. Thus, CARNYX advances the state of the art in
several key dimensions:

– Granular vulnerability categorisation: Unlike binary
approaches, CARNYX distinguishes between 16 spe-
cific vulnerability types, enabling targeted remediation
strategies. This granularity persists even in challeng-
ing environments, providing actionable security insights
beyond simple anomaly detection.

– Performance in realistic conditions:Our results demon-
strate robust detection across varying levels of environ-
mental complexity-from controlled (99.69% recall on
Piñata) to realistic (86.88% on NUCLEO-144 with serial
interface) to challenging (51.25% with Ethernet). The
latter represents an 8-fold improvement over random cat-
egorisation (6.25%) in a noisy environment where no
previous system has been evaluated.

– Hardware accessibility: While TrustGuard achieves
faster processing (<1ms) using specialized FPGA hard-
ware, CARNYX operates on standard equipment with
reasonable processing times (5-10s), making it more
accessible for practical security testing during develop-
ment phases where processing speed is less critical than
diagnostic depth.

– Communication peripheral impacts: Our research
quantifies, for the first time, how communication inter-
faces affect side-channel leakage-with Ethernet reducing
detection recall by approximately 35%compared to serial
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Table 9 Performance Comparison of CARNYX with Related Works

Method Detection Recall Processing Time Hardware Granularity

WattsUpDoc [18] 85% Offline Specific HW Binary

Ding et al. [44] 92.7% ∼5s Standard Binary

Bai et al. [48] 96% ∼100ms Standard Binary

TrustGuard [43] 99% <1ms FPGA Binary

CARNYX 99.69%
(Piñata)
86.88%
(NUCLEO-144)
53.67%
(BeagleBone Black)

5-10s Standard Granular (16 types)

Note: State-of-the-art metrics are from cited works; reimplementation was not attempted due to incompatible hardware (e.g., FPGA vs. STM32F4)
and unavailable datasets

connections. This finding builds on prior noise stud-
ies [51] and establishes a new baseline for understanding
deployment challenges in low-end systems.

These advances demonstrate that power-based SCA can
provide detailed vulnerability insights beyond binary detec-
tion, even in realistic deployment environments with com-
munication peripherals-a capability not previously demon-
strated in the literature.

6.2 Scope and Considerations

Platformgeneralisability.Our evaluation ofCARNYXspans
three platforms: the Riscure Piñata and STM NUCLEO-
144, both based on the STM32F4 architecture, and the
BeagleBone Black, a medium-end system with a Linux-
based operating system. The STM32F4 platforms exhibit
clear power consumption patterns due to their deterministic
execution and hardware simplicity. The BeagleBone Black,
with its operating system overhead, yields 53.67% recall,
demonstrating applicability to industrial-grade systems. The
underlying principles-analysing deviations in power con-
sumption caused by altered instruction sequences during
vulnerability exploitation-should extend to other low- and
medium-end embedded systems with similar processing and
memory constraints.
Cross-architecture considerations. While our evaluations
centred on STM32F4 and ARM Cortex-A8 platforms, the
underlying methodology naturally extends to other archi-
tectural families. RISC-V designs, with their deterministic
execution flows, would likely yield clear power signatures
during vulnerability exploitation, whereas AVR microcon-
trollers might offer even more distinct patterns due to their
simpler pipeline structures. Despite the additional com-
plexity of dual-core platforms like ESP32 with wireless
subsystems, these architectures should remain compatible
with CARNYX through appropriate calibration and filter-

ing enhancements. Fundamentally, our approach’s focus
on behavioural power patterns rather than implementation-
specific features suggests broad applicability across diverse
embedded system architectures.
Impact of communication peripherals. The significant differ-
ence between serial (86.88%) and Ethernet (51.25%) recall
rates on the NUCLEO-144 board highlights the impact of
communication peripherals on detection accuracy, with Eth-
ernet noise levels comparable to the BeagleBone Black’s
operating system overhead. This variation aligns with the
operational characteristics of these interfaces-serial connec-
tions generate minimal background activity, while Ethernet
controllers continuously manage network packets and con-
nection state, providing valuable context for real-world
deployment scenarios where interface options or operating
system complexity vary.
Temperature effects.While temperature can influence power
consumption, this factor had minimal impact on our experi-
ments due to the microsecond-scale execution time of our
test routines. We observed that low-end devices (Riscure
Piñata, STM NUCLEO-144) exhibit less thermal sensitivity
than medium-end counterparts (BeagleBone Black) due to
simpler architectures and lower power density. Additionally,
hardware layout characteristics-such as component density,
PCB layers, and thermal vias-can significantly influence tem-
perature distribution and its effects on power signatures. For
extended testing, particularly with medium-end devices or
dense layouts, we recommend test benches with cooling sys-
tems electrically isolated from the device under test to prevent
measurement interference. This engineering approach, com-
bined with CARNYX’s statistical preprocessing, effectively
mitigates temperature-induced variations without requiring
methodological changes.
Pre-deployment utility. CARNYX demonstrates particu-
lar utility as a pre-deployment security validation tool,
where granular vulnerability categorisation facilitates tar-
geted remediation. CARNYX establishes baselines through
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reference program execution, then analyses power responses
from potentially vulnerable software for specific vulnerabil-
ity detection. Its applicability to industrial systems like the
BeagleBone Black, commonly used in automation and edge
computing, enhances its value for real-world embedded secu-
rity. For operational scenarios, CARNYX’s unsupervised
clustering addresses ground truth limitations by grouping
similar power responses without requiring prior knowledge
of vulnerable traces. The framework detects anomalies by
identifying power consumption patterns that deviate from
established baselines, as demonstrated under realistic condi-
tions with operating system overhead and communication
noise, enabling vulnerability detection even when ground
truth is unavailable. For systems with higher complexity
and multiple concurrent processes, alternative side-channel
parameters or complementary approaches may be necessary.
Complementary analysis value. Finally, CARNYX can serve
as a complementary methodology to other vulnerability
detection techniques, such as fuzzing, static and dynamic
analysis. While these techniques are based on software anal-
ysis, the integration of CARNYX enables the identification
of vulnerabilities that do not provide differentiable software
responses. In this way, CARNYX offers a hardware-based
perspective that extends beyond traditional methods.

6.3 Limitations and Security Considerations

CARNYX exhibits several constraints:

– Diminished effectiveness in systems with higher noise
levels.

– Current validation limited toSTM32F4andARMCortex-
A8 architectures, necessitating recalibration for other
platforms.

– Processing latency of 5-10 seconds per trace that may be
suboptimal for certain applications.

From a security perspective, potential evasion techniques
include execution flow manipulation (e.g., code polymor-
phism [65]) that could generate altered power consumption
patterns. Though malicious code injection and evasion tech-
niques presents another theoretical concern [66], the con-
strained nature of low-end embedded systems typically limits
the feasibility of such sophisticated attacks.

7 Conclusion

SCA-based hardware analysis offers valuable advantages
over software methods by capturing physical responses
to security vulnerabilities in embedded systems. However,
existing power-based anomaly detection approaches have
been limited to binary categorisationwithout root cause iden-

tification, significantly impeding effective countermeasures.
This paper presented CARNYX, a framework that advances
beyond this limitation by categorising anomalies into specific
vulnerability types, enabling targeted mitigation strategies.

Our experimental results demonstrate that CARNYX
performs exceptionally well in controlled environments
(99.69% recall on Riscure Piñata) and maintains strong
performance in more realistic scenarios (86.88% recall on
STMNUCLEO-144 via serial). Even in the challenging case
of Ethernet communication-where active network interfaces
introduce significant noise-CARNYX still achieves 51.25%
recall across 16 vulnerability categories, significantly out-
performing the 6.25% expected from random categorisation.
Results on the BeagleBone Black, a real-world medium-
end systemwith operating system overhead, achieve 53.67%
recall. This represents a substantial advance over existing
binary detection methods that provide no vulnerability-
specific insights and have not been evaluated under similarly
realistic conditions.

These results reveal two key findings. First, power con-
sumption analysis can provide granular vulnerability insights
in low- and medium-end embedded systems, particularly
effective due to their hardware simplicity. Second, we have
quantified how communication peripherals impact side-
channel leakage-a previously unexamined factor in security
literature that significantly affects detection performance.
Our successful testing on BeagleBone Black further demon-
strates applicability to medium-end systems used in indus-
trial automation and edge computing. This second finding
establishes important baseline measurements for future work
in realistic deployment environments.

CARNYX’s automated architecture consisting of data
acquisition, preprocessing, and clustering modules enables
efficient vulnerability detection during pre-deployment test-
ing, addressing a critical gap in embedded security. Its source
code and implementation examples for all test scenarios are
available onGitHub5, facilitating further research in this area.

Future work could pursue several promising directions to
enhanceCARNYX.First, validationmight extend tomultiple
low- andmedium-end architectures like additional ARM and
RISC-V platforms, assessing cross-architecture applicabil-
ity. Second, wavelet-based preprocessing techniques could
potentially filter communication peripheral noise, as our
findings suggest this represents a significant but potentially
separable interference source. Third, incorporating multiple
physical channels (power combined with electromagnetic
emanations) could improve detection accuracy in noisy
environments. Fourth, integrating CARNYX into CI/CD
pipelines would streamline security testing in development
workflows. Fifth, adapting for runtime monitoring, imple-
menting FPGA-based acceleration, and optimising energy

5 https://github.com/JorgeBarredo14/carnyx
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consumptionwould extend CARNYX’s utility to operational
environments and resource-constrained test scenarios. These
directions build directly on our discovery of communica-
tion peripherals’ impact on side-channel leakage, turning this
challenge into an opportunity for targeted methodological
improvements.
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A.G., Prvulović, M.: REMOTE: Robust External Malware Detec-
tion Framework by Using Electromagnetic Signals (2020). https://
api.semanticscholar.org/CorpusID:208116287

21. Lazim Qaddoori, S., Ali, Q.I.: An embedded and intelligent
anomaly power consumption detection system based on smart
metering (2023). https://doi.org/10.1049/wss2.12054

22. Ara, G., Cucinotta, T., Mascitti, A.: Simulating execution time
and power consumption of real-time tasks on embedded platforms
(2022). https://doi.org/10.1145/3477314.3507030

23. Krosman, K., Sosnowski, J., Gawkowski, P.: Object oriented
time series exploration: Applied to power consumption analysis
of embedded systems (2021). https://doi.org/10.1016/j.eswa.
2021.115531https://www.sciencedirect.com/science/article/pii/
S0957417421009398

24. Camposano, R., Wilberg, J.: Embedded system design (1996).
https://doi.org/10.1007/BF00134682.https://publica.fraunhofer.
de/handle/publica/189659

123

http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.18280/rces.090205
https://doi.org/10.1109/JIOT.2019.2935189
https://doi.org/10.1109/JIOT.2019.2935189
https://www.globenewswire.com/news-release/2020/03/26/2006966/28124/en/Global-Embedded-System-Market-2020-to-2025-Rapid-Adoption-of-Embedded-Systems-in-Smart-Homes-Presents-Lucrative-Opportunities.html
https://www.globenewswire.com/news-release/2020/03/26/2006966/28124/en/Global-Embedded-System-Market-2020-to-2025-Rapid-Adoption-of-Embedded-Systems-in-Smart-Homes-Presents-Lucrative-Opportunities.html
https://www.globenewswire.com/news-release/2020/03/26/2006966/28124/en/Global-Embedded-System-Market-2020-to-2025-Rapid-Adoption-of-Embedded-Systems-in-Smart-Homes-Presents-Lucrative-Opportunities.html
https://www.globenewswire.com/news-release/2020/03/26/2006966/28124/en/Global-Embedded-System-Market-2020-to-2025-Rapid-Adoption-of-Embedded-Systems-in-Smart-Homes-Presents-Lucrative-Opportunities.html
https://www.globenewswire.com/news-release/2020/03/26/2006966/28124/en/Global-Embedded-System-Market-2020-to-2025-Rapid-Adoption-of-Embedded-Systems-in-Smart-Homes-Presents-Lucrative-Opportunities.html
https://doi.org/10.1145/1015047.1015049
https://doi.org/10.1145/1015047.1015049
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2022
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2022
https://owasp.org/www-project-internet-of-things/
https://owasp.org/www-project-internet-of-things/
https://doi.org/10.1109/ACCESS.2021.3119220
https://doi.org/10.1109/COMST.2019.2962586
https://doi.org/10.1109/COMST.2019.2962586
https://doi.org/10.1145/3139937.3139938
https://doi.org/10.1145/3139937.3139938
https://doi.org/10.1109/JIOT.2021.3078072
https://doi.org/10.1109/THS.2008.4534479
https://doi.org/10.1109/THS.2008.4534479
https://doi.org/10.14722/ndss.2014.23229
https://doi.org/10.14722/ndss.2014.23229
https://doi.org/10.1186/s42400-022-00123-y
https://doi.org/10.1109/IJCNN.2017.7966373
https://doi.org/10.1109/IJCNN.2017.7966373
https://doi.org/10.1145/3446997
https://doi.org/10.1007/s13389-011-0023-x
https://doi.org/10.1007/978-3-030-88418-5_5
https://doi.org/10.1007/978-3-030-88418-5_5
https://www.usenix.org/conference/healthtech13/workshop-program/presentation/clark
https://www.usenix.org/conference/healthtech13/workshop-program/presentation/clark
https://doi.org/10.1007/978-3-540-85053-3_27
https://api.semanticscholar.org/CorpusID:208116287
https://api.semanticscholar.org/CorpusID:208116287
https://doi.org/10.1049/wss2.12054
https://doi.org/10.1145/3477314.3507030
https://doi.org/10.1016/j.eswa.2021.115531
https://doi.org/10.1016/j.eswa.2021.115531
https://www.sciencedirect.com/science/article/pii/S0957417421009398
https://www.sciencedirect.com/science/article/pii/S0957417421009398
https://doi.org/10.1007/BF00134682.
https://publica.fraunhofer.de/handle/publica/189659
https://publica.fraunhofer.de/handle/publica/189659


172 Page 22 of 23 J. Barredo et al.

25. Bolton, W.: Programmable Logic Controllers (2009). https://doi.
org/10.1016/B978-1-85617-751-1.00001-X

26. Al-Ali, A., Al-Rousan, M.: Java-based home automation system
(2004). https://doi.org/10.1109/TCE.2004.1309414

27. Eceiza, M., Flores, J.L., Iturbe, M.: Fuzzing the Internet of Things:
A Review on the Techniques and Challenges for Efficient Vulnera-
bility Discovery in Embedded Systems (2021). https://doi.org/10.
1109/JIOT.2021.3056179

28. Muench, M., Stijohann, J., Kargl, F., Francillon, A., Balzarotti,
D.: What You Corrupt Is Not What You Crash: Challenges in
FuzzingEmbeddedDevices (2018). https://doi.org/10.14722/ndss.
2018.23166

29. Winter, J.: Trusted computing building blocks for embedded linux-
based ARM trustzone platforms (2008). https://doi.org/10.1145/
1456455.1456460

30. Muñoz, A., Ríos, R., Román, R., López, J.: A survey on the
(in)security of trusted execution environments (2023). https://doi.
org/10.1016/j.cose.2023.103180. https://www.sciencedirect.com/
science/article/pii/S0167404823000901

31. van der Veen, V., Dutt-Sharma, N., Cavallaro, L., Bos, H.: Memory
Errors: The Past, the Present, and the Future (2012). https://doi.org/
10.1007/978-3-642-33338-5_5

32. Costin, A., Zaddach, J., Francillon, A., Balzarotti, D.: A large-scale
analysis of the security of embedded firmwares (2014). https://
www.usenix.org/conference/usenixsecurity14/technical-sessions/
presentation/costin

33. Batina, L., Jauernig, P., Mentens, N., Sadeghi, A.R., Stapf, E.: In
Hardware We Trust: Gains and Pains of Hardware-assisted. Secu-
rity (2019). https://doi.org/10.1145/3316781.3323480

34. Thakor, V.A., Razzaque, M.A., Khandaker, M.: Lightweight Cryp-
tography Algorithms for Resource-Constrained IoT Devices: A
Review. Comparison and Research Opportunities (2021). https://
doi.org/10.1109/ACCESS.2021.3052867

35. Council of EuropeanUnion.Directive (EU) 2022/2555 of the Euro-
pean Parliament and of the Council of 14 December 2022 on
measures to ensure a high common level of cybersecurity in the
Union and amending Regulation (EU) No 910/2014 and Directive
(EU) 2018/1972 and repealing the Directive (EU) 2016/1148 (NIS
2 Directive) (2022). https://eur-lex.europa.eu/eli/dir/2022/2555/oj

36. European Commission. Proposal for a Regulation of the European
Parliament and of the Council on horizontal cybersecurity require-
ments for products with digital elements, amending Regulation
(EU) 2019/1020 and Directive (EU) 2020/1828 (2022). https://
www.cyberresilienceact.eu/the-cyber-resilience-act/

37. IEC 62443-4-1:2018 - Security for industrial automation and con-
trol systems - Part 4-1: Secure product development lifecycle
requirements. Standard, International Electrotechnical Commis-
sion (2018). https://webstore.iec.ch/en/publication/33615

38. IEC 62443-4-2:2019 - Security for industrial automation and con-
trol systems - Part 4-2: Technical security requirements for IACS
components. Standard, International Electrotechnical Commission
(2019). https://webstore.iec.ch/publication/34421

39. Papp,D.,Ma, Z., Buttyan, L.: Embedded systems security: Threats,
vulnerabilities, and attack taxonomy (2015). https://doi.org/10.
1109/PST.2015.7232966

40. Das, D., Sen, S.: Electromagnetic and Power Side-Channel Analy-
sis: Advanced Attacks and Low-Overhead Generic Countermea-
sures through White-Box Approach (2020) https://www.mdpi.
com/2410-387X/4/4/30

41. Wang, X., Zhou, Q., Harer, J., Brown, G., Qiu, S., Dou, Z., Wang,
J., Hinton, A., Gonzalez, C.A., Chin, P.: Deep learning-based clas-
sification and anomaly detection of side-channel signals (2018).
https://doi.org/10.1117/12.2311329

42. Moore, S., Yampolskiy,M., Gatlin, J.,McDonald, J.T., Andel, T.R.:
Buffer overflow attack’s power consumption signatures (2016).
https://doi.org/10.1145/3015135.3015141

43. Zhang, T., Tehranipoor, M., Farahmandi, F.: TrustGuard: Stan-
dalone FPGA-Based Security Monitoring Through Power Side-
Channel (2024). https://doi.org/10.1109/TVLSI.2023.3335876

44. Ding, F., Li, H., Luo, F., Hu, H., Cheng, L., Xiao, H., Ge, R.:
DeepPower: Non-intrusive and Deep Learning-based Detection of
IoT Malware Using Power Side Channels (2020). https://doi.org/
10.1145/3320269.3384727

45. Pham, D.P., Marion, D., Mastio, M., Heuser, A.: Obfuscation
Revealed: Leveraging Electromagnetic Signals for Obfuscated
Malware Classification (2021). https://doi.org/10.1145/3485832.
3485894

46. Abbasi, Z., Kargahi, M., Mohaqeqi, M.: Anomaly detection
in embedded systems using simultaneous power and temper-
ature monitoring (2014). https://doi.org/10.1109/ISCISC.2014.
6994033

47. Wang, P., Govindarasu, M., Ashok, A., Sridhar, S., McKinnon, D.:
Data-Driven Anomaly Detection for Power System Generation.
Control (2017). https://doi.org/10.1109/ICDMW.2017.152

48. Bai, Y., Park, J., Tehranipoor, M., Forte, D.: Real-time instruction-
level verification of remote IoT/CPS devices via side channels
(2022). https://doi.org/10.1007/s43926-022-00021-2

49. Lindon, J.C., Tranter, G.E., Koppenaal, D.: Encyclopedia of spec-
troscopy and spectrometry (2016). https://www.sciencedirect.com/
referencework/9780128032244/encyclopedia-of-spectroscopy-
and-spectrometry

50. Betta, G., Liguori, C., Pietrosanto, A.: Structured approach to esti-
mate the measurement uncertainty in digital signal elaboration
algorithms (1999). https://doi.org/10.1049/ip-smt:19990001

51. Mangard, S., Oswald, M., Popp, T.: Power Analysis Attacks:
Revealing the Secrets of Smart Cards (2007). https://doi.org/10.
1007/978-0-387-38162-6

52. Vinutha, H.P., Poornima, B., Sagar, B.M.: Detection of Out-
liers Using Interquartile Range Technique from Intrusion Dataset
(2018). https://doi.org/10.1007/978-981-10-7563-6_53

53. Hegde, R., Shanbhag, N.: Energy-efficient signal processing
via algorithmic noise-tolerance (1999). https://doi.org/10.1145/
313817.313834

54. Wold, S., Esbensen, K., Geladi, P.: Principal component analysis
(1987). https://doi.org/10.1016/0169-7439(87)80084-9

55. Burnham, K.P., Anderson, D.R.: Multimodel inference: under-
standing AIC and BIC in model selection (2004). https://doi.org/
10.1177/0049124104268644

56. Rodriguez,M.Z., Comin, C.H., Casanova, D., Bruno,O.M., Aman-
cio, D.R., Costa, L.d.F., Rodrigues, F.A.: Clustering algorithms:
A comparative approach (2019). https://doi.org/10.1371/journal.
pone.0210236

57. McInnes, L., Healy, J., Astels, S., et al.: hdbscan: Hierarchical den-
sity based clustering. (2017). https://doi.org/10.21105/joss.00205

58. Kriegel, H.P., Kröger, P., Sander, J., Zimek, A.: Density-based clus-
tering (2011). https://doi.org/10.1002/widm.30

59. Flach, P., Kull, M.: Precision-Recall-Gain Curves: PR Analysis
Done Right (2015). https://papers.nips.cc/paper/5867-precision-
recall-gain-curves-pr-analysis-done-right.pdf

60. Harbecke, D., Chen, Y., Hennig, L., Alt, C.: Why only Micro-F1?
Class Weighting of Measures for Relation Classification (2022).
https://doi.org/10.18653/v1/2022.nlppower-1.4

61. Chicco,D., Jurman,G.:The advantages of theMatthews correlation
coefficient (MCC) over F1 score and accuracy in binary classifica-
tion evaluation (2020). https://doi.org/10.1186/s12864-019-6413-
7

62. Tamura,M., Tsujita, S.: A study on the number of principal compo-
nents and sensitivity of fault detection using PCA (2007). https://
doi.org/10.1016/J.COMPCHEMENG.2006.09.004

63. MITRE Corporation. Common Weakness Enumeration (CWE)
(2025). https://cwe.mitre.org

123

https://doi.org/10.1016/B978-1-85617-751-1.00001-X
https://doi.org/10.1016/B978-1-85617-751-1.00001-X
https://doi.org/10.1109/TCE.2004.1309414
https://doi.org/10.1109/JIOT.2021.3056179
https://doi.org/10.1109/JIOT.2021.3056179
https://doi.org/10.14722/ndss.2018.23166
https://doi.org/10.14722/ndss.2018.23166
https://doi.org/10.1145/1456455.1456460
https://doi.org/10.1145/1456455.1456460
https://doi.org/10.1016/j.cose.2023.103180
https://doi.org/10.1016/j.cose.2023.103180
https://www.sciencedirect.com/science/article/pii/S0167404823000901
https://www.sciencedirect.com/science/article/pii/S0167404823000901
https://doi.org/10.1007/978-3-642-33338-5_5
https://doi.org/10.1007/978-3-642-33338-5_5
https://www.usenix.org/conference/usenixsecurity14/technical-sessions/presentation/costin
https://www.usenix.org/conference/usenixsecurity14/technical-sessions/presentation/costin
https://www.usenix.org/conference/usenixsecurity14/technical-sessions/presentation/costin
https://doi.org/10.1145/3316781.3323480
https://doi.org/10.1109/ACCESS.2021.3052867
https://doi.org/10.1109/ACCESS.2021.3052867
https://eur-lex.europa.eu/eli/dir/2022/2555/oj
https://www.cyberresilienceact.eu/the-cyber-resilience-act/
https://www.cyberresilienceact.eu/the-cyber-resilience-act/
https://webstore.iec.ch/en/publication/33615
https://webstore.iec.ch/publication/34421
https://doi.org/10.1109/PST.2015.7232966
https://doi.org/10.1109/PST.2015.7232966
https://www.mdpi.com/2410-387X/4/4/30
https://www.mdpi.com/2410-387X/4/4/30
https://doi.org/10.1117/12.2311329
https://doi.org/10.1145/3015135.3015141
https://doi.org/10.1109/TVLSI.2023.3335876
https://doi.org/10.1145/3320269.3384727
https://doi.org/10.1145/3320269.3384727
https://doi.org/10.1145/3485832.3485894
https://doi.org/10.1145/3485832.3485894
https://doi.org/10.1109/ISCISC.2014.6994033
https://doi.org/10.1109/ISCISC.2014.6994033
https://doi.org/10.1109/ICDMW.2017.152
https://doi.org/10.1007/s43926-022-00021-2
https://www.sciencedirect.com/referencework/9780128032244/encyclopedia-of-spectroscopy-and-spectrometry
https://www.sciencedirect.com/referencework/9780128032244/encyclopedia-of-spectroscopy-and-spectrometry
https://www.sciencedirect.com/referencework/9780128032244/encyclopedia-of-spectroscopy-and-spectrometry
https://doi.org/10.1049/ip-smt:19990001
https://doi.org/10.1007/978-0-387-38162-6
https://doi.org/10.1007/978-0-387-38162-6
https://doi.org/10.1007/978-981-10-7563-6_53
https://doi.org/10.1145/313817.313834
https://doi.org/10.1145/313817.313834
https://doi.org/10.1016/0169-7439(87)80084-9
https://doi.org/10.1177/0049124104268644
https://doi.org/10.1177/0049124104268644
https://doi.org/10.1371/journal.pone.0210236
https://doi.org/10.1371/journal.pone.0210236
https://doi.org/10.21105/joss.00205
https://doi.org/10.1002/widm.30
https://papers.nips.cc/paper/5867-precision-recall-gain-curves-pr-analysis-done-right.pdf
https://papers.nips.cc/paper/5867-precision-recall-gain-curves-pr-analysis-done-right.pdf
https://doi.org/10.18653/v1/2022.nlppower-1.4
https://doi.org/10.1186/s12864-019-6413-7
https://doi.org/10.1186/s12864-019-6413-7
https://doi.org/10.1016/J.COMPCHEMENG.2006.09.004
https://doi.org/10.1016/J.COMPCHEMENG.2006.09.004
https://cwe.mitre.org


CARNYX: A framework for vulnerability detection via power consumption analysis in embedded systems Page 23 of 23 172

64. Raje, K.: STM32 Series Single Chip Microcomputer Market
Report 2025 (2025). https://www.cognitivemarketresearch.com/
stm32-series-single-chip-microcomputer-market-report

65. Couroussé, D., Barry, T., Robisson, B., Jaillon, P., Potin, O., Lanet,
J.L.: Runtime code polymorphismas a protection against side chan-
nel attacks (2016). https://doi.org/10.1007/978-3-319-45931-8_9

66. Han, Y., Chan,M., Aref, Z., Tippenhauer, N.O., Zonouz, S.: Hiding
in Plain Sight? On the Efficacy of Power Side Channel-Based Con-
trol Flow Monitoring (2022). https://www.usenix.org/conference/
usenixsecurity22/presentation/han

Publisher’s Note Springer Nature remains neutral with regard to juris-
dictional claims in published maps and institutional affiliations.

123

https://www.cognitivemarketresearch.com/stm32-series-single-chip-microcomputer-market-report
https://www.cognitivemarketresearch.com/stm32-series-single-chip-microcomputer-market-report
https://doi.org/10.1007/978-3-319-45931-8_9
https://www.usenix.org/conference/usenixsecurity22/presentation/han
https://www.usenix.org/conference/usenixsecurity22/presentation/han

	CARNYX: A framework for vulnerability detection via power consumption analysis in embedded systems
	Abstract
	1 Introduction
	2 Background
	2.1 Embedded Systems
	2.1.1 Taxonomy of Embedded Systems
	2.1.2 Security in Embedded Systems

	2.2 Side-Channel-Based Security Monitoring

	3 Related Works
	4 CARNYX Framework
	4.1 Overview
	4.2 Architecture
	4.2.1 Data Acquisition Module
	4.2.2 Data Preprocessing Module
	4.2.3 Anomaly Detection Module

	4.3 Operational Mode
	4.3.1 Calibration Phase
	4.3.2 Operational Phase


	5 Experimental Results
	5.1 Establishment of a Baseline Program
	5.2 Taxonomy of Weaknesses in Embedded Systems
	5.3 DUT 1: Riscure Piñata
	5.4 DUT 2: STM NUCLEO-144
	5.4.1 Use case 1: Input transmission through serial port
	5.4.2 Use case 2: Input transmission through Ethernet

	5.5 DUT 3: BeagleBone Black

	6 Discussion
	6.1 Comparison with State-of-the-Art Methods
	6.2 Scope and Considerations
	6.3 Limitations and Security Considerations

	7 Conclusion
	Acknowledgements
	References




