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Abstract

Fuzzing, a powerful tool for vulnerability discovery, is limited by
the coarse-grained, binary nature of its crash detection oracle. The
use of sanitizers strengthens this oracle but requires recompilation
or binary rewriting, and is limited to known patterns of vulnerabi-
lities. We investigate an alternative way to strengthen the implicit
oracle that is suitable for small (IoT-sized) devices: electromagnetic
(EM) side-channel analysis. By integrating this into a fuzzing cam-
paign we are able to detect anomalous program states through
physical execution patterns. GAFLERNA, our EM-enhanced AFL++
framework, achieves a 87% correlation with sanitizer findings in the
best case, without modifying the executable, while discovering 104
new paths to known crashes across four real-world programs. This
reveals the potential for hardware-level feedback to extend fuzzing
and analyse IoT programs where only the binary code is available.
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1 INTRODUCTION

Program analysis has traditionally relied predominantly on software-
level observations. Whilst grey-box fuzzing has proven effective for
security testing [8, 10, 25], and sanitizers make it possible for these
fuzzers to detect a greater range of error types, both approaches
remain constrained by their software-level nature, unable to iden-
tify anomalous execution patterns visible only through hardware
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behaviour. Furthermore, coverage feedback and sanitizers cannot
be used when fuzzing IoT devices where the firmware cannot be
obtained. We propose feeding electromagnetic (EM) Side-Channel
Analysis (SCA) [21, 31] into fuzzing workflows to guide the fuzzer
using program behaviours observed through physical execution;
this could reveal vulnerabilities invisible to traditional means.

The evolution of vulnerability detection reflects our understan-
ding of how bugs manifest in modern systems. Traditional fuzzing
relies predominantly on crashes caused by interactions between the
program and the OS, e.g. segmentation faults, out-of-memory errors,
but sanitizers have expanded detection capabilities, e.g., Address-
Sanitizer (ASan) [35] catches use-after-free and out-of-bounds bugs,
MemorySanitizer (MSan) [38] detects uninitialized memory usage.
However, these approaches remain limited to software-level.

An EM SCA approach is relevant for Internet of Things (IoT)
devices, whose firmware is challenging to emulate and analyse —
if it can be obtained at all. Fortunately, they typically operate in
low-noise environments that enable precise EM measurements [34].
These signals can provide insights into program behaviour, e.g. via
unexpected power consumption [15] or EM emissions [17, 24, 27].

The research community has traditionally focused on software-
level feedback mechanisms, e.g., RIoTFuzzer [23], while recent
work exploring hardware-level fuzzing has limited scope. Mul-
tiple tools leverage SCA for differential analysis [29], including
DifFuzz [28], QFuzz [30], ct-fuzz [16] and Brennan et al. [6];
however they all use the SCA to detect information leaks, and the
SCA provides no feedback to help guide the fuzzer. Similarly, Basu
et al. [4] and SIGFuzz [32] demonstrate promising hardware analy-
sis capabilities but do not make this feedback available to the fuzzer.
Sperl et al. [37] do use physical features as coverage proxies to guide
the fuzzer, but their method applies to a limited set of devices.

We introduce GAFLERNA, a novel framework that enhances vul-
nerability detection by combining AFL++ with feedback from EM-
based SCA. Our approach analyses the EM responses generated by
the execution of the fuzzing corpus inputs from a target program
to guide the fuzzer toward potentially vulnerable program states.
We seek to answer the following questions:

RQ1: Can EM-based SCA provide detection capabilities comparable
to sanitizer instrumentation? Given that many programs cannot be
augmented with sanitizers (e.g., black-box fuzzing where the binary
is not available to modify), we investigate whether SCA can offer
similar detection capabilities through hardware-level observations.
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RQ2: How effectively can EM anomalies guide fuzzing toward dis-
covering additional vulnerabilities? We examine whether anomalous
EM signals can direct the fuzzer toward vulnerable execution paths.

Our initial evaluation across 4 real-world programs shows promi-
sing results. While standard AFL++ discovered 23 paths to crashes,
GAFLERNA revealed 1,714 anomalous states leading to 116 crash
paths. Notably, 87% of these findings correlated with sanitizer de-
tections in the best case, improving root cause analysis and yielding
more comprehensive regression test sets for patch verification. This
demonstrates the potential of EM-based SCA feedback in fuzzing
workflows, particularly where sanitizer augmentation is unfeasible.

Contributions. Here, we propose a methodology that provides EM
SCA feedback to grey-box fuzzing (Section 2); we present GAFLERNA,
that implements the methodology (Section 3); and we demonstrate
its effectiveness across a range of real-world programs (Section 4).

2 METHODOLOGY

This section outlines the methodology to provide EM-SCA feed-
back to traditional grey-box fuzzing workflows. An exploration
fuzzing campaign generates a corpus of inputs (Section 2.1), while
a calibration phase (Section 2.2) collects EM responses from the
Device Under Test (DUT) to train anomaly detection algorithms
(Figure 1). Each corpus input is then executed in the DUT, with its
EM response analysed for anomalies (Section 2.3). We then filter
out non-anomalous inputs and use the remaining ones as seeds for
a subsequent fuzzing campaign of equal duration (Section 2.3.3).

2.1 Exploration Fuzzing phase

An instrumented program undergoes conventional fuzzing with
initial seeds for a fixed duration. We prioritise developer-provided
seeds, which maximise the variety of functionality in the baseline.

2.2 Side-Channel Calibration phase

Calibration is necessary to establish a baseline of non-anomalous
EM responses from the exploration fuzzing phase (Figure 1). We
assume initial seeds do not trigger vulnerabilities. We collect EM
responses caused by executing the seeds - these are used to train
the anomaly detection model. This calibration phase establishes
a baseline for normal hardware behaviour patterns, recognizing
that many valid execution paths not covered by seeds will produce
similar patterns. Only significant deviations from these patterns
are flagged as anomalous, rather than all previously unseen paths.
These anomalies may indicate underlying hardware behavioural
irregularities, such as cache trashing, or infinite loops.

Training the Side-Channel
Anomaly Detection Model

iForest Fit

Side-Channel Seeds Execution

100 random
executions of seeds

Extraction

of LOF Fit
Collection of 100 physical
idle signals features Distance to EXEC/IDLE

Figure 1: Methodology for the side-channel calibration phase.

2.2.1 Side-Channel Seeds Execution. We randomly execute seeds
in the DUT until we collect EM responses, labeled as EXEC sig-
nals (100 in our case). With our seed corpora containing fewer
than 100 seeds, some seeds are executed multiple times. Further-
more, the same number of idle signals (IDLE) are collected from
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Figure 2: Sample EM signal in time domain (left) and fre-
quency domain (right). Frequency bands correspond to spe-
cific hardware components (core clock, memory, I/O bus).
Note that even at idle, these signals show non-flat activity.

the DUT when no program is running, establishing a baseline that
helps us distinguish between actual program execution patterns
and background EM emissions.

Hardware components are identifiable in the frequency domain
as they operate at specific frequencies (core clock, memory bus,
I/0O bus as shown in Figure 2). Each EM signal is captured with
an EM probe and analysed to extract physical features (54 in our
case). This feature extraction strategy reduces storage requirements
while preserving signal characteristics. Quantitatively, a raw 10 ms
signal comprising one million samples occupies 7.63 MB of memory,
whereas its corresponding set of extracted features requires only
1.4 KB, enabling efficient storage for extended fuzzing campaigns.
2.2.2  Training the Side-Channel Anomaly Detection Model. EXEC
and IDLE traces undergo normalization using Robust Scaler [2] and
reduction through Principal Component Analysis (PCA) [1].

The preprocessed traces serve as training data for two well-
established outlier detection procedures: Isolation Forest (iFor-
est) [22] and Local Outlier Factor (LOF) [7], chosen for their comple-
mentary strengths in anomaly detection [9]. iForest detects global
outliers effectively, LOF local ones. Other algorithms, identifying
pattern deviations, would likely produce similar outcomes.

2.3 Side-Channel Operational phase

Once calibration is done, each corpus input from the initial ex-
ploratory fuzzing is executed in the DUT, and its EM response is
analysed to detect whether it is anomalous, revealing program states
that may indicate vulnerabilities without triggering crashes de-
tectable by binary oracles. Any non-anomalous inputs are removed
from the corpus — only the anomalous ones are retained (Figure 3).

Seeds

Corpus inputs <—|Conventiona| Fuzzing |4—|Corpus Update|e

Side-Channel Anomaly Detection

Normal

iForest Predict

s operation
exeC:"O” LOF Predict
Extraction Computation of distance
of physical Scaler to EXEC/IDLE centroids
features

Figure 3: Methodology for the operational phase.

2.3.1 Side-Channel Corpus Execution. To prevent false positives,
each corpus input is executed in the DUT multiple times (10 in
our experiments). The EM response closest to the median of these
executions is selected, and undergoes Robust Scaler and PCA.
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2.3.2  Side-Channel Anomaly Detection and Corpus Update. Corpus
signals are evaluated using the anomaly detection model, with in-
puts marked anomalous if the three thresholds are met. The corpus
is filtered to retain anomalous inputs, guiding the fuzzer toward
vulnerable paths. Detection confidence is quantified as follows:

._03*1Fth01d—IFi+03* LOF; +
b TFthold ~* TOFthold W
0.3, Min(dEXEC;, dIDLE)) min(dEXEC;, dIDLE;)

dThold * max(dEXEC;, dIDLE;)
where IF denotes Isolation Forest, LOF denotes Local Outlier Factor,
and dEXEC/dIDLE denotes the normalized distance of a trace to the
centroids of the EXEC/IDLE clusters.

2.3.3  Fuzzing Campaign Resumption. We employ the anomalous
corpus inputs from the exploratory campaign as seed inputs for a
follow-up fuzzing campaign of equal duration. While our methodo-
logy focuses on this single iteration, the process could theoretically
be repeated, with each campaign’s anomalous inputs serving as the
seeds for the subsequent iteration.

3 STUDY DESIGN

We developed GAFLERNA, a framework that augments AFL++ [11],
one of the most widely-used fuzzers. While AFL++ and other grey-
box fuzzers predominantly rely on code coverage for guidance,
GAFLERNA enables black-box detection of anomalies that manifest
in hardware behaviour but do not result in crashes.

Core Architecture. GAFLERNA extends AFL++ through an EM ana-
lysis that extracts execution patterns from hardware signals, and a
fuzzing control layer that integrates these insights into AFL++.

Fuzzing Setup. We leverage AFL++ for fuzzing and Claude.ai
(https://claude.ai/) for seed generation, following recent research
showing Al-generated seeds improve bug detection [5, 26, 33].
For each program we generated 4-16 initial seeds (Table 2) with
program-specific valid inputs, preferring Al-generated seeds over
developer seeds for consistency across targets.

Side-Channel Setup. We employ as DUT a Raspberry Pi 3B (RPi
3B) with a 1.2 GHz quad-core ARM Cortex-A53 processor. To ensure
clean signal capture, we run on a single core at maximum frequency.
A Langer RF-R 0.3-3 H-Field Probe captures the EM signals,
positioned using heat-map guidance [39]. The setup includes a
Tektronik MSO56 oscilloscope triggered by a RPi’s GPIO for precise
correlation between program states and hardware behaviour.

3.1 Evaluation Procedure

To address RQ1, we analysed detection results, visualising fuzzing
corpus distributions as spirals — where the centre represents initial
seeds and expansion reflects new inputs — and compared GAFLERNA’s
performance against binaries for the two programs recompiled with
AddressSanitizer enabled. For RQ2, we evaluated three one-hour
configurations: traditional fuzzing, traditional fuzzing seeded with
crash sources from exploratory fuzzing (to assess whether con-
ventional fuzzing can find alternative paths to known vulnerabili-
ties when guided directly to vulnerable program regions), and our
approach, each with 30-minute exploration fuzzing followed by
30-minute fuzzing resumption for each configuration.

Target Selection. We selected four real-world programs with
known vulnerabilities (Table 1). We compiled two targets with
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AddressSanitizer and two without onto RPi 3B, evaluating GAFLERNA
in contexts where ASan augmentation is unavailable. This setup
shows how EM signals can reveal anomalies missed by conventional
fuzzing and sanitizers, especially memory-related issues.

Table 1: Evaluated programs with known vulnerabilities,
marked with CVE numbers. Sanitizer name provided if used.

Program Name Sanitizer CVE Number Source

OpenSSL-1.0.1f ASan  CVE-2014-0160 [13]

md2roff 1.7 - CVE-2022-34913 [14]

xpdf 3.02 - CVE-2019-13288 [19]

libxml2-v2.9.2 ASan  CVE-2015-8317 [13]
4 STUDY RESULTS

4.1 RQ1: Detection capability of side-channel
anomalies in conventional fuzzing

Table 2 shows the proportion of corpus inputs flagged as anomalous
by the SCA at the end of the exploratory fuzzing campaign, ranging
from 76.00% in OpenSSL to 0.76% in libxml2. High detection confi-
dence scores (Equation 1) support the reliability of these anomalies.

Table 2: Detected anomalies in the fuzzing corpus

Program Corpus  Anomalies Detection
#seeds .

Name Entries (corpus %) confidence (%)

OpenSSL 16 400 304 (76.00%) 72.00

md2roff 4 1116 690 (61.83%) 92.00

xpdf 5 1403 691 (49.25%) 92.00

1ibxml2 16 3812 29 (0.76%) 79.00

Distribution of anomalies. Distribution of anomalies is visualised
in Figure 4 using a novel spiral representation. Anomalies emerge
as the fuzzer explores new execution paths, while the central region
(initial phase) remains largely anomaly-free, validating calibration
for establishing a normal behaviour baseline.

Finding 1: Calibration ensures that initial mutations are
normal, with side-channel anomalies emerging when the
fuzzer discovers significantly deviating execution patterns.

Insights for non-sanitized programs. A discovery emerged from
our analysis: in xpdf 3.02, 87.69% of anomalies detected through
EM signals corresponded to crashes when subsequently compiled
with AddressSanitizer. This suggests that SCA could enable vulne-
rability detection even when sanitizer augmentation is infeasible,
such as in black-box testing contexts.

Finding 2: SCA can identify potential vulnerabilities in
non-sanitized programs, providing AddressSanitizer-like
detection capabilities through hardware-level observation.

4.2 RQ2: Crash detection capability through
side-channel anomalies

Table 3 presents crash results of our test programs across standard
AFL++ and GAFLERNA with a filtered corpus to isolate EM improve-
ments. Each 30-minute phase was repeated 20 times.
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Figure 4: Spiral figures from the evaluated fuzzing corpuses. Each spiral visualises the complete corpus of inputs from the
exploratory fuzzing campaign, starting from initial seeds (centre) and spiralling outwards. Initial mutations appear as normal
traces in the central region, as their execution patterns match the calibration baseline. As the spiral opens, new execution
patterns are detected, and they might be considered anomalous if they deviate significantly from this baseline.

Table 3: Crash comparison across standard AFL++ and
GAFLERNA (total/unique crashes). Unique crashes in bold.

Program Expl. Operational Phase Gaint
Name Phase  p|++  GAFLERNA

OpenSSL 5 0/0 968/5 +5
md2roff 117 8051/9 4065/96 +87
xpdf 7 17/14 3/3 -11
libxml2 24 0/0 37/12 +12

TGain: Additional unique crashes discovered
by GAFLERNA vs. standard AFL++

Comparison with conventional fuzzing. Hardware-level feedback
provides insights into program behaviour missed by traditional
fuzzing. In md2roff, GAFLERNA uncovered 96 unique crashes (com-
pared to 9 by AFL++), while for OpenSSL, after finding the Heart-
bleed vulnerability during exploration (5 crashes), GAFLERNA’s ope-
rational phase discovered 5 distinct paths to this vulnerability (968
crashes) while AFL++’s operational phase found none.

Comparison with crash-seeded fuzzing. Evaluating against AFL++
seeded with exploration phase crash sources gives an unrealistic
advantage, as it leverages future knowledge of vulnerabilities to
guide the fuzzing process - unavailable in real-world vulnerabi-
lity discovery. While this crash-seeded variant found more total
crashes by following known vulnerable paths (796 for AFL++ vs
968 for GAFLERNA in OpenSSL, 9511 vs 4065 in md2roff, 82 vs 37
in 1ibxm12), GAFLERNA discovered novel crash patterns using only
side-channel guidance. These discoveries are evidenced by com-
parable crash detection rates (5 for AFL++ vs 8 for GAFLERNA in
OpenSSL, 96 vs 87 inmd2roff, 3 vs 12 in xpdf, 12 vs 19 in 1ibxml2).
Thus, GAFLERNA achieved these results while exploring significantly
less code (exploring 16.5% less in OpenSSL), suggesting that side-
channel feedback effectively guides the fuzzer toward vulnerable
states even with more targeted exploration.

Finding 3: Hardware-level feedback guides fuzzing to dis-
cover novel paths to known vulnerabilities that traditional
approaches miss, aiding root cause analysis.
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4.3 Limitations and Future Work

Our approach encounters several technical challenges. Collecting
EM traces introduces performance overhead, as each execution
requires multiple measurements to obtain reliable signals. However,
this cost is offset by GAFLERNA's ability to provide hardware-level
feedback, unavailable to sanitizers, and to detect anomalies in black-
box context where binary recompilation is unfeasible. Additionally,
the hardware setup demands precise probe positioning to capture
consistent signals from specific CPU regions, while isolating tar-
get signals from ambient noise. Furthermore, the approach is also
sensitive to concurrent processor activities, which can affect EM
emissions. Consequently, future work will focus on optimizing data
collection, mitigating noise effects, and extending the approach to
black-box fuzzing of IoT devices through EM analysis.

5 RELATED WORK

Research mainly integrates fuzzing principles into SCA rather than
the reverse, often focusing on specific areas like Java programs [6],
hardware drivers [36], and mobility systems [12]. Frameworks le-
veraging resource [40] and power consumption metrics [3, 18, 20]
have emerged, with work on SCA evasion [15]. EM emissions enable
novel attacks [17, 24, 27] and fuzzing applications for specific con-
texts [4, 32, 37]. GAFLERNA provides SCA feedback to fuzzing, po-
tentially revealing vulnerabilities existing methods might miss.

6 CONCLUSIONS

This paper introduces a novel approach to enhance fuzzing by
integrating side-channel analysis, leveraging EM emissions for
hardware-level feedback. Initial evaluation of GAFLERNA shows how
hardware signals reveal program behaviours invisible to traditional
instrumentation. This work bridges hardware analysis and fuzzing,
opening opportunities in signal interpretation and efficient data
collection. Early results with real-world vulnerabilities suggest this
cross-layer approach could change how we detect subtle bugs.
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