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Machine Learning (ML) techniques, including Reinforcement Learning (RL), demonstrate potential as decision-
making controllers. However, enhancing the robustness required for real-world deployment remains imperative.
Within the realm of Safe RL, Shielded RL emerges as a solution, employing shields to block actions leading
to unsafe states and offering safe alternatives through known policies. Yet, many Shielded RL methods rely
on dynamic environment models, which may inaccurately predict future states, compromising controller
robustness. We introduce the Fear Field framework to mitigate this issue for discrete Markov Decision Process-
based (MDP) shields with strictly connected unsafe state spaces and fully observable states, which adjusts safe
operation constraints based on disparities between model predictions and actual environmental dynamics. We
employ parallel learning and Curriculum Learning (CL) strategies to mitigate lengthy training times in high
state-space size environments. Additionally, an adaptive exploration algorithm enhances convergence rates
amidst significant environmental dynamic shifts. In our case study, integrating CL and the adaptive exploration
algorithm with the Fear Field framework reduces unsafe state occurrences by two orders of magnitude while
enhancing convergence time following sudden environmental changes. The Fear Field framework significantly
reduces unsafe states in the Frozen Lake Gridworld environment at low computational expense when model
predictions deviate from reality, with negligible costs otherwise.

1. Introduction Shielding consists of analysing the action proposed by the agent, block-

ing it if it leads to an unsafe state and offering a safe action. Most

Autonomous system controllers are in front of a new era due to
the decision-making techniques based on ML. Among the variety of
techniques in Machine Learning and linked to the optimal control the-
ory (Brockman et al., 2016; Carleo et al., 2019), RL is showing promis-
ing results in the literature. RL utilises the exploration—-exploitation
paradigm to facilitate an agent’s learning about its environment (Sutton
and Barto, 2018; Zhu and Zhao, 2021). Each action the agent takes
yields a reward, serving as a learning opportunity. Consequently, the
agent refines its policy throughout the learning process.

However, RL techniques still lack safe operation guarantees. The
unsafe states reached during both training and execution could lead
the cyber—physical system to a catastrophic state, where its integrity
or human lives could be compromised (Perez-Cerrolaza et al., 2023).
In recent years, various authors have proposed many solutions to
reduce the number of unsafe states that have been reached. Among
them, Shielded Reinforcement Learning (Alshiekh et al., 2018) is found.

of those methods use an environment’s dynamic model to predict the
transition of the environment due to the action taken. These methods
show correct behaviour if the dynamic model is similar to the real
environment. However, reaching previously unseen states and/or deal-
ing with outdated models could lead the agent to incorrectly identify
actions by which the environment could transit to an unsafe state.
The model could learn the new characteristics of the environment,
thus adapting the shield to the new environment. But during the time
taken on this process, the previously existing safety guarantees may be
lost (Odriozola-Olalde et al., 2023b).

One of the critical aspects of a robust controller is the capacity to
perform correctly when the environment’s dynamic changes over time,
i.e. in time-variant environments. A representative example of a time-
variant environment is a rocket ship. As the rocket gains altitude, the
fuel is burned, so its dynamic properties change as it loses mass. Thus,
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if a controller is not robust enough, it could perform well in the rocket’s
initial stages but lead the system to unstable situations above a certain
altitude. Many authors have addressed this problem in different control
and decision-making problems, such as in Iterative Learning Control
(ILC) (Tao et al., 2023; Wang et al., 2023d), Slide mode control (Wang
et al., 2023b,a) or Model Predictive Control (MPC) (Arcos-Legarda and
Gutiérrez, 2023; Chen et al., 2024).

By simulating humans’ precautionary behaviour when they feel
uncertainty, in this work, we provide a framework to leverage shielded
RL method shortcomings in time-variant environments. The Fear Field
framework adapts the constraints defined in the problem specifications
according to the difference between the model prediction and the real
environment transitions. Once the environment model is updated and
matches the real environment dynamic, the shield reduces the number
of reached unsafe states. The Fear Field framework is no longer needed
until the subsequent mismatch of the model and reality. Since an
MDP-based Shielded RL technique is used, the Fear Field framework
is defined considering that state and action spaces are discrete, value-
based learning agents (e.g. Q-Learning) are used, and the unsafe state
space is strictly connected.

The experimentation environment consists of a state space of
100 x 100 states. Compared to the experiments made in previous
work (Odriozola-Olalde et al., 2023a), the state space is ten times
larger in both dimensions, so the learning convergence time has been
increased significantly. With this increase in the state space, we tried
to prove the effectiveness of the proposed solution in an environment
with a higher resemblance to a real industrial application. The learning
algorithm used in this work is the tabular Q-Learning. Parallel agents
with shared memory and CL-based easy-to-hard learning processes have
been included to minimise the training convergence time.

On the other hand, the CL process is also proposed to improve
learning time and allow the agent to learn multiple paths to the goal.
The robot starting point is chosen randomly to a defined Manhattan
distance from the goal. Initially, this distance must have a low value
so the starting state is close to the goal state. Gradually, the distance
increases, so the previously learned experience is used in posterior
learning processes. The distance is increased until the starting state
reaches the theoretical starting point. This way, the learning process
is progressive; thus, learning time is improved, and the robot explores
most of the state space.

The Fear Field framework and CL combination still show con-
vergence issues. Therefore, an adaptive exploration algorithm trained
using CL is proposed to be integrated into the policy, which identifies
whenever the robot gets stuck in a particular area and allows the agent
to increase the exploration rate to find a new path to the goal.

Thus, the contribution of this work can be summarised as follows:

Fear Field, a framework to compensate for the lack of safety
guarantees of Shielded RL solutions on time-variant environ-
ments, regarding reliability, integrity and availability, is defined
for multi-constraint and discrete n-dimension state space Shielded
value-based RL problems with strictly connected unsafe state
spaces.

A parallelisation of agents that share knowledge and a CL strat-
egy is integrated into the Shielded RL algorithm for discrete
n-dimensional problems to improve the agent’s learning conver-
gence time in time-variant environments.

An adaptive exploration algorithm is implemented to increase the
exploration rate when needed, improving the convergence rate in
time-variant environments.

A novel discrete experimentation environment with a medium-
sized state space and time-variant dynamics based on OpenAl
Gym Frozen Lake is developed to validate the Fear Field frame-
work behaviour. The results are compared against a non-Shielded
RL agent and a Shielded RL agent.
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This paper is structured as follows: First, related works to our
contribution are summarised in Section 2. Afterwards, a theoretical
background is given in Section 3. The problem statement is resumed
in Section 4, identifying the challenges of time-variant environments
regarding fulfilling safe constraints. In order to reduce constraint vi-
olation of Shielded RL in time-variant environments, the Fear Field
framework solution is proposed in Section 5. The hypotheses we will
cover in this work are presented in Section 6. The experimentation
methodology and the metrics used to evaluate the Fear Field framework
are presented in Section 7. Consecutively, in Section 8, the results
obtained are published. The discussion of the results is developed in
Section 9. Finally, in Section 10, conclusions are summarised, and
future research lines are presented.

2. Related work

Firstly introduced by Alshiekh et al. (2018), Shielded RL has become
a promising teacher-advice-based (Garcia and Fernandez, 2015) frame-
work for RL problems with safe specifications. Most of the Shielded
RL approaches do not consider that the controller may be working
with a time-variant environment (Wang et al., 2024; Reed et al., 2024;
Banerjee et al., 2024; Goodall and Belardinelli, 2024), which increases
the complexity of the robustness-related problem. In the subsequent
section, the state-of-the-art research of Shielded RL in time-variant
environments is analysed, and the existing gaps are identified.

2.1. Time-variant environment

Shielding methods commonly use an environment dynamic model
to predict the evolution of the environment for a sequence of actions. If
the environment’s dynamic changes, the model could become outdated
and not predict correctly. Thus, safety guarantees could be lost (Zhu
et al.,, 2019; Bastani and Li, 2021; Pranger et al., 2021; Odriozola-
Olalde et al., 2023b). This phenomenon induces the controller to lose
robustness. Thus, the scientific community began to study how to
reduce the impact caused by an outdated model of the environment
on the safety guarantees, as the model is used to synthesise the shield
RL-based controller.

In this sense, Zhu et al. (2019) proposed a counterexample-guided
inductive synthesis framework to search for a more explicit deter-
ministic algorithm replicating the neural policy’s behaviour, which
is better for verification. This programme is used as a shield during
runtime. After modifying the environment’s dynamic behaviour, they
observed that using a previously synthesised shield, the number of
unsafe states reached is noticeably higher compared to the baseline
environment. They observed that synthesising a new shield based on
the previous shield requires less time than training a new policy. The
main disadvantage of this approach is that safety guarantees are lost
until the new shield is synthesised, which, in their experiments, this
process can take from 239 s up to 581 s.

Nazmy et al. (2022) performed spacecraft manoeuvre tasks without
any constraint violation in simulation after changing the environment’s
dynamic, specifically deploying a previously trained policy for Earth or-
bit parameters on a Moon orbital parameters environment. Expressing
spacecraft position and velocity on canonical coordinates normalises
the trajectory in a two-body regime. However, the orbit parameters
used for the Moon (the new environment) are identical to the Earth
orbit (original environment) ones; hence, the controller’s robustness
analysis must be done for planets with significantly different orbit
parameters.

Xiong et al. (2022) proposed using adversarial attacks on their
novel framework HiSaRL to evaluate its robustness. The mentioned
attacks have been made on two fronts. First, the neural Lyapunov
function’s inputs are attacked to analyse the robustness against input
perturbations. Second, framework outputs, i.e. the action to be applied,
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are attacked to evaluate the robustness against output disturbances.
While the Lyapunov function attack frequency and noise amplitude
are less than 60% and 4 cm, respectively, no security violations are
observed. However, this is not the case with higher values. Besides,
safety is guaranteed in time-invariant environments; safety constraint
violations might happen in time-variant environments.

For safe decision-making of urban rail transit autonomous oper-
ation, Zhao (2023) proposes the SSA-DRL framework, consisting of
four modules: a Deep Reinforcement Learning-based (DRL) module for
the agent leaner, a post-shield module to check the action’s safety, a
searching tree-based module to generate a safe action if the action is
blocked by the shield and an additional learner module to study the
self-protection ability. During the experimentation, the transferability
of the SSA-DRL-based policy for non-learned railroad sections was stud-
ied, and outstanding performance was shown. However, the dynamic
behaviour of the train is not modified; thus, it could be interesting to
see how the SSA-DRL framework performs in these conditions.

Senthilvelan et al. (2022), and Senthilvelan et al. (2023) identified
that the approaches based on a single static shield on continuous
time-variant environments are not enough to guarantee a safe opera-
tion. To overcome this issue, they present the MAPE-K framework, a
self-adapting hierarchical shielding method that changes the safe con-
straints when the environment suffers changes. However, they propose
to relax the safety constraints when the environment dynamic changes,
which could be unassumable in industrial applications.

Another case where the environment’s conditions may change is
when the policy trained on simulation is deployed on the lab prototype
or, later on, the real cyber-physical system. Hsu et al. (2023) use
a shield architecture, Value-Based Shielding, to improve a previous
PAC-Bayes-based control. Two policies are trained for this task: the
Performance and Backup policies. The Performance policy is trained
to maximise the cumulative return while ignoring safety constraints.
By contrast, the Backup policy considers the safety constraints, solving
the Safety Bellman Equation based on Hamilton-Jacobi reachability
analysis. The Backup policy is only used when the Performance policy
induces an unsafe state in the environment. Even if the work done by
Hsu et al. shows prominent results, such as training on simulation and
laboratory prototypes and ending in a real cyber-physical system, it is
observed that the safe operation constraint violation rate is still high.
Also, it is observed that the proposed methodology is highly sensitive
to hyperparameter values; thus, it requires a high effort to tune those
hyperparameters properly.

Odriozola-Olalde et al. (2023a) introduced the Fear Field frame-
work, where using the shield RL framework is capable of adapting the
safe constraints when the model is outdated due to a time-variant envi-
ronment. However, the Fear Field framework induces an increment in
convergence time after the environment changes its dynamic, possibly
related to the agent showing more conservative behaviour and taking
fewer risks.

Similar to Odriozola-Olalde et al. (2023a), Bethell et al. (2024)
propose the ADVICE post-shielding technique that leverages a con-
trastive autoencoder (CA) model to distinguish safe and unsafe features,
evaluating if the action proposed by the agent must be blocked by a
parameter K that parameterise the risk aversion level of the shield.
ADVICE manage to reduce safety violations by 50% when the policy
trained in a specific environment is deployed in a similar but not the
same environment. As ADVICE’s drawback, it can be mentioned that
initially, it requires some time to train the CA, inducing the possibility
of the shield not blocking unsafe actions.

2.2. Conclusions

In Table 1, the literature shield RL methods applied in time-variant
environments are analysed and classified. Almost all of them use an
abstraction of the environment (model) to predict the next state the
environment will transit. Thus, once a significant change happens in the
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Table 1

Shielded RL methods analysis in environment abstraction (model) usage, experimenta-
tion environment state-space size, if the time-variant environment is considered and if
a feedback reward is given to the agent if the shield blocks the action.

Method

Model State-space Time-variant Mitigation

size env. mechanism
Zhu et al. (2019) v Small v X
Nazmy et al. (2022) v Large v X
Pranger et al. (2021) v Medium v X
Zhao (2023) v Small X X
Xiong et al. (2022) v - X X
Senthilvelan et al. (2022, 2023) v Small v X
Hsu et al. (2023) v Large v X
Odriozola-Olalde et al. (2023a) v Small v v
Bethell et al. (2024) X Large v v

environment, and until the abstraction is updated, previous safe oper-
ation guarantees are lost. To the best of our knowledge, the work done
by Odriozola-Olalde et al. (2023a) is the only one that considers this
issue in the Shielded RL domain and introduces a mitigation mechanism
to overcome the shield’s issues with time-variant environments.

Regarding the environment’s state-space size, only Hsu et al. (2023)
consider a state-space size proximal to a real application.

In conclusion, further research is needed on Shielded RL with time-
variant methods, mainly focusing on high state-space size environments
(closer to real applications) and managing how to overcome the safety
guarantees lost due to an outdated model. Also, further research is
needed to evaluate whether the feedback reward is beneficial and to
establish criteria indicating what type of problems can benefit from it.

3. Preliminaries

The current section will present a theoretical background to im-
prove the following sections’ comprehensiveness. Analytical definitions
will be given later to particularise the problem analysed in this work.

3.1. Safety specification

Linear Temporal Logic (LTL) formulation is commonly used as spec-
ifications of a reactive system (Alshiekh et al., 2018; Jansen et al., 2020;
Harris and Schaub, 2020; ElSayed-Aly et al., 2021; Junges et al., 2021;
Giacobbe et al., 2021; He et al., 2022; Carr et al., 2022; Den Hengst
et al., 2022; Nazmy et al., 2022; Waga et al., 2022; Nikou et al., 2022;
Konighofer et al., 2023). This way, safety properties expressed with
proposition logic can be extended to temporal operators (Den Hengst
et al., 2022).

Definition 1. Let it be a reactive system with a finite set of Boolean
input AP; =i,...,i, and output AP, = oy, ...,0, atomic propositions.
The input alphabet ¥, = 24P/ and the output alphabet X, = 24fo
conform the alphabet ¥ = X; X X,. Words over the alphabet X are
defined as traces &.

A reactive system’s LTL safety specifications ¢, can be expressed as
a safety deterministic finite automaton (SDFA) named ¢,,.

Definition 2. A Safety Deterministic Finite Automaton (SDFA) is
defined by the tuple ¢, = (Q,qy, Z, 5, F); where Q is the finite set of
states, q is the initial state, § : Q x £; — Q is the transition function
and F C Q is the subset of safe states.

Remark 1. For the posterior definition of the Fear Field framework, it
is considered that the subset of unsafe states ", where F + U = Q, in
the SDFA is strictly connected.
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Definition 3. A finite or infinite sequence of states q = q,q;, ... € Q%
induced by a trace 6 = oy,0y,... € X2« such that q;,; = 6(q;,0)), is
defined as a run (Known as episode in RL field). If all the states visited
by a run g are only safe states, i.e. q; € F,Vi € N; the trace & satisfies
safety specifications ¢, and the SDFA ¢,,.

3.2. Safety game

Suppose a safety abstraction of the environment is known for the
SDFA, and safety specifications ¢ are given. In that case, it is possible
to generate a reactive system that consistently generates an output
that fulfils ¢, (Den Hengst et al., 2022). This process is known as
reactive system synthesis. One of the strategies used for reactive synthesis
is a safety game, where the problem is formulated as a two-player
alternating game between an agent and an environment, which in this
context is considered an adversarial environment.

Definition 4. A safety game is expressed as a tuple G : (G, gy, 2,5, F),
where G is the finite set of game states, g, is the initial game state,
Y = X; X X, is the alphabet, § : Gx X; X X, — G is the transition
function and 7 C G is the set of safe game states.

In a particular state g € G of the game, the environment chooses
first a word o; € X; and following the agent chooses a word ¢ € 2,
making the game to transit to state g’ = 6(g, 6;,00). A finite sequence
of game states g = g, g, ... obtained on a safety game is called a play.
A play is won iff all the game states visited are safe Vg; € g,g; € F.

Definition 5. A function p : G x 2; — X, where all plays that can
be constructed are won by the agent, i.e. all plays are safe, is called a
winning memoryless strategy.

3.3. Safe reinforcement learning

An agent interacts with its environment through trial and error in
RL. The agent receives a reward that evaluates how well it did taking
an action g, in state s, and transitioning the environment to state s,,;.
The learning process is based on the agent must try to maximise the
expected reward (cumulative reward) obtained, thus the optimal policy
x * is found:

o0
z* eargmaxEZ[Z ol | (€8]
rell k=0

where IT is the set of policies, y is the initial state distribution and y is
the discount factor.

Due to the exploration nature of RL, the agent could reach unsafe
states s, € S, during the learning process. These unsafe states could
become no-backwards states, where the integrity of the cyber-physical
system controlled or of the humans involved could be in danger.
Safe Reinforcement Learning is defined as the process of learning poli-
cies which maximise the expected reward in problems where system
performance is non-trivial and ensure compliance with safe-operation
specifications in both the learning process and execution (Garcia and
Fernandez, 2015).

The modifications applied to RL algorithms to improve the ful-
filment of the safe-operation specifications mentioned above can be
divided into two fundamental trends (Garcia and Fernandez, 2015). The
first consists of modifying the optimisation criteria (Slack et al., 2022;
Zhao et al., 2022; Li et al., 2022; Flet-Berliac and Basu, 2022; Godbout
et al.,, 2022; Jin et al., 2022; Gu et al., 2022). The second, in turn,
consists of modifying the behaviour in terms of exploration (Turchetta
et al., 2020; Zhu et al., 2019; Bastani and Li, 2021; Nazmy et al., 2022;
Pranger et al., 2021; Xiong et al., 2022; Ro et al., 2022; Senthilvelan
et al., 2022, 2023; Hsu et al., 2023; Odriozola-Olalde et al., 2023a),
where two ways of proceeding can be observed: incorporating external
knowledge and parameterising risk.

Engineering Applications of Artificial Intelligence 144 (2025) 110055

Action
ag

Feedback © = =~
reward

Safe action
a

State Reward

St

Environment

Fig. 1. Shielded reinforcement learning scheme.

Garcia and Fernandez (2015) identified approaches based on teacher
advise in methods that modify the exploration behaviour by giving
external knowledge. This teacher may be a human or a controller, but
being an expert in the task is unnecessary. The teacher can provide the
knowledge after the learner asks for it or by self-decision.

3.4. Shielded reinforcement learning

One of the teacher advice-based approaches (Garcia and Fernandez,
2015) for safe RL is Shielded Reinforcement Learning (Alshiekh et al.,
2018; Yang et al., 2024; Gillet et al., 2024), where a shield intervenes
when it predicts that the action proposed by the agent will transit the
environment to an unsafe state. Thus, shielded RL is a reactive method,
i.e. it only corrects the agent’s proposed action when it foresees that the
action will lead the environment to violate the safety specifications.
That is why shielded RL fulfils the minimum interference premise,
intervening only when necessary.

The shield is synthesised through the safety specifications ¢, i.e.
safety constraints, and an abstraction of the environment’s dynamic
M(?fredli},a,), i.e. the environment model (Alshiekh et al., 2018) for
a fully observable state problem. With the environment model and the
safety specifications, a safety game is played between the agent and
the environment, obtaining a safe set of plays. With that set of plays,
a shield is constructed. Each timestep, the shield monitors the action
a, proposed by the agent for the state s,. Leveraging the environment
model, the shield can estimate the state s,,; for which the environment
will transit. If the expected transition state s, is unsafe concerning the
safety specifications ¢,, the shield will block the action 4, proposed by
the agent and will offer a safe action 4} following a predefined safe
policy #*. It has been noted that this safe policy is usually predefined
using severe constraints. Otherwise, if the action proposed by the agent
leads the environment to a safe state, the shield will not interfere. The
schematic of the Shielded RL algorithm is shown in Fig. 1.

In those cases where the shield blocks the action proposed by the
agent, a feedback reward r{ may be given to the agent to bias it and
consequently reduce the shield intervention rate in future. The safe
policy that offers a safe action when the action proposed by the agent is
blocked has to be predefined by the designer. It is recommendable to be
very restrictive and conservative since it has to offer safe actions even
when the environment’s dynamic has changed significantly. A common
approach for this type of safe policy, sometimes called recovery policy,
is to completely stop the robot (Thumm and Althoff, 2022) or turn
its actuators off and deploy safety measures, e.g. parachute in an
Unmanned Aerial Vehicle (UAV) (Lazarus et al., 2020), to bring it to
a safe state. However, these approaches resemble a safety envelope
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recovery policy (Perez-Cerrolaza et al., 2023) rather than the one
the shield should adopt. The shield’s recovery policy should strive to
maintain the agent’s intended objective while incorporating additional
safety measures.

3.5. Curriculum learning

In order to obtain better, faster and safer results, CL. was developed
as a methodology that optimises the agent learning process (the order of
getting knowledge) (Narvekar et al., 2020; Gupta et al., 2021; Turchetta
et al., 2020). A curriculum is a structured sequence of tasks represented
by a sorted list, denoted as 7. Initially, the agent learns simpler and
easier tasks, gradually increasing the difficulty. This approach aims to
facilitate the learning process for more complex tasks (Gupta et al.,
2021).

A set of tasks 7 is defined, where m; = (S, A;, P., R;) is each task of
this set m; € T, being i € N the index of each task. Let it be D7 the set
of all possible transitions from tasks carried in 7, where:

D = {(s, a,r,s)|Am, €T s.t. s€ S, a€ A;, s’ ~ p;(-ls,a), @

r < ri(s,a, s')}

Definition 6. A Curriculum C = (V,&,g,7) is a directed acyclic
graph, being V the set of vertices, £ C {(x,)|(x,y) € VXV Ax # y} the
directed edges set and g : ¥ — P(D” ) the power set of D”.

Remark 2. A typical case where the learning process is not developed
through any curriculum-learning-based method is, in fact, a single-task
CL case, which consists only of the target task m,.

3.6. Goal-based environment

The environment with which the agent interacts can be classified
according to the reward function. Sometimes, no prior knowledge of the
environment is known, so shaping the reward function may be complex.
In those situations, a possible solution is to define the environment as
a goal-based environment:

Definition7. Given an environment E : (M, AP,L;, L, ¢,, sg> where
M is an MDP, AP : AP; U AP, are the atomic propositions, L; and L,
are atomic propositions’ labels and s, is the goal state; is considered as
goal-based environment if the reward function takes the next form:

R(s,a,s') = { 1 Sg = 08(s,a)

0 otherwise

3)

4. Problem statement

As mentioned in Section 3.4, on Shielded Reinforcement Learning,
an abstraction of the environment (i.e. a dynamic model) and safety
constraints are used to synthesise the shield. Thus, an inaccurate model
or safety constraints could induce an inappropriate shield synthesis.
As the shield’s main objective is to predict if the action given by
the agent will make the environment transit to an unsafe state, a
correct synthesis of the shield must be assured; this way, the shield
can continue identifying the unsafe actions correctly.

A change in the environment’s dynamic leads to an inaccurate
abstraction of the environment and could entail that the initial safe
operation constraints are inappropriate for the new situation. This
situation could lead to the shield incorrectly classifying the actions
proposed by the agent and letting the environment transit to an unsafe
state (Fig. 2) (Odriozola-Olalde et al., 2023a).

Consequently, a new shield will be needed to be synthesised. The
shielding synthesise process will take some time because the abstraction
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St+1

Unsafe

states
(Sunsafe)

Fig. 2. Example of how changing the environment dynamic can affect decision-making.
The model predicts that taking action g, in the state s, will lead the environment
to a safe state sffld, so the action a, is not blocked. However, this action leads the
environment to an unsafe state s,,,, (Odriozola-Olalde et al., 2023b).

of the environment needs to be updated. Even if the abstraction of the
environment is expressed in an analytical form or as a Neural Network
(NN), a particular dataset that carries the dynamic properties of the
new environment will be needed.

During the period between the environment’s significant dynamic
change and the time the model is updated to the new scenario, Shielded
Reinforcement Learning cannot provide the previous safety guarantees.
Once the model is updated to the new scenario and correctly predicts
the environment’s new behaviour, safety guarantees will be assured
again.

Therefore, the previously mentioned period is particularly interest-
ing since a safety mechanism that mitigates the safety guarantees lost
due to an outdated environment’s dynamic model must be studied and
developed to reduce the number of unsafe states reached.

When the initial training process on high-size state space and goal-
based environments is carried out using Q-Learning as the learning
algorithm, the Q-Value spreading from the goal state to the whole
grid may take several training episodes. This issue increases with
sparse reward functions (e.g. GridWorlds such as OpenAl Gym Frozen
Lake) (Brockman et al., 2016). Therefore, this situation could induce a
high computational cost or even the learning process to be unfeasible.

5. Fear field

As mentioned previously, a model of the dynamic of the environ-
ment M(”|5,,a,) is given so the shield can be synthesised with
some safety specification ¢,. Significant changes in the environment’s
dynamic can cause the model M associated with the Shielded Rein-
forcement Learning algorithm to become outdated, losing the assured
safety guarantees until the model is adapted to the new scenario.
The Fear Field framework’s main objective is to reduce the number
of unsafe states reached while the environment’s model is outdated.
However, it has to be mentioned that the Fear Field framework relies on
some assumptions, such as discrete state and action spaces, value-based
RL algorithms (such as Q-Learning), fully observable states, and the
strict connectivity of the unsafe states space; that may be a limitation
for some applications.

Motivational example: While driving a car on the road, if a sudden
rainstorm starts, human behaviour is to drive more carefully due to
the fear of an accident. Therefore, we reduce the speed, increase the
distance to the front car, or avoid overtaking. Also, this conservative
behaviour is adapted to our uncertainty about how the vehicle will
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Fig. 3. Example of Fear Field deployment on a bidimensional (x,y) state-space. Note that 5, and &, values differ since each dimension’s prediction error and/or the safety factor

a; differ.

perform. With a drizzle, our conservativeness level is low, while with
a sudden hail, we can even entirely stop the car. This behaviour
is linked not only to environmental conditions but also to the car’s
conditions, such as brake and tyre wear or the vehicle’s additional
weight. Although the traffic constraints allow us to, e.g. drive at the
road’s speed limit, keep the recommended distance regarding the car
in front, or overtake when necessary, when environmental conditions
change, we do not know exactly how the car will behave. Hence,
transferring this biological fear/conservativeness behaviour to an ML-
based decision-making controller could be effective for scenarios not
previously experienced.

As mentioned in the motivational example, when our confidence or
knowledge about the environment is reduced, humans’ natural reaction
is to behave more cautiously until more knowledge of the environment
is obtained. The Fear Field framework proposes a similar approach,
adapting the safety constraints so the agent will behave more conser-
vatively to trade performance for safety. Once it is identified that the
model does not predict correctly and, therefore, needs to be updated,
it adapts the constraints to be more restrictive than initially planned. It
is established that the model needs to be updated when the Euclidean
distance between the predicted state and the reached state is higher
than a threshold 7:

I EY! ©)

As it is practically impossible for the model to be perfectly accurate,
mainly when a complex non-linear dynamic is represented, a threshold
7 has been used to filter those minor differences regarding the Eu-
clidean distance that are produced by tolerable stochasticity inherent to
the environment. As can be observed, the predicted and reached states
and the lambda parameter are vectors. As state space is n-dimensional,
the Euclidean distance is checked element-wise so different threshold
values can be established for each state-space dimension.

The Fear Field subspace is defined by shrinking the safe state space
in a &, distance value in the required dimensions. The &, distance
components are proportional to the previously calculated Euclidean
distances multiplied by a safety factor a:

o a5t -s) Ve 2
5 =
0

As the safety value «; can be tuned for each state space dimension,
different values of §; can be obtained. Therefore, the safe state space
could be shrunk with different values (Fig. 3).

)

otherwise

The Fear Field framework aims to identify actions that can be
categorised as safe by the shield but lead the environment to an unsafe
state. Now, the predicted next state sf:’;d will not be identified by the
shield as a safe state but rather a state that belongs to the Fear Field
space. As the Fear Field states are proximal to the unsafe states space,
and the Fear Field framework identifies that the model is predicting
incorrectly, actions that lead the environment to states that belong to
the Fear Field will be blocked.

Therefore, if the shield predicted state sffld is an unsafe state or a
state within the Fear Field space, the action will be blocked. This way,
the shield will offer, following a predefined safe policy, an action that
will lead the environment to a state sfj:’; ¢ that belongs to the new safe
state space (obtained after shrinking the previous one) (Fig. 4a). In our
case, the safe policy consists of taking the safe action with the highest
Q-value.

While computing the Fear Field space, according to values of the
width &, a state s, can belong to the Fear Field subspace according to §;
but not according to § ; (Fig. 4b), where i, j, ... indicate each dimension
of the state-space. In such cases, the recommended procedure is to take
the safer approach and consider it part of the Fear Field subspace. As
state space dimensions rise, establishing the required width all along
the Fear Field subspace will become more complex, so a generalised ap-
proach has to be defined. Also, the width to be applied depends on the
angle between each dimension § value and the bordering hyperplane
of the unsafe/safe state spaces.

Let it be a state that belongs to the Fear Field and is located on the
border with the unsafe state space s,,,,,,, With a normal vector ii to the
Fear Field subspace (Fig. 4b). Then, for each s,,,,,, that conforms the
border subspace, the required §%wrder is stated as:

§'order = max (8, - +ii,8; + j - ii....) (6)
n

where n is the number of state space dimensions, {5i,5j, } are the
width values in each dimension, and {7; } are the unitary vectors
of each dimension.

The width §torder is applied perpendicular to the border, in the
direction of u. This way, the Fear Field subspace is defined as:

S € SFF < EIsburder : |S - Sborder| < §border (7)

As the Fear Field width is computed each timestep, it may vary from
step to step. The model’s prediction could be inaccurate, but in a certain
step, be close to reality. Therefore, an increasing width value § will be
applied instantaneously, allowing the shield to identify unsafe actions
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Fig. 4. (a) Fear Field framework applied in one of the state space dimensions. The outdated model predicts that the action g, taken in state s, will lead the environment to the

pred

Fear Field state ;"

the Fear Field states as states to be avoided, it will block the action 4, and propose, according to a safe policy, a safe action a;
(Odriozola-Olalde et al., 2023a). (b) The state s, belongs to the Fear Field subspace according to the width §, but not accordmg to the width §;. The safer approach is

g /e

consndered therefore, &, is selected to compute the Fear Field subspace.

as soon as possible. However, its value will be decreased only and only
if, in all continuous numbers of ng,,,, steps, 6 is reduced by 6,,, value
or if its value is null (As happens when the model is being updated).
The 6,,, value is defined as:

3,ed = max & (8)

NSteps

Remark 3. Each element of  is increased or reduced independently,
e.g., if the model is refined in i dimension but not in j dimension, §;
could be reduced or become null after ng,,,, while §; keeps its value.

5.1. Fear field integration into the shielded RL

As high values of 3, can make the problem unfeasible, we propose
a new Fear Field states treatment: Only the actions that the shield
predicts will lead the environment to an unsafe state (s’”ed € Sunsare)
or into a state within the Fear Field with the transition vector pointing
to an unsafe state (""'ed € Spr A A =0) will be blocked:

YWV (GE € Spp Ad=0) 9

—pred
< (5 [SINY i1

a € A 1+1 unsafe

unsafe

where 1 analyses if the predicted state transition vector is pointing to
any unsafe state inside a S% subspace defined as:

S‘sf—{seSll—l m}

pred ~ o _ opred
st’ TS| S8y Al (5 =5 20 (10)

j=1,...,n

being m the number of states within S‘i, j a dimension of S, n the
number of dimensions of .S, &, the normalised vector of the predicted

transition vector i, = 5" Hd

_ pred
The |s,-’j sr+1j‘ < 6

- 5.

condition ensures that all the 5; € S0
elements are within a dimension-dependant ¢, ; radius. On the other
hand, the condition &, - (5; — E"’ed) > 0 ensures that all s; states are in
the semiplane defined by the point 37 ”"'ed and by the normal vector #,.
In Fig. 5 can be observed that for a b1 dlmensional S with a = [1, 1] the
S% subspace forms a semicircle shape.

Computing for all 5/ = {E’, €ShnS,,, fe} states inside the §%

hyperspace, we can define the 1 parameter as:
1= H (gzmsafe —»pred) x ”t (1 1)

ﬁnsaje €S5'

So if that action was not blocked, due to that the dynamic has changed significantly, it will transit to the unsafe state s,,,. However, as the shield identifies

se/¢ that will lead the environment to a safe state

Fig. 5. Example of allowed (purple) and blocked (orange) actions that will transit the
environment to a Fear Field state. In the allowed action, the predicted transition vector
does not collide with any unsafe state within the 59 hyperspace; however, the orange
action is facing directly to an unsafe state within the 5% hyperspace.

If there is any unsafe state 5"/

in the direction of the predicted
transition vector and inside the S0 hyperspace, 4 value will be null,
blocking the proposed action.

However, if the predicted state is not within the unsafe state space
*ffld € Sunsare and the transition vector is not pointing to any unsafe
state 1 # 0 within the subspace S,;’,, the action is allowed. Notice that by
defining the constraints fulfilment this way, the cyber—physical system
is allowed to reach a Fear Field state iff its predicted transition vector
ensures that it is not facing an unsafe state (Fig. 5).

According to the enhancement to the Fear Field framework pre-
sented in this work, the algorithm used for the Fear Field framework is
shown in Algorithm 1.
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Algorithm 1 Fear Field algorithm

1: Given (Environment Dynamic Model M(s” red

cations Pss> Rpatasets "Sreps)
. pred _pred |
: Predict 57" using M(s""*|5,,a,)
if [0 - 5| 2 7 then

|5}, a,), safety specifi-

Calculate 5,(s,) value
Generate Sy s.t. 5,(s,) and ¢,
ifr= ! LastTrain t n?araset then
—pred | >
Update M(s7*|5,, a,)
! LastTrain =1
end if

. PP - __ (=pred —pred
: else if Grongygpy—1> -2 51-1) = (S[_"Steps_] s 5, ) then

© ® NI A W

_ e

Remove Sgp

: end if

: Check the safety of all actions

: Take highest O(5,, a) safe action

: Apply the action g, to the environment

: Save last ng,,,, steps data in the last visited states FIFO buffer
memory

_ e e
U AW

5.2. Adaptive exploration in runtime

In scenarios where the shield suggests a corrective action, the agent
may transition to an inadequately explored state. Consequently, the
need to enhance the exploration rate arises. Specifically, in the context
of the Q-learning approach, the epsilon (¢) value plays a crucial role
in determining this exploration rate. To address this situation, we pro-
pose an adaptive exploration algorithm (refer to Algorithm 2), which
dynamically adjusts the ¢ value.

To identify these situations, first, we store the past k, number of
states reached in the last visited states FIFO buffer memory. Then, we
calculate the mode of the buffer states, obtaining the state value s,, and
how many times (,,,) the environment reached it in the past k, number
of steps. If in the previous k, steps, the environment reaches a state in
more than n,,, > n,,, times, then we identify the agent is in an area
vaguely explored or has entered into a loop. Once these situations are
identified, we propose increasing the exploration rate e value to ¢
until the agent can find a path to the goal.

adap

Algorithm 2 Adaptive exploration algorithm

1: Given (ky, 105 €440p)
2: Initialize the Buffer of k, elements
3: while runtime do
4: Introduce the reached state s, into the last visited states FIFO
buffer memory
Calculate the mode of Buffer and obtain s,, and »
if n,,, > ny,,, then
€ =€,
else
e=0
10: end if
11: end while

rep

adap

© ® Ny

In Odriozola-Olalde et al. (2023a) work, it was observed that in
runtime, the convergence time after a significant environment dynamic
change in the Fear Field framework was increased compared to the
Shielded Tabular Q-Learning case. Thus, integrating the adaptive explo-
ration algorithm can achieve better convergence time than the Shielded
Tabular Q-Learning case.
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6. Hypothesis

With the implementation of CL and vectorisation to the learning
process, as well as the Fear Field framework with Adaptive exploration
to both the learning and inference process, we expect an improve-
ment in terms of performance and safety. As mentioned in Section 4,
the use of Q-Learning on relatively-high-size state space and goal-
based environments with sparse reward function often involves high
convergence times; thus, we expect that CL and vectorisation will
reduce the required learning time and homogenise the explored states
during training [H1]. Also, we expect that using CL in the initial
learning process will improve the convergence and reduce the number
of unsafe states reached when the agent has to adapt to time-variant
environments [H2]. When the policy learned in the initial training
process is deployed in a time-variant environment, we expect that the
Fear Field framework will adapt the constraints adequately, so the
number of reached unsafe states will be reduced [H3]. Lastly, we
expect to reduce the convergence time in time-variant environments
after a significant change happens in the dynamics, using the Adaptive
exploration algorithm [H4].

7. Experiments

A modified version of the OpenAl Gym Frozen Lake (Brockman
et al.,, 2016) environment is used for the experimentation. This envi-
ronment consists of a reach-avoid problem, which can also be defined
as a safety game, where the robot has to reach the goal while avoiding
the holes (unsafe states). Once the robot falls into a hole, i.e., reaches
an unsafe state, the episode ends. Each time an episode ends due to
reaching an unsafe state, the goal or the maximum number of steps of
the episode, the robot has to start from the beginning.

High-dimensional and stochastic environments are required to val-
idate the Fear Field framework (Odriozola-Olalde et al., 2023a). The
environment used for experimentation is an enhanced version of the
Frozen Lake environment with a 100 x 100 grid size.

The state space size is directly correlated to the training conver-
gence time, i.e. the curse of dimensionality, as Q-Learning is used as a
learning algorithm. Also, the states that are not close to the optimal
solution are visited less often (or maybe never), so if the agent reaches
any of those states in inference, it will not be capable of finding the
solution.

Regarding the convergence time, Carr et al. (2023) observed that in
sparse reward domains, the probability of reaching the goal state with
a random policy is improbable; thus, the probability of spreading the
goal’s Q value to the state space, i.e. learning the problem stated, can
take an unassumable number of episodes.

In this work, we integrate CL into the training process, i.e. initially,
the agent’s starting state is close to the goal and gradually moves away
until it reaches the real starting state. In our case, after the n, number
of episodes concludes, a new task m; € 7 where i = [1,200] is defined
where the starting state of each episode is moved away to a Manhattan

distance d,, .
d _ {(Episode/ne)+ 1 Episode/n, < 199

= 12
manh 200 . Episode/n, > 199 12

The Manhattan distance is applied to increase the size of the sub-
space (Fig. 6), and in case more than one state is to d,,,,, distance from
the goal state, randomly, one of them is chosen. This way, the agent
learns how to reach the goal from any state of the state space.

Also, our algorithm is vectorised, so multiple learning instances are
executed, where agents involved share the knowledge they are obtain-
ing. Knowledge sharing is done by sharing the same tabular Q-Learning
values, and after each step, the Q-Values are updated according to
the experience of each instance. The main goal of vectorisation is
that sharing knowledge can accelerate the learning time and explore
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Fig. 6. Example of states that are to d,,,, =3 and d,,,, = 6 distances from the goal.

the state space more homogeneously. As we use e-greedy tabular Q-
Learning as an RL algorithm, each agent’s probability of taking a
random action is independent.

The simulation of the time-variant phenomenon involves altering
environmental characteristics to emulate changes in the weather con-
ditions, as depicted in Fig. 7. These variations include different levels
of slipperiness across the environment: non-slippery, slightly slippery,
slippery, and severely slippery. In non-slippery conditions, the robot
moves only one square per action taken. On slightly slippery, slippery
and slippery conditions, the robot moves an additional one, two or
three (successively) squares in the same direction as the chosen action.

Experiments are executed by the RL open-source library Skrl
(Serrano-Mufioz et al., 2023), which contains various RL algorithms.
The shielded RL and CL were included in the Skrl library to enable
the experiments to be conducted. Regarding vectorisation, Skrl already
integrates vectorised RL algorithms and environments; thus, we only
had to introduce vectorisation to the shielded RL algorithm.

All experiments were performed using a workstation equipped with
an Intel Core i9-13900K, 64 GB RAM, and an RTX 4090 GPU, running
Ubuntu 22.04.3 LTS as OS. The hyperparameter values we used in
experimentation are shown in Table 3 in Appendix.

7.1. Metrics

During experimentation, N, = 50 tests are made to obtain average
results values, where each episode consists of a maximum of N, =
300 steps. For H1, we compare the studied learning approaches in
terms of the metric: (1) A heat map of visited states during the training
process (Eq. (13)). In H2, H3 and H4, we compare the different safety
approaches with two metrics: (2) Average cumulative reward per episode
and (3) Average reached unsafe states percentage (Eq. (14)).

1 Niea 1 " i
Ry = Niest /= | Nsteps kz=:1 £ "
P - L NXZ' <M> "
unsafe = 7 “ \ Nyieps - Nepisodes

The Average cumulative reward per episode is a widely used metric in
Shielded Reinforcement Learning (RL) research (Alshiekh et al., 2018;
Kochdumper et al., 2023; Zhang et al., 2019; Jansen et al., 2020;
Anderson et al., 2020; Carr et al., 2023; Dey et al., 2023; Wang et al.,
2023c). It provides insight into how well an agent performs on a given
task.

As we experimented with time-variant environments for Shielded RL
methods, we found it interesting to check how often the environment
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reaches unsafe states. Since in time-invariant environments, the shield
reaches a null number of unsafe states. Therefore, regarding the safety
metric, we decided to follow the Total collision number considered by
many authors (Kochdumper et al., 2023; Zhu et al., 2019; Anderson
et al., 2020; ElSayed-Aly et al., 2021; He et al., 2022) but we applied
minor modification to show a relative view of how many steps of all
the runtime processes are unsafe ones.

7.2. RL algorithms

We use the tabular Q-Learning algorithm as a baseline in the exper-
iments performed. To compare against the baseline, we propose three
other algorithms: a shielded tabular Q-learning algorithm, the previous
shielded tabular Q-Learning including the Fear Field framework, and
lastly, the previous shielded tabular Q-Learning + Fear Field framework
but with the adaptive exploration algorithm. For H2, we compare the
previously mentioned four algorithms when the training process has
been done with and without a CL algorithm.

8. Results

The following lines show the results obtained in the initial process
and during runtime with significant dynamic changes. First, the train-
ing phase results are presented, and afterwards, the results are obtained
during the trained policy’s inference.

8.1. Initial training experimentation ([H1] )

The initial training refers to the scenario where the agent has no
knowledge and must learn how to solve the problem. Note that the
environment does not suffer from any dynamic change during this
initial training. The shield is used during the initial learning process, as
it shortens the time needed until the policy is trained (Odriozola-Olalde
et al., 2023a).

Two approaches have been tested initially: a vectorised learning
agent with no CL algorithm where the initial point is always the upper
left state and an agent with a CL algorithm where the initial point
changes over time (as mentioned in Section 7). The training process
does not converge in the case of the agent without CL (Fig. 8 left)
because the positive reward (r = 100) is obtained iff the agent reaches
the goal state. Therefore, we introduce (only in the agent without
CL case) a dense reward function r,,,,, that evaluates the Manhattan
distance between the actual state and the goal state and computes the
reward as the inverse value of this distance:

Fdense = l/dmanh(st’ sgaal) (15)

As shown in Fig. 8 (middle), introducing a dense reward function
induces the agent to learn a possible path to the goal. As can be
observed, the path is not very noticeable in the heat map since the agent
could not achieve the goal in most of the initial episodes of the training
process. As during the training process, an e-greedy algorithm is used,
it can be observed that the path to the goal is not totally narrow, so if
there is a slight deviation from the path, the agent will be capable of
bringing the robot back to the path again.

The case of the agent with the CL algorithm is different from the
previous ones. It can be observed (Fig. 8 right) that the agent learns
multiple paths all across the state space that lead to the goal state. Thus,
depending on the robot’s starting state, the agent will take the optimal
path to the goal.
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Fig. 7. Environment evolution over time on runtime experimentation.
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Fig. 8. Heat map of the initial learning process for an agent without CL and no dense reward (left), an agent without CL but dense reward (middle) and an agent with CL (right).

Data is normalised, and value 1 (red) is reserved to represent the holes in the map.
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Fig. 9. Agents behaviour (Path taken to the goal) illustrative example in the four conditions (Non-Slippery, Slightly Slippery, Slippery and Severely Slippery) that it has to face
in the final section of the Frozen Lake map. The states that belong to the Fear Field are presented as transparent light orange rectangles. A green check indicates that the action
has been accepted by the shield and Fear Field framework, while the red cross indicates that the action has been blocked.

8.2. Adaptation to the environment changes during runtime ([H2], [H3]
and [H4] )

During runtime, the agent has to solve the problem learned during
the initial training process, but now the environment dynamic is chang-
ing significantly over time. This way, the agent must adapt and relearn
the stated problem, avoiding violating the safety constraints.

In Fig. 9 it can be observed an illustrative example of the differences
in path taking of an agent with Shielded RL and the Fear Field frame-
work. Different domain conditions (Non-Slippery, Slightly Slippery,
Slippery and Severely Slippery) are presented, where § determines the

10

distance (in a number of cells) that the Fear Field covers to avoid the
robot’s transition to an unsafe state. It can be observed that when the
environment’s conditions change, the agent tries to stick to the learned
path in the Non-Slippery condition. However, it has to adapt to the
new situation and find a new path to the goal that satisfies the safety
constraints defined by the shield, and the condition of not reaching a
Fear Field state iff the intended movement direction is facing an unsafe
state. As can be observed in the Severely Slippery situation, when the
agent faces a Fear Field state and the intended movement direction is
not facing an unsafe state, the action is allowed.
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Table 2
Comparative of reached unsafe state percentage per total performed steps using an
initially trained policy without CL and with CL. In bold, the best value.

w/o CL

Learning algorithm W/o CL W/ CL w/ CL
Q-Learning 0,033825838 0,027681916 1,221947105
Shielded Q-Learning 0,001417385 0,003035718 0,466902606
Shielded Q-Learning 1,65895E-05 0,002573397 0,006446548
+ Fear Field

Shielded Q-Learning 0,000411926 0,00054812 0,751524876

+ Fear Field +
Adaptive
exploration

The effect that a policy initially trained with and without CL has
over the four studied algorithms (Presented in Section 7.2) can be
observed in Fig. 10 where the cumulative reward obtained is plotted.
On the other hand, in Table 2 the percentage of reached unsafe states
over all the steps is presented. The continuous line corresponds to the
results obtained when applying CL during training, while the discontin-
uous line corresponds to the case where CL is not used. In the x-axis,
the experiment episode is presented, where we indicate the periods of
the environment evolution defined in Fig. 7. In the y-axis, the mean
cumulative reward of all tests is presented, where we indicate with a
light red zone bounded in [-75,—105] approximately, the cumulative
reward of an agent that reaches an unsafe state should achieve. If
the cumulative reward is below a value of —75, we can confirm that
the agent systematically reached an unsafe state. On the other hand,
a cumulative reward of 100 means that the agent reaches the goal
following an optimal path.

Regarding the Tabular Q-Learning case, it can be observed (Fig. 10
top left) that CL-based policy shows worse convergence than Non-CL-
based policy for the slightly slippery episodes but better one in the
slippery episodes. In “severely slippery” episodes, both CL-based and
non-CL-based policies cannot converge. In Table 2, it can be observed
that the CL-based policy reaches a slightly smaller number of unsafe
states.

In the Shielded Q-Learning case, the CL-based policy performs worse
than the Non-CL-based homonymous policy (Fig. 10 top right) since the
Non-CL-based policy is able to converge at least in the slightly slippery
episodes. Also, the CL-based policy reaches twice the percentage of
unsafe states.

When the Fear Field framework is integrated into the Shielded Q-
Learning algorithm (Fig. 10 bottom left), the Non-CL-based policy is
able to converge also in the slippery episodes; however, during the non-
slippery episodes alternated between slippery episodes, the agent is not
able to converge. On the other hand, the CL-based policy does not
converge during the slippery episodes but converges in all the episodes
when the environment is non-slippery. Regarding the number of unsafe
states reached, the Non-CL-based policy reaches approximately two
orders of magnitude fewer unsafe states.

Lastly, with the Shielded Q-Learning + Fear Field + Adaptive ex-
ploration algorithm, it can be observed (Fig. 10 bottom right) that the
CL-based policy performs better than the Non-CL-based policy, manag-
ing to converge faster. The number of unsafe states the environment
reaches is slightly higher in the CL-based policy case than in the Non-
CL-policy case. It has been mentioned that all the unsafe states reached
in both cases happen when the environment changes from non-slippery
to severely slippery, where the unsafe action taken is due to the adaptive
exploration algorithm in 100% and 73% in CL-based and Non-CL-based
cases respectively.

Fig. 11 shows the mean cumulative reward per episode for the
four algorithms tested. As observed in our previous work (Odriozola-
Olalde et al., 2023a), the Tabular Q-Learning, the Shielded Q-Learning
and the Shielded Q-Learning + Fear Field reach unsafe states after a
significant change happens in the environment dynamic. When the Fear
Field framework is integrated, the number of unsafe states reached

11
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(Q3) is reduced by two orders of magnitude, especially in the Non-
CL-based case. The shielded Q-Learning algorithm can converge after
the environment returns to “non-slippery” conditions from some of the
three slippery conditions. However, it is unable to converge in any of
the slippery conditions.

In relation to the integration of an exploration algorithm, we can ob-
serve that the convergence time (Q4) is reduced, achieving convergence
in all 50 tests and all three slippery conditions. Comparing the num-
ber of unsafe states reached by Shielded Q-Learning and Shielded Q-
Learning + Fear Field + Adaptive exploration algorithms, the quantified
reduction value is 5.54 times lower.

9. Discussion

Observing the results presented in the previous section, we noticed
that introducing CL during the training process improves the learning
capability of the agent. Two possible causes are identified. First, the
CL approach that we proposed increases the exploration rate since,
for each task, the robot’s starting point is changed randomly. Second,
since the knowledge is initially obtained in a proximal area of the goal
and gradually increases in size, there is a backpropagation of Q-values
linked to reaching the goal. In the case of CL, the agent was not able to
learn its task if an additional sparse reward was introduced. Since the
map size is increased 100 times, the chances of the robot reaching the
goal by taking random action are nearly null.

Introducing the Fear Field framework to a Shielded RL agent re-
duced by nearly two orders of magnitude the number of unsafe states
reached during the experimentation; however, the convergence of the
agent is still not guaranteed when faced with a change in the envi-
ronment’s dynamic. Since the robot’s behaviour is different in these
situations from what it learned, we noticed that it usually enters zones
of the state space with a low knowledge of it. With this in mind, we
introduced an adaptive exploration algorithm that, once identified that
the robot is in one of those low-explored regions, introduces a low
random action probability that helps the robot to find an alternative
path (usually a suboptimal one) learned through CL. Introducing this
adaptive exploration algorithm significantly increases the agent con-
vergence, allowing it to achieve the goal even when the robot faces a
highly slippery environment with an additional three-block movement.
However, the number of unsafe states reached in the tests is still not
null, which we believe may be associated with the model’s NN updating
and deployment process. Refer to future work.

Regarding the research question H1, in this work, it is concluded
that introducing a CL approach for the initial learning process improves
the training time and also homogenises the number of visited states all
over the FrozenLake map, learning multiple paths to the goal. Also,
we have to remark that the non-CL-based training process only learned
the proposed task if an additional reward function, which implicitly
includes a knowledge of the solution (Eq. (15)), is given. Thus, CL-based
approximation can improve the training process for problems without
information about the solution.

Concerning the research question H2, we figured out that the CL
approach-based initial learning process is sometimes beneficial in terms
of safe operation and convergence. When the initial training process
was done with CL, no significant improvement in convergence or safe
operation was observed in general. However, in the experiments, it is
observed that in the case of the Shielded RL + Fear Field algorithm,
integrating CL penalised significantly in terms of the number of unsafe
states reached. However, we observed that the Shielded RL + Fear
Field + Adaptive exploration algorithm significantly benefits from the
integration of CL in the training process in terms of convergence.

Integrating the Fear Field framework into the Shielded RL algorithm
reduces the number of unsafe states reached. It is especially noticeable
in the Shielded Q-Learning + Fear Field case, which obtains a reached
unsafe state percentage of 1.65895 - 107%. Still, as the counterpart,
the convergence is reduced as the agent is unable to converge on the
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Fig. 10. Comparative of cumulative reward obtained by the robot in runtime for the four algorithms studied when the policy is trained with and without CL.
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Fig. 11. Comparative of cumulative reward obtained by the robot in runtime for the four algorithms studied with a CL-based trained policy.

severely slippery episodes. Therefore, according to the research question
H3, we can confirm that the number of the reached unsafe states
is reduced compared to the Shielded RL approach with a fear-based
constraint adaptation framework, but it influences the convergence
time.

In the work of Odriozola-Olalde et al. (2023a), it has been identified
that integrating the Fear Field framework decreases the number of
reached unsafe states by one order of magnitude approximately with
the counterpart of increasing the convergence time. As the Fear Field
framework induces a more conservative approach in the agent, the
agent may reach a situation where the learned solution is no longer
feasible. Thus, the agent must re-learn a new solution or find another
previously discovered solution. An adaptive exploration algorithm is
introduced to work among a CL-based trained agent to cope with this
situation. The results show that in conditions where other approaches
cannot converge, the Shielded RL + Fear Field + Adaptive exploration
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converges and maintains a low number of reached unsafe states. So,
regarding the research question H4, we can confirm that integrating
an adaptive exploration algorithm can significantly improve the algo-
rithm’s convergence time while maintaining a similar safe operation
behaviour.

As mentioned above, we observed that in the 100% and 73% cases
(CL-based and Non-CL-based policy, respectively) where the environ-
ment reached an unsafe state, it is due to a random action following the
adaptive exploration algorithm. Hence, we found again the paradigm
of safety versus performance. The adaptive exploration algorithm hy-
perparameters, in addition to RL agents and NNs ones, must be further
studied to find values that further reduce the number of reached unsafe
states without compromising the controller’s convergence.

The Fear Field framework has been designed for discrete state and
action space problems and fully observable states; it also leverages
value-based approaches, such as Q-Values in Q-Learning, to choose the
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optimal safe action among the set of safe actions. Therefore, its appli-
cability is limited to discrete or discretised continuous environments
and value-based learning agents. In addition, the Fear Field framework
has been designed for strictly connected unsafe state spaces, a situation
that may not fit with some real problems’ conditions. Thus, the Fear
Field framework approach could be further researched to address these
limitations. The computation of the safe set of actions for each state can
be expensive when working in an environment with high action space
dimensionality, so this issue must be addressed for future works.

Also, we considered the full state observability capability of the
agent, which is hard to happen in reality. This type of problem, ad-
dressed in Partially Observable MDP (POMDP) problems, is a hot topic
amidst the Safe RL community. So, we believe that it may be interesting
to analyse further Fear Field framework enhancements or adaptations
to operate in partial observability scenarios.

Despite the mentioned limitations and withdrawals of the Fear Field
framework, it fills a gap that, to the best of our knowledge, nobody
worked on: ensuring safety when the environment has changed, a
new shield must be synthesised, and therefore, the operating system
safety is degraded. It has been observed in this work that integrating
the Fear Field framework always ensures an improvement in safety
terms compared to a classic Shielded RL approach. Additionally, the
Fear field framework could also be valuable in solving Sim2Real gap
problems (which resemble the problem treated in this work). The Fear
Field framework could be a valuable contribution to problems of this
nature. Sim2Real gap is also a very active research area in the scientific
community, with many research works aiming to leverage the potential
of simulators and digital twins for automata training, avoiding the time
and resource cost of training agents in real cyber—physical systems.

10. Conclusions and future work

Ensuring robustness, in terms of reliability, integrity and func-
tional safety, during the learning and inference process of an Al-based
controller is an open and well-known challenge in the research commu-
nity (Perez-Cerrolaza et al., 2023). In the robotics domain, approaches
such as Shielded Reinforcement Learning propose a model-based safety
assurance for MDP problems. Shielded RL, like all data-driven con-
trollers, may not ensure correctness when facing previously unseen
environments or when the faced environment evolves over time, as
happens in time-variant environments. RL allows us to re-learn the
problem stated and, thus, adapt the controller to the new scenario.
However, this adaptation process involves an adaptation period. If
the environment change causes unexpected behaviour in the agent,
safe operation guarantees may be lost until the re-learning process is
finished.

This paper presents the Fear Field framework to cope with chal-
lenges posed by time-varying environments. Through the Fear Field
framework, the agent is encouraged to act more carefully, adapting
the safety operation constraints to a more conservative approach. The
number of reached unsafe states is reduced by one order of magnitude,
but as a counterpart, the convergence rate of the controller is reduced.

To overcome this issue, we propose introducing an adaptive explo-
ration algorithm that identifies when the controller is unable to find
a solution after the environment has changed and allows the agent to
take a random action to explore and find a new path to the goal. The
Adaptive exploration algorithm effect is especially remarkable in the
most extreme environment variation (severely slippery), where it is the
only RL algorithm capable of converging from all tested ones. However,
we observed that this method increases the number of unsafe states
reached. However, integrating the Fear Field framework is always
beneficial in terms of safety compared to the Shielded RL approach.

As we introduced an environment with a relatively high-size state
space, the previous Q-Learning approach did not perform correctly both
in the learning and inference processes, as it needed to introduce a
new parameter, which implicitly contains the solution to the problem,
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within the reward function. Therefore, the use of CL is proposed to
cover this type of large environment, where the agent begins its learn-
ing process close to the goal, and the starting state is brought away from
the goal over time. We observed that during the learning process, the
agent learned many different paths to the goal, which can switch from
one path to another if any deviation brings the robot to a state out of
the main path. Generally, the CL-based controller performed similarly
to the non-CL-based controller in safety and convergence. Nevertheless,
combining CL with an Adaptive exploration algorithm has improved the
convergence and maintained the number of unsafe states reached.

In conclusion, our proposed method improves the Shielded RL
algorithm both in reached unsafe states (reduction of one order of mag-
nitude) and convergence (Shielded RL is incapable of converging during
the three slippery conditions). Also, integrating CL into the learning
process has been beneficial in large state space-size environments.

In future work, we aim to validate the Fear Field framework in a real
industrial application simulation or target. We also have to focus on a
systematic optimisation of the hyperparameters of the RL algorithm,
the Fear Field framework and especially the Adaptive exploration algo-
rithm, which we believe affects the convergence time and the constraint
violation rate. We identified that the cause of reaching unsafe states,
even with the Fear Field framework active, could be related to the
model training and deployment process. As we rely only on one model
for the predictions, any incidence during the retraining directly impacts
the predictions and, thus, the controller’s safety.

Continuous state and action space environments are challenging
scenarios for Safe RL techniques. Since the Fear Field framework has
been proposed for discrete value-based RL algorithms, a study on how
to generalise this work contribution to continuous and non-value-based
algorithms (e.g. PPO and DDPG) could be a significant contribution
to the Safe RL community. A possible path to generalise the Fear
Field framework could be leveraging Shielded RL techniques based on
Control Barrier Functions (Cao et al., 2023; Zhang et al., 2023) existent
in the literature.

The motivational example shows that the Fear Field framework
could fit into Autonomous Driving Vehicle (ADV) applications. The
ADV is a high-complexity environment where training the Al-based
decision-making controller in all the possible operational conditions
it may face during its whole life cycle may be unfeasible. Therefore,
it may be necessary to train the agent for limited and broad possible
scenarios and refine the policy once deployed, leveraging the safety
guarantees provided by the Fear Field framework. In the short future,
we will leverage the Safety Gymnasium (Ji et al., 2023) benchmark
environment with simplified ADV dynamics racecar agent to validate
the Fear Field framework in a more realistic ADV-related environment.

The Fear Field framework may also have the potential to be inte-
grated into a wide range of other applications, e.g. Traffic Collision
Avoidance Systems in Aeronautics or Multi-Robot Systems in auto-
mated warehouses. Shielded RL has shown potential for giving formal
safety guarantees for Al-based controllers; hence, further solutions
(such as the Fear Field framework) need to be investigated and vali-
dated to afford the model inaccuracy situation that many model-based
runtime safety assurance methods face.
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Appendix. Hyperparameters

The values of the hyperparameters used during experimentation are
shown in Table 3. It contains the agent’s training parameters values, the
environment’s dynamic NN-based model’s parameters, the parameters
related to the Fear Field framework, the reward function values and the
adaptive exploration algorithm parameters.

As the main objective of this work is to improve the safety of the
agent when it faces time-variant environments, we do not focus on
optimising the hyperparameter values related to the performance of
the agent; however, some of the values are tested to reduce the training
necessary time. We leave to define a systematic optimisation procedure
for future work.

For agent hyperparameter values, we followed the default values
defined in SKRL (Serrano-Muioz et al., 2023) Frozen Lake Q-learning
illustrative example, modifying the epsilon greedy algorithm’s ¢ and
€ — decay values in a range of ¢ € {0.1,02,....1} and €4,y =
{-12x1075,-1.2% 1074, -1.2 x 1073}. For the Non-CL case, we found
that a high exploration value ¢ = 0.6 with a decay over 5000 episodes
€4ecay = —1.2 X 107* is a good combination. In contrast, for the CL-based
case, a slight chance ¢ = 0.1 of taking a random action to explore is
beneficial over the whole ¢,,.,, = 0 learning process.

Regarding the NN training hyperparameters, we started from the de-
fault values as we leveraged the Keras library (Chollet et al., 2015). We
modified the topology, the buffer and batch size, and the epochs to opti-
mise them for the Fear Field framework’s features. For the NN topology,
we tried nhidden—layers = {l’ 2} with nneurons—per—layer = {8, 10~ 12, 24s 48}
and observed that n44.0—14yers = 1 @0 Hyprons_per—iayer = 12 provide
the best performance per less training required time relation. For buffer
and batch size and epochs, we tested Buf fer—size = {800, 1000, 1200},
Batch — size = {6,10,50,100} and Epochs = {50, 100,200, 500}. For the
experimented values, we select the ones that show a good performance
while keeping the NN retraining time as low as possible.

For the Fear Field hyperparameters and the reward function, we
kept the values obtained by Odriozola-Olalde et al. (2023a) as they
performed well.

Lastly, for the adaptive exploration algorithm, we tried k, = {10, 20,
30}, nye0p = {3,5,10} and e,y,, = {0.1,0.2}. We found that the visited
states FIFO buffer memory size of the last 20 {s,_j9.5,_5, ..., 5, | states
capture reasonably well if the agent is facing unexplored states. A value
of ny,,, = 3, which counts if at least the 15% of the states stored in
the last visited FIFO buffer memory correspond to a single state, seems
enough to identify if the agent gets stuck in the unexplored region.
Regarding the adaptable exploration rate, we found that just a low
value €,,,, = 0.1 is enough for the agent to find a path that brings
it to a previously explored region.
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Table 3
Hyperparameters values used in experimentation.
Hyperparameter Value
€ 0.6 | 0.1 (Without/With
CL)
Agent e decay —1.2x 107 per episode
| 0 (Without/With CL)

y 0.999
a 0.4
Topology 1-12-1
Buffer size 1000
Batch size 6

NN training Epochs 100
Learning rate 0.001
Optimiser Adam
Activation ReLU
function
M Dataser 1000

Fear field Nsteps 800
A 0
Step taken -0.01
Hit a wall -1
Fall in hole -100

Rewards Reach goal 100
Action blocked -10
by the shield
Action blocked -2
by Fear Field
ky 20

Adaptive exploration Migop 3
€adap 0.1

Data availability

The authors do not have permission to share data.
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