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Abstract
Cyber-physical systems (CPSs) blend digital and physical processes. CPS software is the key to realizing their functionalities.
This software needs to evolve to deal with different aspects, such as the implementation of new functionalities or bug
fixes. Because of this, design–operation methods, colloquially known as “DevOps,” are paramount to be adopted within
these systems. During DevOps phases, automating test execution at design time is a key enabler of streamlined software
development and software quality improvement. Likewise, monitoring whether a CPS is behaving as expected at operation
is similarly important. In DevOps, test oracles play an important role in enabling automated testing, ensuring the reliability
of software deployments, providing feedback to developers, etc. However, defining and generating test oracles in the context
of DevOps practices in CPSs need to accommodate aspects specific to CPSs, such as their time-continuous behavior and
inherent uncertainties. To this end, in this paper, we propose a domain-specific language (DSL) to ease the definition of test
oracles and an automated solution for generating a microservice encapsulating the defined test oracles, which is compatible
with a DevOps ecosystem for CPSs. We evaluated our DSL with two industrial case study systems and 9 open-source CPSs.
Our evaluation results suggest that our DSL can model around 98% of the requirements of these systems through test oracles.
Furthermore, it is possible to generate a microservice to be applicable at different test levels within less than 20min, being
fast enough to be adopted in practice.

Keywords Domain-specific language · Test oracle generation · Cyber-physical systems · Software testing

1 Introduction

Cyber-physical systems (CPSs) integrate digital technolo-
gies with physical processes [1–3]. The software of these
systems provides their key functionalities. Usually, the soft-
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ware monitors the physical states of the system through
sensors, executes its algorithms, and changes the system state
through actuators. Same as for any other software system, the
CPS software evolves throughout its life cycle to deal with
hardware obsolescence, the addition of new functionalities,
and fixing bugs [4]. Hence, design–operationmethodologies,
also colloquially known as “DevOps,” have emerged to help
software engineers accelerate software development while
increasing its quality. However, adopting these methods in
CPS context faces several challenges, especially due to their
multifaceted and diversified nature. For instance, Zampetti
et al. [5] identified challenges related to CPS simulators, test
flakiness, test execution, automated oracle creation, and the
need for specific fault models.

In this paper, we propose a tool supported by a DSL to
create test oracles for CPSs which can be used across dif-
ferent testing levels and in operation. We aim at targeting
the challenge of creating test oracles, which are the mech-
anisms that allow us to automatically determine whether a
system is behaving as expected. As identified by Zampetti et
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al. [5], theCPSexecution environment significantly increases
the complexity of defining test oracles. For instance, at dif-
ferent testing levels (e.g., Software-in-the-Loop (SiL) and
Hardware-in-the-Loop (HiL)), changes in the execution envi-
ronmentmake test oracles designed for one level inapplicable
to another. Furthermore, CPSsmust dealwith uncertainties in
operation [6, 7], such as noise in signals and environmental
uncertainty. Therefore, it is necessary to consider different
uncertainty factors if we want to reuse test oracles as run-
time monitors and supervisors in operation to take corrective
actions in case the newsoftware versionprovokes failures and
recovery actions are needed to consider, closing this way, the
loop between design and operation.

This complexity mandates considering multiple dimen-
sions [5]: (i) the specific test scenario or requirement under
evaluation; (ii) the degree of realism required in simulations;
(iii) the development stage or maturity of the hardware prox-
ies incorporated into the evaluation pipeline; and (iv) the
nature of the output sources, which may derive from genuine
sensor data or employ mocked/synthetic data. Furthermore,
test oracles in the CPS context often encompass value ranges,
such as time intervals, rather than discrete scalar values. They
may involve signal processing to interpret complex outputs,
as underscored by existing research in CPS testing [8, 9].
Including non-functional attributes, notably those related to
timing, emerges as critical [10].

To deal with these challenges, we developed a domain-
specific language (DSL)-based tool that allows the easy
definition of test oracles for CPSs. The tool has a simple lan-
guage with most of the properties that test oracles need when
verifying the correct functioning of a system. After defining
the test oracle using this DSL, the tool automates the gen-
eration of relevant source files and the generation of docker
containers. These docker containers allow encapsulating test
oracles as a single microservice compatible with a DevOps
ecosystem for CPSs [11], permitting, this way, the interop-
erability across the different test levels as well as operation.
Our tool encompasses the following key characteristics that,
although some papers have addressed some of them individ-
ually (e.g., [12–15]), to the best of our knowledge, none has
addressed them together:

• Streamlined multi-level test oracles: The generated test
oracles are reusable across test levels as well as in
operation, enhancing the software testing process’s con-
sistency and efficiency across both design time testing
and operational monitoring of the system functionalities,
colloquially known as DevOps.We enable this thanks for
integrating containerized approaches that leverage dock-
ers that can be reused across the different development
levels.

• Support for time-continuous behaviors: CPSs provide
data over time, requiring not only asserting that the sys-

tem is behaving correctly at a specific instant but also
considering evolving signals over time.

• Need for considering uncertainty: CPSs have several
uncertainty sources, such as sensor noise, communication
delays, and hardware delays,which need to be considered
by test oracles, especially when the CPSs are deployed
in operation. This aspect is vital when testing the CPS in
latter development stages (e.g., communication loses at
the HiL test level) as well as when monitoring the CPS
in operation, such as uncertainty of the CPS environment
(e.g., passengers’ weights in elevators [16]). This feature
is important to support and adapt DevOps methodologies
to the context of CPSs.

• Quantitative test verdicts: CPS verdicts are not typically
reported as Boolean: “Pass” or “Fail” values, but they
typically provide a robustness degree (when the system
is operating correctly) and severity degree (when the sys-
tem fails). For instance, in the context of autonomous
driving systems (ADS), a failure related to a collision is
considered more severe if the collision occurs when the
vehicle is driving at a higher speed. In the case of passing
verdicts, quantitative verdicts can give information to test
case generators to see how close they are to falsifying a
requirement.

• Support for synthetic data: CPSs need often deal with
the test oracle problem [17–20], i.e., given a test input, it
is not evident to determine what the test output should
be [17, 18]. Because of this, our DSL can integrate
machine learning-based techniques to estimate CPS val-
ues based on previous operational data, similar to our
previous work [17, 18].

• Feedback from operation: Test oracles are prone to false
positives.We deal with this problem by considering oper-
ational data when defining test oracles.When we define a
test oracle, our tool checks whether data from the opera-
tion of aCPS complieswith the defined property,warning
test engineers when defining test oracles that will likely
lead to false positives.

This paper builds upon our previous work [21] from two
main aspects: First, we give significantly further details of
the tool implementation and its capabilities, addressing with
concrete examples the particularities we are addressing. Sec-
ond, we conduct a thorough evaluation of the tool with one
more industrial CPS and 9 open-source CPSs.

The rest of the paper is structured as follows. In Sect. 2,
we explain a motivating industrial case study system that we
have used to study the key properties of CPSs for deriving
our DSL for the test oracle definition. Afterward, we provide
a high-level overview of the developed tool (Sect. 3). We
evaluate our approach in Sect. 4. We position our work with
closely related studies in Sect. 5. We conclude our paper in
Sect. 6.
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2 Motivating industrial case study system

We conducted four meetings with engineers from Orona
and one meeting with engineers from Alstom to obtain as
much information as possible regarding faulty behaviors of
CPSs, key properties to check, tool capabilities needed to
ease the test oracle definition, and specific requirements for
the integration with existing testing frameworks. To generate
these findings,we further analyzed commonalities and differ-
ences across several open-source benchmarks representing
diverse domains such as automotive, aerospace, and health
care. The goal was to ensure that the DSL could accommo-
date a broad spectrum of CPS testing needs, from simple
actuator–sensor interactions to complex, distributed systems
with intricate dependencies. The DSL is general to CPSs
of various domains. Below we present an industrial elevator
system to motivate the necessity of developing the DSL for
test oracle definition.

Figure 1 shows a simplified overview of our industrial
case study provided by Orona, a leading elevator company
in Europe. In such a system, different devices communi-
cate through different communication protocols to transport
passengers safely and provide the best quality of service
(QoS) possible. When a passenger calls a lift through the
user interface, the traffic master receives information about
the call. The traffic master system decides which elevator
should attend each call. In conventional installations, the
traffic master only receives information related to the call
direction (i.e., going up or down), needing to deal with dif-
ferent uncertainties (e.g., number of passengers waiting on
the floors, passengers’ loading and unloading time). In des-
tination selection installations, the traffic master receives the
user’s final destination. In addition, in more complex instal-
lations, certain restrictions are applied. For instance, in some
hotel buildings, certain passengers can only go to certain
floors. When such restrictions are applied, the traffic mas-
ter communicates through Ethernet with an access control
server to decide the most appropriate lift to assign a passen-
ger. After the call has been assigned, the assignment is sent to
the corresponding lift controller. The lift controller performs
the low-level elevator control, including speed, acceleration,
and door opening/closing.

The software of these systems is constantly changed to
support (1) bug corrections, (2) adaptation to legislation
changes, and (3) including new functionalities [4]. Every
time the code is modified, Orona has a well-established soft-
ware testing process, where simulation-based testing is the
dominant technology.Different test levels are carried out. For
instance, when testing the dispatching algorithm, the first
test level is the SiL level. In this case, a domain-specific
simulator named Elevate is employed to carry out the ini-
tial tests. After the tests have been executed at this level, the
software is integrated with the remaining software modules

(e.g., real-time operating system), compiled, and deployed
in the real target processor for the tests to be executed at
the HiL level. During the HiL test level, all infrastructures
related to the controllers are real, whereas the physical part
(i.e.,mechanical elements like the elevator shaft, doors’mod-
els and engines) is emulated. After the HiL tests have been
accomplished, the software module is compiled and manu-
ally deployed by themaintainer during the installation.When
the software is deployed, the maintainer performs manual
tests to ensure everything works correctly. As can be seen,
as the test level maturity increases, the execution of tests
becomes more expensive.

While the current testing process is robust and helps detect
bugs before the code is in production, there is a need for
higher test automation to establish a fully design–operation
continuum software development method. This would allow
for not requiring any human intervention to fully deploy a
new software version in operation,whichwill lead to a drastic
reduction of both economic and temporary resources and
subsequently enhance the quality of software development
for CPSs.

3 Tool-supportedmethod

Figure 2 shows an overview of the framework and how it
is integrated within the DevOps fashion within CPSs. The
DSL is connected to the oracle assessment module, which
obtains logging data from the CPS in operation and allows
the framework to give feedback to users who implement test
oracles with the DSL.

The microservice generation module automatically gen-
erates test oracles through genetic programming [19] (not
tackled in this paper), and it automatically generates code
from the specified test oracles. Specifically, it generates a
dockerized microservice to ensure that the oracles can be
reused across different levels (SiL, HiL) as well as in opera-
tion.

3.1 DSL for defining test oracles

A well-known framework was used to develop the DSL,
Xtext [23]. This framework is aimed at developing pro-
gramming languages as well as DSLs. A full infrastructure
is provided for the language being developed, including a
parser, a linker, a type checker, and a compiler. Xtext is pre-
pared so it is relatively easy to customize the type checker
and the compiler. Taking advantage of this feature, on the
one hand, we have enhanced the type checker with semantic
validations and a false positive detection module (described
in Sect. 3.2). Notice that in this context a false positive is a
failure being revealed without needing to have been revealed
(i.e., the system is behaving correctly but the oracle raises an
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Fig. 1 Overview of the
industrial case study system [22]
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Fig. 2 Overview of the tool architecture for the automated generation of test oracles

issue). On the other hand, code for the test oracles microser-
vices is generated through the compiler. This language is
carefully designed so that any textual description of a con-
crete syntax is mapped to an in-memory representation of the
derived semantic model. Therefore, after parsing the syntax
of the DSL, which is conducted on the fly, a model can be
used within other parts of the infrastructure, such as the type
checker or the compiler.

The DSL aims to be expressible enough to characterize
CPS requirements and properties. Figure3 presents the DSL,

which is divided into two main parts: theMonitoringFile and
the CPS, both of which inherit component Type. Component
Type, in turn, is at the same level as the PackageDeclara-
tion and Imports components. Each part could be developed
in a separate file. The CPS component is intended for the
description of the oracles, and MonitoringFile is intended
for the declaration of signals required by the oracles. Moni-
toringFile consists of a set of MonitoringPlan, which could
be imported from an oracle definition file, and as can be seen
in the figure, is referenced from the CPS component. There-
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Fig. 3 DSL specification in UML class diagram notations

fore, if a monitoring plan is defined in a separate file, it could
be used in several oracles’ definition files. Further details are
provided in the following sections.

3.1.1 Monitoring plan

As illustrated in Fig. 2, to perform validation, data from the
CPS operation needs to be fed to the test oracle, via the
monitoring microservice through an MQTT communication
process. More details can be found in [11]. To define test ora-
cles, it is necessary to identify available monitoring variables
beforehand in the monitoring plan file. The file specifies the
name of the monitoring plan, and the name, data type, and
maximum and minimum values of each declared variable.
The maximum and minimum values are only needed if the
data type is numerical: i.e., double, as shown in Fig. 3.

For instance, as shown in Fig. 4a Line 1, the monitoring
plan’s name (i.e., ORONA_TRAFFIC_MASTER) is defined,
followed by the specification of each variable being moni-
tored (Lines 2-14), including its name (e.g.,AWT ), type (e.g.,
int), and maximum and minimum values (e.g., 500 and 0).
Having a monitoring file defined for a CPS gives the user a
clear understanding of variables available for the test oracles
and a unique source of trust. In addition, the oracle validation
process uses this file to detect variable-related errors such as
naming errors and errors related to signal boundaries.

The most common case is that the monitoring microser-
vice directly provides the monitoring variables. However,
variables can be derived such as synthetic monitoring vari-
ables, each of which predicts the outcome of an unobserved
monitoring variable and can be used by the oracles in a way
similar to the directlymeasured variables. Using state-of-the-
art regression techniques and relying on previously gathered
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Fig. 4 Exemplifying monitoring plan

data, syntheticmonitors can provide accurate predictions [17,
18]. Figure4b exemplifies the syntax of specifying synthetic
monitoring variables in the monitoring plan. The syntax is
similar to the one for variables measured by the monitoring
microservice. But it also includes a list of the independent
variables Fig. 4b Line 16 (e.g., AWT and ATTD) used to pre-
dict the syntheticmonitoring variable,which is the dependent
variable of this regression problem. It also requires a pre-
trained machine learning model to be defined.

3.1.2 Test oracle definition

After defining the monitoring plan, test oracles are defined.
The CPS implements the monitoring plan, meaning that the
CPS has the access to all data defined in the monitoring plan.
Additionally, multiple CPSs can have the same oracles. For
instance, for the installation in Fig. 1, three lift controllers
have the same oracles, which would be automatically trip-
licated, if we want to independently model the oracles for
each elevator. As shown in Fig. 3, the CPS component inher-
its the name attribute from Type, includes a MonitoringFile,
and may be composed of several Oracles.

In terms of oracles, as shown in Fig. 3, there are com-
ponents for specifying precondition, which could be When

or While, and the Check component for gathering the asser-
tion definition. The Check component is a conjunction of the
signal to be asserted (modeled by the componentExpression-
Model), an assertion pattern and a reference signal (modeled
by component Reference), a failure reason (modeled by the
FailReason component), and, finally, aDescription. The fol-
lowing sections detail the preconditions, the assertion, and
the reason for failures. Figure5 shows anOracle snippetmod-
eled through our DSL, which defines two oracles for Orona’s
traffic master: StdbyECO1 and StdbyECO2.
Preconditions

A precondition is optional, as there can be oracles that
constantly assert data. A precondition is a Boolean condition
expressed through a while or when clause. The difference is
that the while precondition specifies system states that must
hold true continuously while the assertion is checked, requir-
ing the assertion to be checked and asserted during the same
cycle(s) the condition is evaluated. On the contrary, the when
precondition specifies an event, once the event occurs, the
assertion is checked without needing to continuously assert
the condition. This difference becomes significant for tem-
poral conditions, as when precondition also supports after
temporal logic expressions, enabling the oracle to pause for
a specified duration before the assertion is evaluated.

As shown in Fig. 3, both preconditions are composed by
an ExpressionsModel, enabling the creation of an expression
that can be evaluated to be true or false. Although the DSL
allows for different types of expressions, this constraint is
enforcedwithin the syntax validation process (Sect. 3.2). The
When clause specifies a temporal condition:Wait, composed
of a time value and a time unit.

For instance, as shown in Fig. 6, the textual description of
the first requirement R1 (Line 22) could be formalized this
way: G{0,T} (standby == 0 and apfail == 0 and supported
== 1 and limits == 1 then pullup == 1). Thus, any time the
precondition “standby == 0 and apfail == 0 and supported
== 1 and limits == 1” is given the assertion, i.e., “pullup ==
1,” must be checked. In this case, either a when or a while
clause could be used. However, the second requirement R2
can be formalized as: G{0,T}(STATE== 0 and standby == 1
then STATE == 3), being STATE = 0 representing the STATE
variable being in TRANSITION, and STATE=3 representing
the STATE variable being STANDBY. This time, whenever
the precondition is given, STATE == 0 and standby == 1, it is
important to assert that the STATEvariable is 3, notwithin the
same cycle but the following one. This is modeled through a
when precondition along with an after clause, which allows
the oracle to wait a cycle when a precondition is given and,
then, check the assertion (see Fig. 6 Lines 28-35).
Assertion

The assertion is the main condition of the oracle. It is
decisive for a test to fail or succeed. However, if a precondi-
tion is set, the evaluation of the assertion completely depends
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Fig. 5 Exemplifying oracles
modeled with the DSL

Fig. 6 Snippet of oracles using
preconditions

on the precondition, as previously mentioned. To define the
assertion, CPS properties are analyzed. As a result, the main
assertion of the oracle is composed of a signal to be evaluated,
a comparison pattern, a signal to compare (we refer to this
in the remainder of the paper as the reference signal), and,
optionally, a temporal condition that determines the duration
atwhich the assertionmust be checked. The latter onlymakes
sense if a precondition was specified for the oracle.

Figure 7 illustrates the six patterns we identified through
our conversation with industrial CPS practitioners (including
Orona’s engineers and other CPS developers) and by review-
ing the state-of-the-artCPS testing papers. The red lines stand
for reference signals and denote the boundaries of the gray
area. The signal being tested should be placed inside this area
for the oracle to pass the test.

As shown in Fig. 3, the signal to be assessed is defined
through ExpressionModel, which is constrained to express a
signal by the syntax validation (Sect. 3.2) as has been done
with the precondition. The DSL also captures comparison
patterns and the reference signal. The six patterns (illustrated
in Fig. 7) are modeled as Same, NotSame, Upper, Lower,
Range, and Gap. The reference signal can be modeled as

Bound_up or Bound_down. However, for the Range or Gap
patterns, both types of the reference signals are necessary.
Temporal conditions for the assertion could be established
through At_least, At_most, and Exactly of the DSL.

Delving deeper into the patterns, on the one hand, there
are the Same and NotSame patterns. The former asserts that
a value is the same as the specified reference, while the latter
asserts the opposite. In the DSL, they are expressed through
shall ref and shall not be ref syntax, respectively, being ref as
a reference signal. The above patterns fit perfectly to model
two requirements of the “Autopilot” CPS from [24], as illus-
trated in Fig. 8a.

The description of the requirement R1_1 is formalized as:
“G{0,T} (APEngPrev==0ANDAPEng==1 thenAilCmd!=0
),” where APEngPrev is a variable that specifies whether
the autopilot is engaged or not, and AilCmd represents the
command to the roll actuator. The description for the R1_2
requirement is: “When the autopilot is engaged and no other
lateral mode (HDG Mode, ALT Mode) is active, then roll
hold mode shall be the active mode,” which is formalized as
follows [24]: “G{0,T} (APEng == 1 AND HDGMode == 0
ANDALTMode == 0 then isRoll == 1)” being APEng a vari-

123



P. Valle et al.

Fig. 7 Oracle assertion patterns

able that specifies whether the autopilot is engaged or not,
and isRoll specifies if roll hold mode is active or not. Sim-
ilar to the previous requirement, this requirement was also
modeled with the DSL, as the equal assertion maps to a shall
pattern.

There are also the below and above patterns, which assert
that a value is below or above the specified reference, respec-
tively. With the DSL, these patterns are expressed through is
below ref and is above ref syntax, respectively, being ref as a
reference signal. Figure8b illustrates the modeling notations
of these two patterns.

Finally, there are the Range and Gap patterns. The Range
pattern asserts that a value is between two specified refer-
ences, whereas the Gap pattern asserts that a value is not
between two specified references. These two patterns are
similar to the Same and NotSame patterns, but with two
boundaries defined instead of one. With the DSL, the Range
and Gap patterns are expressed through is in range between
ref1 and ref2 and not in range between ref1 and ref2 syntax,
respectively. Figure8c illustrates the usage of the syntax.

Recall that if a precondition is specified, one of these three
temporal conditions shall be defined, affecting the time at
which the assertion pattern is evaluated: at least time unit, at
most time unit, or exactly time unit. If an at least temporal
condition is set, the assertion is checked during the specified
duration. If an at most temporal condition is set, the pat-
tern must assert at least one cycle, but not longer than the
specified duration. If an exactly temporal condition is set,
the pattern must assert during the specified duration and not
any longer. Figure9a (Line 15), b (Line 16), and c (Line 15)
shows an example of each of the three temporal conditions,
respectively.
Failure reason. Each of the data assertions is converted into
a assurance level value each cycle an assertion is evaluated.
The assurance level value ranges from -1 to 1 and 2. A value

between 0 and 1 means that the property defined within the
checks is asserted as “PASS,” 1 meaning that the CPS is
behaving as robust as possible. In contrast, a negative value
means that the property is being violated, asserting the ver-
dict as “FAIL,” and -1 being the worst case scenario. The 2
assurance value refers to an oracle not fulfilling the specified
precondition, so the property is not being checked (i.e., incon-
clusive). The assurance value is obtained differently for each
of the type of data assertions. Equations1, 2, 3, 4, 5, and 6
provide the assurance values for each of the six defined asser-
tion types, i.e., same, not same, below, above, in range, and
gap, respectively. Sign stands for the signal under check,min
and max stand for the minimum and maximum values of the
signal, respectively, and ref, upperRef and lowerRef stand
for a reference signal of the pattern; in the cases where there
is only one reference signal, ref is used; otherwise, upperRef
is used for the upper bound reference signal and lowerRef
for the lower bound reference signal.

con f (t) =

⎧
⎪⎨

⎪⎩

sign−re f
re f −min if(sign < re f ),
re f −sign
max−re f if(sign > re f ),

1 if(sign == re f )

(1)

con f (t) =

⎧
⎪⎨

⎪⎩

re f −sign
re f −min if(sign < re f ),
sign−re f
max−re f if(sign > re f ),

−1 if(sign == re f )

(2)

con f (t) =
{

re f −sign
re f−min if(sign < re f ),
re f −sign
max−re f if(sign ≥ re f )

(3)

con f (t) =
{

sign−re f
max−re f if(sign > re f ),
sign−re f
re f−min if(sign ≤ re f )

(4)
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Fig. 8 Snippets of oracles using
various assertion patterns
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Fig. 9 Snippets of oracles using
the three temporal conditions

con f (t) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

upper Re f −sign
(upper Re f −lower Re f )/2 if(sign < upper Re f &&

sign > lower Re f + (upper Re f − lower Re f )/2),
sign−lower Re f

(upper Re f −lower Re f )/2 if(sign < lower Re f &&

sign < lower Re f + (upper Re f − lower Re f )/2),
sign−lower Re f
lower Re f −min if(sign < lower Re f ),
upper Re f −sign
max−upper Re f if(sign > upper Re f )

(5)

con f (t) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

sign−upper Re f
(upper Re f −lower Re f )/2 if(sign < upper Re f &&

sign > lower Re f + (upper Re f − lower Re f )/2),
lower Re f −sign

(upper Re f −lower Re f )/2 if(sign > lower Re f &&

sign < lower Re f + (upper Re f − lower Re f )/2),
lower Re f −sign
lower Re f −min if(sign < lower Re f ),
sign−upper Re f
max−upper Re f if(sign > upper Re f )

(6)

However, by analyzing the industrial case studies, we
noticed that certain violations could be accepted, especially
those related toQoSmeasures. For instance, having theAWT
over 50s for a small time window is not a reason for classify-
ing a test as “FAIL.” To tackle this issue, two measures were
undertaken, (1) the syntax to adjust the assurance level is pro-
vided, so that the user can specify a negative assurance value
that is yet acceptable; and (2) the syntax for defining a total
of four failing reasons is provided, so that different failure

patterns can be specified, each accepting certain deviations
from the property to be asserted. An example for each failing
reason for a below assertion pattern is shown in Fig. 10.

When a below pattern is defined, values above the ref-
erence signal (drawn with a red line) result in a negative
assurance value, i.e., the property defined in the oracle has
been violated. This violation is then analyzed against the
failure patterns to decide whether it is acceptable or not: (1)
is the least flexible failure pattern, a single violation makes
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Fig. 10 Example for each
failing reason for a below
assertion pattern

Fig. 11 Snippets of oracles with
different failure patterns
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the oracle fail; (2) accepts violations for a specific duration,
but fails afterward; (3) accepts a determined number of vio-
lations, in a specified time window; and (4) aims to detect
constant degradation, allowing some violations as long as the
overall remains within the limits. At least one failing reason
shall be specified, but the four types could be used. The con-
cepts introduced above are modeled as illustrated in Fig. 3.

If a “high peak” failure pattern (the HighPeak component
in the model) is defined, a single violation makes the oracle
fail. It allows a single value: the assurance level. This enables
the assertion to be more flexible as if a negative assurance
level is set, states whose assurance value is in range from
the specified level to zero would also be considered valid.
The syntax of this pattern is expressed as follows: fails if:
assurance is below confValue. Figure11a is taken from the
modeling of one of the “Tustin” CPS [25] requirements:

If a ”high time out of bounds” failure pattern (the HighT-
ime component in the model) is defined, negative assurance
values are allowed for a given duration, failing after the
specified limit is reached. It allows three attributes: (1) the
assurance level, (2) the duration expressed by a numeric
value, and (3) a time unit. It is expressed as follows: fails
if: assurance is below confValue within duration timeUnits.

Among the example properties modeled for the industrial
case study of the elevation domain, there is one that fits in
this pattern. It is described as follows: “Checks the AWT is
relatively low when there are few calls.” As stated before,
AWT is a QoS metric; therefore, it does not indicate that the
CPS is in failure mode, but the quality of the service has
been compromised. In an ECO mode and few active calls,
it is allowed to have some high AWT, but cannot last more
than 5min; it would be considered unacceptable. Figure11b
shows the oracle modeling this property.

A high time out of bounds failure pattern fits perfectly
in this case as negative assurance values are accepted until
5min is reached, but not afterward. If a “x peaks in less
than t” failure pattern (the XPeaks component in the model)
is set, the assurance value is checked for a time window,
where certain negative values are accepted, but fails if the
specified number of peaks is reached. It allows 4 attributes:
(1) the assurance level, (2) the number of peaks for a failure,
(3) the duration expressed by a numeric value, and (4) the
time unit. The syntax for this failure pattern is as follows:
fails if: assurance is below confValuemore than nPeaks times
within duration timeUnits. Figure11c shows a snippet of a
requirement modeled using “x peaks in less than t” failure
pattern. The description of the requirement is as follows:
“While ECOMODE is activated and both elevators are in
standby mode and there are no new floor calls, there shall
not be more than 5 energy peaks within a minute.” Elevators
performmaintenance processes from time to time that should
not involve more than 5 energy peaks within a minute.

If a “constant degradation” failure pattern (the ConstDeg
component in the model) is defined, it aims to detect a con-
stant degradation within the CPS. To this end, a determined
period of time is taken into account, and the values are ana-
lyzed to detect whether there is any tendency to violate the
assertion. It allows a single attribute: the assurance level. The
syntax for this failure pattern is expressed as follows: fails
if: assurance is in constant degradation confValue. Figure11d
shows an example of a “constant degradation” failure pattern.
The oraclemodeled stands for a requirement that is described
as follows: “If ECOMODE is activated, some energy peaks
are accepted but themean should remain below 12000KWh.”
In addition, a small mathematical library is also provided
along with the grammar, so the most common mathematical
operations are applicable to the variables monitored.
Custom oracle

Although the first approach of the DSL turned out to have
a high expressiveness, during the generalization of the gram-
mar some particularly complex properties were encountered.
To facilitate the modeling of these kinds of properties, a spe-
cial type of oracle was introduced: CustomOracle. The main
purpose is to provide means to the user to be able to imple-
ment custom evaluations through the DSL.

The user only needs to specify the input parameters for the
evaluation, previously defined in the monitoring plan and, if
a precondition is needed, the type of the precondition, i.e.,
when or while, as well as the input parameters for the pre-
condition. A description is also optional.

The developed infrastructure has been exploited so that
with the information gathered through the syntax, a full struc-
ture of an oracle is generated in a C programming language,
including the headers of the evaluation function and, if it
corresponds, the headers of the precondition function. By
completing the functions in C, the user will be able to model
the complex CPS’ property.

3.1.3 Inclusion of uncertainty functions

The uncertainty-related part of the DSL builds on previous
work on uncertainty modeling and testing for CPSs, and in
particular, UncerTum [6]. This modeling solution was built
on an uncertainty conceptual model called U-Model [7]. U-
Model defined three high-level uncertainty-relatedmeasures,
i.e., Probability, Vagueness, and Ambiguity. These measures
were implemented in UncerTum as UML data types. Con-
sequently, we used these data types in the DSL to support
modeling test oracles related to uncertainty with the ultimate
goal of handling a variety of uncertainties that exist in dif-
ferent CPS types. These three types of uncertainty libraries
are the Probability library, Vagueness library, and Ambigu-
ity library, respectively, which can facilitate the specification
of most uncertainties in CPSs. We create uncertainty-related
test oracles based on these uncertainty data types.
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Fig. 12 Snippets of test oracles
employing uncertainty functions

Fig. 13 False positive detection warning

Probability library
Probability is one of the most common ways of measur-

inguncertainties. There are various probability types, ranging
from simple probability values to a wide range of probability
distributions. To increase the universality of the DSL to sup-
port different types of probability applicable to different CPS
types, we implemented the Probability library from Uncer-
Tum.

The Probability library facilitates specifying uncertain-
ties in CPSs, e.g., due to sensor errors and other uncertain
environmental conditions. At a high level, following Uncer-
Tum, we implemented the three types of probability-related
data types. First, we implemented simple types (e.g., percent-
ages, intervals, probability values). Second, data types cap-
ture probabilities as qualitative values (e.g., likely, certain).
Finally, we implemented common probability distributions
such as normal and uniform distributions.

Probabilities are commonly used in CPSs. For example,
self-driving cars (a representative CPS) are equipped with
sensors to detect obstacles in their paths, e.g., proximity sen-
sors. Since sensors have measurement errors, calculating the
distance to an obstacle multiple times may result in differ-

ent readings. However, such non-deterministic measurement
errors may correspond to a specific known probability distri-
bution.

Similarly, probabilistic test oracles can also be modeled
with ourDSL in the context of theElevator use case. In partic-
ular,we showanexample inFig. 12aof a test oracle for testing
the elevator system’s time to respond to calls that is an indica-
tor of the quality of service of elevators based on the CIBSE
Guide D [26]. The guide provides recommended response
times of elevators installed in different types of buildings to
determine different levels of services. The response time is
calculated over the hourly activity of an elevator. The service
levels are classified into four classes, i.e., Excellent, Good,
Fair, and Unacceptable. The example test oracle in Fig. 12b
is modeled to check whether the response time of an elevator
installed in an office building is of an acceptable level, i.e.,
greater than 65% for calls answered in 30s for an hourly peak
activity in an office building.
Vagueness library

In certain CPSs, it is difficult to precisely specify uncer-
tainty as probabilities, such as in the context of steering
control systems of autonomous vehicles, navigation systems,
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and obstacle avoidance systems of mobile robots. For this
reason, concepts related to fuzziness are relevant. To this
end, UncerTum defined the Vagueness library, which con-
siders the concepts of fuzzy theory. Some examples of data
types we implemented from UncerTum’s vagueness library
are various types of fuzzy sets and fuzzy logic.

Figure 12b shows an example of a test oracle related to
fuzzy sets. The example is based on the experience of pas-
sengers using the elevator based on QoS parameters, e.g.,
average waiting time (AWT). According to the CIBSEGuide
D, the targetAWTshall be less than 25s,whereas greater than
30s is considered Poor. However, the boundary between Tar-
get and Poor is fuzzy. Thus, we define a test oracle using
fuzzy sets to check whether the passenger experience based
on AWT is satisfactory and not Poor. Assuming a member-
ship function that takes input an AWT value and returns a
value (membership degree) telling howmuch the AWT value
belongs to Poor performance. If it is greater than or equal to
50%, then the test oracle fails and the elevator’s performance
is poor.
Ambiguity library

The Ambiguity library mainly considers the data types
corresponding to relevant ambiguity measures, including
those in belief theory (BeliefInterval, Belief, Plausibility)
and Shannon entropy. To demonstrate the applicability of
the Ambiguity library on the elevator case study, we will use
ShannonEntropy as a measurement.

The ShannonEntropy data type has an h attribute, where a
lower value means low entropy. A specific traffic profile with
a specific building configuration has an expected distribution
of AWTs over a specific period of time (e.g., every 5min).
Shannon entropy can be calculated to determine the degree
of uncertainty (i.e., h) by comparing the expected distribu-
tion with the observed distribution (e.g., after a simulation).
Depending on the specific configuration of the building and
traffic profile, different degrees of Shannon entropy will be
acceptable. This test oracle is captured in Fig. 12c, where
MaximumAllowedEntropy determines the acceptable level
of entropy.

3.2 Syntax validation and oracle assessment

Below we present syntax validation and oracle assessment.
It is worth mentioning that if an error is encountered within
an oracle’s syntax, the oracle is excluded from the oracle
assessment process.

3.2.1 General syntax validation

Similar to grammar, syntax validation is divided into two
main parts: the monitoring plan and the oracle definition.
For the monitoring plan, the errors checked and reported if
encountered are: (1) the ones related to empty or duplicated

names, (2) issues with Boolean-type variables and value
ranges, (3) missing model specifications for inference vari-
ables, and (4) problems related to the independent variable
attributes in declarations.

Regarding the oracles definition, the errors covered are
the ones related to: (1) empty elements, duplicated names
and undeclared variables; (2) incorrect expressions; (3)
improper comparison expressions and duration specifica-
tions; (4) issues with signal representation and reference
values; (5) logical operations and temporal conditions with
assertions; and (6) problems with failure patterns and assur-
ance values. Moreover, for the custom oracles there are
another two errors covered: (1) non-empty inputs for pre-
condition and checks, and (2) ensuring input variables are
declared in the monitoring file.

Finally, for the Mathematical library we implemented
three different constraints related to its syntax, which must
be like Math.libraryName(expression). The errors covered
related to the expression are the following: (1) ensuring
correct syntax for math expressions, (2) requirements for
parenthesis placement and signal names, and (3) prohibiting
logical or comparison operators and recursive mathematical
functions.

XTEXT provides some syntax validations automatically,
e.g., those related to the structure of the syntax, i.e., “pre-
condition” tag shall be proceeded by an “input” tag or “:,”
etc. Finally, for the uncertainty-related libraries, the value
of the properties in some uncertainty data types shall be
between 0 and 1. This is the case of the value property in
MembershipDegree or the lambda property in FuzzySetCut,
for example. The type checker has been enhanced so that an
error is thrown if this constraint is violated.

3.2.2 Oracle assessment based on operational data

Test oracles are meant to define properties that cannot be vio-
lated. If a property defined in a test oracle has been violated, a
failure should be detected. However, test oracles are prone to
false positives, meaning they can catalog a test as a fail when
they should not. In this context, a false positive refers to a
failure that is exposed without it needing to be (i.e., the sys-
tem functions properly, but the oracle indicates a problem).
To reduce the number of false positives, our DSL implements
an oracle assessment module. This module prompts the user
with a warning if a false positive has been detected within
the test oracles being developed.

The assessment module is provided with operational data
to detect false positives within the test oracles. A failure-
free state of the operational data is crucial; otherwise, if
oracles are defined correctly, the oracle assessment module
will detect those failures and users will be warned of false
positives. This will lead to misunderstandings, and poten-
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tially, users will change the oracle to get rid of the warning,
accepting the failure as a correct state of the CPS.

In our implemented DSL, the data is provided via a CSV
file (to assess the viability of this approach). It is structured as
follows: Each column in the file represents a variable, where
the variable’s name is specified within the first row. Each
of the other rows represents the value of the CPSs’ variable
at a specific time stamp. A time stamp variable should also
be provided. It is important to reiterate that this version of
the DSL, in general, and the assessment module in particu-
lar, is an early prototype whose feasibility is assessed. The
following versions of the DSL will consider a way to spec-
ify the location of the file/files and a dynamic data loading
to integrate the DSL with the rest of the DevOps ecosys-
tem. Operational data could also be obtained from Stellio.
Additionally, different sources of operational data should be
envisaged.

Operational data provided to the oracle assessment pro-
cess is considered to represent the correct CPS performance.
With this in mind, if a failure is detected in any given oracle,
it is assumed that it is throwing an error when (probably) it
should not; that is, a false positive has been detected. The user
is warned about the incident and should probably correct the
ambiguity. For example, Fig. 13 is the description of an ora-
cle that asserts that the Average Waiting Time (AWT) shall
below 10s. Figure13 (Line 8) shows that the AWT variable
takes higher values. Because operational data represents a
failure-free state of the CPS, the user is notified of the detec-
tion of a false positive.

For the assessment of an oracle to take place, there are
two mandatory prerequisites. First, operational data for each
declared variablewithin the oraclemust be provided. Second,
the oracle cannot contain any structural error. After checking
that these prerequisites are met, the assessment starts. For
every value of the time stamp in the global variable, a verdict
is calculated for the specified oracle using the values of the
variables at that given time stamp. If any error is detected, the
process is interrupted as a false positive has been detected,
and the user is warned.

As for the developed grammar, the process of giving a
verdict is divided into the failure patterns defined, i.e., each
failure pattern is assessed independently. The assessment
process is stopped when a failure is detected and, conse-
quently, a warning is thrown. High peak, high time out of
bounds, and x peak failure patterns allow a precondition to
be defined. This is the first condition to check before pro-
ceeding with the Oracle assertion process.

3.3 Test oracle generator

The test oracle generation is composed of two main pro-
cesses: (1) compilation of the DSL artifacts and (2) microser-
vice generation. The former compiles all the artifacts speci-

fied by the user to generate the oracle. The latter relates to the
generation of a microservices that makes use of the gener-
ated oracles. Moreover, to facilitate this generation process,
a streamlined process of microservice generation on GitLab
has been implemented.

3.3.1 Compilation of the DSL artifacts

The compilation of DSL artifacts is divided into three main
parts: (1) compilation of organic oracles, (2) compilation
of pre-specified oracles, and (3) compilation of Uncertainty
libraries.
Compilation of organic oracles

Organic oracles do not contain anymachine learning com-
ponent for inferring monitoring data. After specifying these
kinds of test oracles with the DSL, these need to be com-
piled afterward to be executed in a real environment. The
framework used to develop the DSL, Xtext, provides a useful
module to develop our own compiler for the developed DSL,
and the language to compile the DSL can be any language
of our choice. Furthermore, this module is compatible with
Xtend, which facilitates compiler development. Xtend is a
programming language for code generation, which provides
usefulmechanisms forwriting compilers, likemulti-line tem-
plate expressions. It also provides features that make visiting
and traversing the model obtained by parsing the DSL easy.

From the test oracles modeled using the DSL, we extract
(1) the test oracles’ executable code, (2) some common
libraries needed by the oracles, and (3) a configuration file to
facilitate the integration of the test oracle. (1) and (2) together
compose the organic test oracles executable code, and in
order to be executed in any given target platform, they must
bewritten in a general-purpose language. Organic oracles are
intended to be run on an embedded system, and such systems
are typically resource-constrained systems. Therefore, due to
its portability, memory management, and performance, the
C language is the one that fits the best. (3) is used by the
microservice generation module. This file enables the inte-
gration and execution of the test oracles within the DevOps
for CPSs infrastructure [11]. It follows the JSON standard,
which is a text-based format for representing structured data.
The selectionwas determined by the framework used for gen-
erating the microservices, Ansible, as it has native support
for JSON.

As shown in Fig. 14 blue, the compilation process is as fol-
lows: First, the test oracles need to bemodeled using theDSL.
For this purpose, a plug-in for the Eclipse IDE is provided.
The syntax is validated during the editing of the files, and
the user is notified of the warnings and errors by the valida-
tion module. Additionally, the generation module compiles
the code every time the files are saved. Notice that if the
validation module reports an error, the compilation process
is not performed. Therefore, after modeling the test oracles
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Fig. 14 In blue, the compilation process of an organic oracle; in blue and green, compilation process of an AI-based oracle; in blue and orange,
uncertainty libraries compilation process

using the DSL, and the validation module does not report
any error, the generation module takes the resulting files as
input. These files are the monitoring plan file and the ora-
cle files. The latter imports the former in order to have the
monitors required by the test oracles available. Figure14 blue
shows the process from modeling in the corresponding files
the Oracles using the DSL to the output files generated by
the compiler, focusing on the stages that occur within the
compilation phase.

Table 1 shows the six different stages that occur during
compilation: (1) prepare test oracle template, (2) generate
precondition check function, (3) generate assurance value
calculation function, (4) generate verdict function, (5) pre-
pare common libraries, and finally (6) generate configuration
file.

As an example of the compilation process, consider the
oracle snippet in Fig. 15. The process will be as follows: (1)
the test oracle template is retrieved. The name for the ora-
cle execution files will be the same as the oracle’s: R1_72.c
and the corresponding header file, R1_72.h. Additionally, the
Autopilot.h file will be created, containing some constants
and defining the structs to facilitate communication with the
test oracle. (2) As no precondition is specified in this case,
the precondition function is not inserted. (3) The template
for the in-range assertion is used, along with the parameters
-15 and 1, to complete the assurance level calculation func-
tion. The assurance value from the failure reasons is taken

for the assurance level calculation. (4) The verdict function
is completed according to the failure reason specified. In this
case, there is only one type of failure: failure due to a high
peak. (5) Common libraries for the test oracles are prepared:
Array.h and Array.c. (6) The oracles’ names, and the moni-
tors’ names are checked in order to complete the JSON file,
Autopilot.json. In summary, a total of five different files are
created: the R1_72.c and R1_72.h files, containing the test
oracle’s executable code, Autopilot.h file containing the con-
stants and the verdict’s and monitors’ structure, the Array.h
and Array.c, the library needed by the test oracles and the
Autopilot.json file.
Compilation of pre-specification oracles

As explained before, machine learning components could
eventually infer some monitoring data. More in-depth anal-
ysis related to this can be found in previous works [17,
18]. Oracles containing ML components are named pre-
specification oracles. These oracles take advantage of the
organic oracles’ framework explained in the previous sub-
section and add the necessary syntax to the DSL to enable
the inference of synthetic monitors, which would emulate
the execution of a regression test oracle. Afterward, these
monitors could be used within the test oracles as if they were
independent monitors. Therefore, a pre-specification oracle
is an extended version of an organic test oracle that can obtain
syntheticmonitors. For this purpose, two additional filesmust
be defined, one for the synthetic monitor’s definition, and
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Table 1 Steps for test oracle preparation

Step Number Step Name Explanation

1 Prepare the test
oracle template

All the test oracles share the same structure and, consequently, a template that integrates all
these pieces of code was prepared for the compiler to use. The first step is to take those pieces
of code and generate the base of the test oracle. Each test oracle will have its own.c and.h
files. Additionally, some constants and structs for the verdict and the monitors are created to
facilitate communication with the microservice. With this aim, a header named the CPS is
created and shared among the oracles

2 Generate
precondition check
function

At this stage, the precondition expression introduced by the user is taken from the input files
and is located in the corresponding place within the precondition check function. The same
procedure is carried out with the after clause, the duration specified is established in the wait
function

3 Generate assurance
value calculation
function

We define six types of assertions: (1) same, (2) not same, (3) below, (4) above, (5) in range, and
(6) gap. Each assertion generates an assurance value indicating how the CPS’s current state
deviates from expected performance. Templates for these assertions were prepared for the
compiler, with specific implementations chosen based on user input. Signal and reference
signal expressions are extracted from input files and placed accordingly within the function.
Timing condition parameters, if provided, are also appropriately located

4 Generate verdict
function

In Sect. 3.1.2, we differentiated four types of failure reasons: (1) failure due to a high peak, (2)
failure due to a high time out of bounds, (3) failure due to more than X peaks in less than t
seconds, and (4) failure due to constant degradation. As well as with the assertions, the piece
of code that implements each one of the failure reasons was prepared for the compiler to be
used. Then, the template is completed, taking the variables introduced by the user. Notice that
the user can specify a single failure reason, or combine them all, and the verdict is emitted
accordingly

5 Prepare common
libraries

All the organic test oracles use common libraries. For example, we implemented a library to
store values of several cycles of a monitor because some conditions require assessing
different cycles’ values simultaneously. At this stage, those libraries’ files are generated

6 Generate
configuration file

The JSON file is used afterward at the microservice generation stage covered in Sect. 3.3.2. It is
named according to the user-specified name for the CPS. The main purpose of this file is to
give enough information for the test oracle microservices to generate and execute properly.
This file has two main sections: (1) the monitors’ names and (2) the test execution functions’
names. On the one hand, to complete section (1), and because there could be monitors
declared in the monitoring file that are not used in the oracles, the monitors are extracted by
analyzing the oracles. On the other hand, to complete section (2), test execution functions are
extracted from oracles’ names. There is a test execution function for each oracle, whose
names are unique throughout the file

two for the specification of the models to infer those mon-
itors. The generation module performs likewise, it extends
the organic test oracles’ generation module, appending the
necessary pieces of code to complete the output files and
generating some new files. Figure14 blue and green shows
the additional stages the generation module carries out when
compiling an AI-based oracle (highlighted in green).

First, within the stage Append synthetic monitors, the
names of the synthetic monitors and their specifications are
appended to the JSON file created by the normal workflow of
the generation module. By doing so, the microservice gen-
eration module will know which monitors must be inferred
before executing any test. The required information is gath-
ered by analyzing the synthetic monitor’s file.

Second,within the stageGenerate syntheticmonitor infer-
encer, a.c and a.h files are created for each synthetic monitor.
These are the files that the AI-based test oracle is going to
execute to perform the inference. The technology used to

make this possible is TensorFlow. A comparison of different
frameworks was carried out before opting for this technol-
ogy, which is included at the end of this section. A template
is completed with information gathered from the synthetic
monitor’s file: the model to use and the required monitors for
the inference to perform.

Additionally, if the pre-specification-based test oracle uses
a synthetic monitor inferred by a trainable model, the Gen-
erate model trainer stage will be carried out by the compiler.
The model trainer is written in Python, as it provides very
useful APIs like the Keras API (Python deep learning API).
Similarly to other compiler stages, the starting point is a tem-
plate. Then, it is completed by the parameters specified in the
model file: the monitors that are necessary to infer this syn-
thetic monitor, the URL where the data is stored (monitor’s
names must be preserved), and finally, the layers and con-
figurations that specify the model. This stage generates a.py
file, which is used just before the microservice generation
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Fig. 15 Simple example of an oracle

process starts. It uses the data provided at the specified URL,
and as a result, a TensorFlow Lite model is generated.

The technology we selected for the inference was Tensor-
Flow Lite due to its popularity and its lightweight module
that can be adequate for edge devices. As TensorFlow Lite
is written in C++, it can be easily linked to the microservice
architecture [11] compatible with this DSL. Moreover, the
TensorFlow framework enables the implementation of the
proposed architecture, separating the training and inference
phases. First, we can use the full functionality of TensorFlow
to train the model, that in the case of trainable models would
be in the cloud infrastructure and, then, transform this model
into a lightweight representation (.tflite file) to be used with
TensorFlow lite at inference time in the edge devices.
Compilation of Uncertainty libraries

Analogously to thepre-specificationoracles, the uncertainty-
wise oracles extend the generation module of the Organic
Oracles. If any of the uncertainty library functions are spec-
ified through the DSL at the oracle definition phase, the
generation module executes one more stage in order to get
the corresponding uncertainty library functions’ source code.
Figure14 orange and blue shows the stage added to the com-
pilation process (in orange) and the files obtained as output.

To facilitate the integration and execution of the uncer-
tainty librarywith the rest of the oracle’s source code, it is also
compiled into theC language. Themethodology used to com-
pile these library functions is the same as used in the organic
oracles and the pre-specification oracles. The Uncertainty
library functions template is pre-written in C; therefore, if
the generation module detects that a library is used within
the DSL syntax, the corresponding template is extracted, in
addition to the corresponding parameters defined through the
DSL syntax. The resulting source code is inserted within the
CPS_Uncer.c and CPS_Uncer.h files. Notice that these files
uniquely contain the library files used within the syntax.

3.3.2 Microservice generation for multi-level oracle
execution

After the DSL compilation phase finishes, the generation
of a microservice that makes use of the generated oracles
takes place. This phase consists of integrating the generated

executable code on a microservice template for embedded
C programs that allows for adopting a DevOps workflow
within the realms of CPSs. A detailed description of these
microservices is available in a related publication [11]. After
the executable code is integrated into the template, this newly
created microservice is compiled and packed in a Docker
container. As a final step of generation, all the microservices
are made available in different Docker registries which can
be reused at different test levels (SiL, HiL), as well as in
operation.

Figure 16 summarizes the different steps undertaken dur-
ing the automated microservice generation process. Within
the first step, the generator takes the DSL files as inputs and
provides the compiled artifacts as output, which are the ones
presented in Sect. 3.3.1. Additionally, if we are working with
pre-specification oracles, and specifically if we have defined
at least one trainable model, the.py file to train the model
will be included in the output. Moreover, if we work with
uncertainty-wise oracles, we could also find the correspond-
ing files.

After generating the source code and configuration arti-
facts by the DSL, there are integrated into the DevOps
microservice template. On top of the DevOps microservice,
additional functionality is also required to configure the ora-
cle through REST calls and manage the execution status. To
add the required functionality in mind, a wrapper built on
top of the DevOps microservice template has been devel-
oped. This wrapper provides all the functionality that the
oracles generated by the DSL need to communicate with the
outside world and gives the oracles the microservice nature
that allows them to be integrated into the DevOps ecosystem.
The wrapper performs the following functions (explanations
are detailed in Table 4 in Appendix):

1. Implementation of theRESTAPI input configuration call.
2. Implementation of the REST API URN binding configu-

ration call.
3. Transformation of monitor sensor values to oracle struc-

tures.
4. Transformation of verdicts to SenML messages.
5. Integration of DSL Artifacts in the oracle microservice:

(a) Interpretation of the JSON configuration file.
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Fig. 16 Overview of the oracle microservice generation workflow, which is part of the microservice generation in Fig. 2

(b) Preparation and copying of the required files to target
directories.

(c) Filling of template files.

After the required source code has been consolidated and
modified to fit the oracles, the compilation andDocker image
generation phase occurs. The main motivation for generating
Docker images is the portability across platforms that it pro-
vides, being able to use the microservice in different systems
where the sole requirement is having Docker installed. In
the case of our DevOps infrastructure, the required portabil-
ity goes further, having to provide the ability to execute the
microservices across multiple architectures. To achieve this
portability for the microservices, the newly added Docker
multi-arch support and the buildx project have been used.
TheDocker image generation stage runs as part of anAnsible
task, generating the Docker image name based on the image
name set when running the playbook and the CPS name. For
each CPS, the Docker builder used the Dockerfile available
in each microservice output directory. The used Dockerfile is
a multistage definition, with an initial stage for compiling the
project and a second stage for the runtime image. The first
stage installs all the required dependencies for development
and builds the project with CMake and GCC. The second
stage installs the runtime dependencies, copies the build arti-
facts, and sets the microservice executable as the entry point
for the image.

After the newly created microservices have been made
available on the Docker Registry, they are ready to be used as
validation components in the DevOps for CPSs workflow. In
order tomake the other components in theDevOps ecosystem
aware of the existence of the microservice images and Ora-
cles, entities have to be uploaded to Stellio. To accomplish
the publication of entities to Stellio, a script reads the.json
file generated by the DSL, and based on the CPS, evalua-

tion function, and inputs section, it defines the entities to be
created. It then uses the PyNGSI-LD library provided by a
supplier to connect to Stellio and publish the entities.

3.3.3 Continuous integration pipeline

As an effort to facilitate the generation process of the oracle
microservice images to the end-user, a streamlined process
of image generation on GitLab has been implemented. This
process uses the CI/CD infrastructure provided by GitLab to
automate the microservice generation process. The genera-
tion process requires several components to be executed. To
ease this execution and to provide a self-contained approach
to the microservice generation, a Docker image shipping all
the required components has been created. This image con-
tains all the system requirements and components required
for generating microservices, along with several scripts that
provide an easy-to-use interface for the users. Input files are
shared to a pre-defined path inside the container through
Docker bind mounts.

A repository containing the Dockerfile required to gen-
erate the image, along with the microservice generator and
Stellio entity uploader as GIT submodules, has been cre-
ated. The image is automatically generated using the GitLab
CI/CD infrastructure and published to the GitLab Docker
registry, where it can be used in other pipelines.With the gen-
erator image, an example pipeline is shipped. This pipeline
definition includes a set of steps or stages required to generate
microservices from DSL input files. The developed pipeline
is being defined as a GitLab pipeline. GitLab pipelines are
defined in a gitlab-ci.yml file, following the YAML file syn-
tax and the keywords GitLab runners use to execute the
pipeline. The structure ofGitLab pipelines consists of several
execution stages, each containing steps to be executed. The
defined pipeline has been divided into four different stages,
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each of which contains a single step of generation: (1) DSL
generation stage, (2) model training stage, (3) microservice
generation stage, and (4) Stellio publication stage. All the
steps are executed inside the previously created generator
image.

4 Evaluation of the approach

In our evaluation, we tried to answer the following two
Research Questions:

• RQ1—Howgood is ourDSL-based tool’s expressiveness
for designing test oracles for CPSs?

• RQ2—How efficient is the tool at generating multi-level
test oracles?

WithRQ1,weaimed to assesswhether ourDSL is express-
ible enough to define test oracles to check whether a CPS
is compliant with its requirements. With RQ2, we aimed to
assess whether our approach is fast enough to generate multi-
level test oracles and therefore, scale for being integrated into
a DevOps infrastructure for CPSs.

4.1 Experimental setup for RQ1

4.1.1 Industrial datasets

We employed two different case study systems in our dataset
to assess the expressiveness of our DSL. On the one hand,
we employed Orona’s case study system that encompassed
a total of 37 requirements extracted from their typical test
process. These 37 requirements were extracted together with
domain experts by analyzing the documentation of the valida-
tion plans, which were conducted for testing various versions
of the dispatching algorithm. Moreover, the authors of this
paper interviewed engineers fromOrona to derive interesting
properties (by using natural language) that they would like
to consistently check through the different versions of the
dispatching algorithm.

On the other hand, we employed a second case study sys-
tem related to a satellite provided by LuxSpace Sàrl. While
we did not have full access to the case study system, its
requirements were openly available [27] and involved a total
of 41 requirements. Therefore, in total, we employed 78
requirements from two industrial case study systems of two
CPSs.

4.1.2 Open-source dataset

To complement our two industrial case study systems, we
employed 9 additional open-source case study systems. 7 out
of 9 case study systems (all except Autopilot and TwoTanks)

were related to the “Ten Lockheed Martin Challenges” [25]
The largest case study system had a total of 33 require-
ments, whereas the smallest one had only 2. In total, the
9 case study systems provided 87 additional requirements to
our experiments. Therefore, considering both, industrial and
open-source case studies, our benchmark involved a total of
165 requirements.

4.1.3 Evaluation metrics

To assess the expressiveness of our DSL, two metrics were
proposed.

On the one hand, we measure the expressible require-
ments rate (ERR). This metric measures the percentage of
requirements of the system that are possible to be modeled
by our DSL. We divide this metric into (1) ERR and (2)
ERRnew_monitors . The former refers to the percentage of
requirements that are modelable without the need for mod-
ifying any monitoring variable, whereas the latter refers to
the percentage of requirements that can be modeled through
our DSL but by modifying at least one monitoring variable
(e.g., performing a small modification of it).

On the other hand, we measure the number of test oracles
tomodel each requirement (# ofOracles). For eachmodelable
requirement, we measure howmany test oracles are required
tomodel the requirement. This is because some requirements
are too complex and therefore require several test oracles
to model a single requirement. The lower this metric, the
better the expressiveness of our approach. For each case study
system, we provide the average, maximum, and minimum
numbers for this metric.

4.2 Experimental setup for RQ2

With RQ2, we aimed to assess how efficient the test oracle
generator is at generatingmulti-level test oracles. To this end,
we employed the industrial case study system provided by
Orona along with its 37 requirements and followed the test
oracle generation pipeline in Fig. 16. That is, we commit the
sources to a GitLab repository and it triggers an automated
CI/CD pipeline that encompasses three different steps: (1)
generation of the source code; (2) generation of themicroser-
vice; and (3) publication of the entities in Stellio. To answer
RQ2, we measured the time taken by each of these steps.

4.3 Analysis of the results and discussion

4.3.1 RQ1—expressiveness

Table 2 shows the results of the first metric, which assesses
the percentages of requirements that can be modeled through
ourDSL for defining test oracles. In total, 94%of the require-
ments, i.e., 156 out of 165, could be modeled through our
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DSL without requiring any modification in the monitoring
file. This percentage could be increased to 98.18% in the
case by adding slight modifications in the monitoring file.
When considering individual systems, in 8 out of the 11
case study systems, the oracles could be modeled for 100%
of the requirements. In the regulator case study system, the
oracles for 4 of the requirements could not bemodeled. How-
ever, with a slight modification in the monitoring file, all the
requirements could have an oracle associated with this case
study system. In the neural network case study, there was a
requirement whose behavior could not be modeled through
our DSL to generate an oracle, and subsequently, in this case,
a custom oracle would need to be developed, which is also
supported by our DSL.

When considering both industrial case study systems, in
the case of Orona, related to the vertical transport domain,
all the requirements were modelable through our DSL. This
was expected, as we involved engineers from this company
when designing the tool. As for the industrial case study
from LuxSpace Sàrl [27], related to the aerospace domain,
90.12% of the requirements could be modeled directly and
95.12% of the requirements could be modeled by adding
slight modifications to themonitoring variables. The require-
ments that could not be modeled with our DSL had low-level
signal properties that the current version of the DSL does not
include (e.g., how a signal decreases monotonically). Those
cases, however, can be implemented once the test oracles are
generated in C by using the custom oracle functionality.

Table 3 reports the results for the second metric, which
measures the number of oracles that were necessary to spec-
ify a requirement. On average, from 1 to 4.32 test oracles
were required for modeling the requirements of the system
through our DSL. Two case study systems had a requirement
that required up to 9 oracles to model. Conversely, in 5 out
of the 11 case study systems, with a single test oracle it was
possible to model each requirement. This included Orona’s
case study, one of the two industrial case studies employed to
assess our approach. For the specific case of LuxSpace, the
second industrial case study system, themaximumamount of
test oracles to define a requirement was 3, although most of
the requirements could be modeled with a single test oracle.
The reason why more than 1 oracle is needed to model more
than 1 requirement was that (1) to keep the oracles simple, we
only allowed to assert one specific condition, and (2) ourDSL
allows expressing one single precondition. That is, in cases
where multiple checks are needed to validate a requirement
or a requirement has different preconditions, our DSL is not
expressible enough to model them within one oracle. How-
ever, instead, our approach tries to keep individual oracles
simple.

Having discussed this, the first RQ can be answered as
follows:

RQ1: Our DSL is capable of modeling a large portion
of requirements by employing only a few test oracles for
each requirement.

4.3.2 RQ2—oracle generation efficiency

Within RQ2, we wanted to assess how efficient our approach
is at generating multi-level test oracles. To that end, within
the realm of our industrial case study system provided by
Orona, we measured the time taken by our CI/CD pipeline
to generate (1) the source code of the oracles; (2) genera-
tion of the microservice; and (3) publication of the entities in
Stellio. In total, we measured the time taken in each of these
steps. The shortest times were produced by the first and last
steps, which took each of them less than 45s. Conversely,
the longest one was the second one, the generation of the
microservice, which took around 15min. Nonetheless, our
tool is sufficiently fast to be adopted by industrial practition-
ers for several reasons. Firstly, the common industry practice
involves the manual generation of multi-level test oracles
based on requirements, which is extremely time-consuming.
In contrast, our automated tool significantly reduces this
effort. Secondly, test oracle generation typically occurs after
test cases are designed and before they are executed. This
step can be scheduled to run during periods where imme-
diate results are not critical, such as overnight. Thirdly, test
oracle generation is not a continuous activity; it is usually
performed once per testing cycle or when significant changes
are made to the software.

Therefore, RQ2 can be answered as follows:

RQ2: Our test generator takes around 17 minutes from
the commit of the test oracle files to the generation of the
multi-level test oracle through a microservice, which is
fast enough to be adopted in practice.

4.4 Threats to validity

The main threats to the validity of our evaluation are related
to external validity. On the one hand, we only employed
two different industrial case study systems, which poses a
threat in generalizability. We note, however, that both case
study systems were from two different CPS domains. Fur-
thermore, we complemented these two case study systems
with 9 open-source case study systems, encompassing a total
of 165 requirements tomodel. On the other hand, the require-
ments needed to be modeled by humans, which may incur
bugs when defining test oracles. Wemitigated this by involv-
ing domain experts in the process of defining test oracles.

An internal validity threat in our evaluation could relate
to the time it takes to generate the microservices, which
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Table 2 Results for the % of
modelable requirements in the
selected open-source case
studies

Case study #of requirements ERR ERRnew_monitors

Orona 37 100% -

LuxSpace Sàrl 41 90.2% 95.12%

Autopilot 11 100.0% -

EffectorBlender 3 100.0% -

Euler 8 100.0% -

Finite State Machine 13 100.0% -

Neural Network 3 66.6% 66.66%

Nonlinear Guidance 2 100.0% -

Regulator 10 60.0% 100.00%

Tustin 5 100.0% -

TwoTanks 32 100.0% -

TOTAL 165 94.54% 98.18%

Table 3 Summary of the results
for the number of test oracles
required to model a requirement
with our DSL

Case study Avg. # of oracles Maximum # of oracles Minimum # of oracles

Orona 1.00 1 1

LuxSpace Sàrl 1.07 3 1

Autopilot 1.15 5 1

EffectorBlender 4.32 9 1

Euler 2.61 9 1

FiniteStateMachine 1.00 1 1

NeuralNetwork 1.00 1 1

Nonlinear Guidance 1.00 1 1

Regulator 1.00 1 1

Tustin 1.74 4 1

TwoTanks 1.35 8 1

may vary from run to run. Unfortunately, since the gener-
ation takes significant time (i.e., 17min), we were unable to
conduct thorough experiments with this. However, based on
internal validation of the tool, this time is always similar.

5 Related work

CPSs are typically modeled through generic modeling lan-
guages, includingMATLAB/Simulink,Modelica, or SysML.
Besides these generic modeling notations and tools, there are
others based on DSLs that cover specific particularities of
CPSs. Pradhan et al. [28] proposed a DSL to support CPSs’
heterogeneous communications and resilience systems. Van
den Berg et al. [29] proposed a DSL to specify (1) the inter-
active model description, (2) the computation of possible
operational modes of the CPS, and (3) design alternatives
of the CPS. Nandi et al. [30] proposed to deploy runtime
monitors of CPSs. Klikovits et al. [31] proposed a DSL for
modeling reactive CPSs. All these approaches are, however,

intended for the design and modeling of CPSs, whereas our
DSL focuses on modeling test oracles for CPSs.

As for the testing dimension, several DSLs have been pro-
posed. Vernotte et al. [32] proposed an attack-based testing
approach modeled through a DSL oriented to air traffic con-
trol systems. A similar approach was proposed by Barreto et
al. [33] for the same application domain. These approaches
are focused on testing the security aspects of the CPSs.
Maciel et al. proposed the test specification language (TSL)
to produce test cases following the Gherkin format [34]. In
the automotive domain, there have also been artifacts tar-
geting DSLs to specify test cases. For instance, Menzel et
al. proposed a DSL to create test cases from scenarios with
different levels of abstraction [35]. Queiroz et al. proposed
a DSL for representing autonomous driving scenarios for
simulation-based testing [36]. Afzal et al. [37] proposed a
DSL to generate scenes in Gazebo. Arrieta et al. [38] pro-
posed a DSL to generate test cases as well as test oracles for
simulation-based testing of CPSs. These approaches, how-
ever, focus on generating test cases (including test inputs),
while our approach focuses on the test oracle part, i.e., the
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mechanism that asserts whether the system is behaving as
expected.

Regarding the test oracle problem, there are tools sup-
ported by a DSL that aim at modeling and generating test
oracles for CPSs. As the development of CPSs’ software is
deemed to shift to a DevOps paradigm, our DSL is intended
to support such development methodology. Specifically, as
explained in the introduction, our tool supports six key char-
acteristics:C1: Streamlined test oracles (i.e., oracles that can
be reused across the different simulation-based test levels as
well as in operation);C2: Support for time-continuous behav-
iors;C3: Support for uncertainty modeling;C4:Quantitative
verdicts;C5: Support for synthetic data; and C6:Use of feed-
back from operation to reduce false positives. Similar to our
work, only four papers cover the modeling of test oracles for
CPSs through a DSL [12, 14, 15, 39]. Given that time is a
key characteristic of CPSs, all these works cover the second
characteristic, i.e., support for the time-continuous behaviors
of CPSs. Due to the properties of functional requirements
of CPSs, this characteristic is necessary to provide enough
expressiveness to model test oracles in the CPS context;
therefore, all the works cover this characteristic. Similar to
our work, Bernaerts et al. [39] and Menghi et al. [14] con-
sidered the use of quantitative verdicts (i.e., C4) to assess the
severity level when a CPS violates a requirement, or how far
the system is from violating it. This can be a useful character-
istic for other testing activities, such as test case generation,
where test oracles can be integrated for falsification-based
testing. Last, only one study incorporates uncertainty in their
DSL [14]. Nevertheless, the covered uncertainty part only
considered (1) uncertainty due to unknown hardware choices
and (2) uncertainty due to the noise in the inputs received
from the environment (e.g., sensor readings). In contrast, our
DSL covers awider range of uncertainties of CPSs, identified
by a previous work [6]. For this reason, we consider that the
work by Menghi et al. [14] covers uncertainty only partly.
The remaining three characteristics (i.e., C1, C5, and C6) are
only covered by our tool. We note that these three character-
istics make our approach unique in terms of modeling and
generating test oracles for CPSs to validate their software in
a DevOps development context.

6 Conclusion and future work

In this paper, we propose a tool supported by a DSL to define
test oracles for CPSs and generate them automatically in
order to be reusable across different testing levels as well
as in operation. The DSL supports important CPS character-
istics, including the time-continuous behavior of the systems,
their inherent uncertainties, anddifferent failure types.On the
other hand, we support multi-level execution by generating
microservices that are compatible with a DevOps infrastruc-

ture for CPSs [11]. We assessed the approach by employing
several case study systems, including two different industrial
case studies. The results suggest that our tool can define rele-
vant test oracles for CPSs and can generate the microservices
at an affordable time to apply to industrial contexts. However,
for other CPSs there may be oracles that can be used at the
SiL level that cannot be used at HiL level and operation, or
vice versa. In the future, we plan to further evaluate our DSL
in these CPSs and further investigate the generation of ora-
cles for specific testing levels by considering this option in
the DSL.

One key disadvantage of our approach is that the man-
ual definition of DSL models is required. Given the recent
advances in the field of large language models (LLM), as a
next step, we would like to explore the option of fine-tuning
an LLM to allow for the automated generation of test oracles
within our proposed syntax directly from natural language.
This would allow for saving a significant amount of time to
test engineers.
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Table 4 Functions performed by the wrapper

Functions Descriptions

Implement the REST API
input configuration call

The oracles receive inputs that are defined by a name and data type within a configuration JSON file. In a
microservices environment, these inputs are disseminated via MQTT by monitors and organized as
subscriptions in SenML format. The REST API input configuration call facilitates the binding of a sensor,
subscription, and monitoring representation to an oracle’s input

Implement the REST API
URN binding
configuration call

While oracles are named within the DSL, they require unique identifiers during runtime to distinguish between
multiple instances of the same oracle that may be deployed simultaneously. This is accomplished by binding
each oracle’s name to a unique URN, which is subsequently transformed into a distinct MQTT topic for
publishing the oracle’s verdicts. The URN binding API call ensures that each oracle instance has a unique topic
for verdict publication

Transform monitor sensor
values to oracle structures

Oracles operate on a C structure, referred to as MonitorInputs, which encapsulates all relevant inputs. Upon
receiving sensor data from monitors, the wrapper function parses and converts these values into the
MonitorInputs structure. This transformation ensures the consistency between the data received and the internal
representation utilized by the oracles, enabling them to process the inputs effectively and accurately

Transform verdicts to
SenML messages

The verdict, represented by a C structure known as Verdict, comprises the discrete verdict, assurance level, and
verdict type. The wrapper is responsible for both the transformation and the publication of these verdicts,
thereby ensuring that they are properly formatted and accessible to other services within the system

Integrate DSL Artifacts in
the Oracle microservice

This process is managed using Ansible. Initially, Ansible interprets the JSON configuration file, which contains
the definitions for each CPS, including the oracles, variation points, and synthetic variation points for
pre-specification oracles. Ansible then proceeds to prepare and copy the required files into the designated target
directories. For each CPS definition, a distinct microservice is generated, with the corresponding template and
wrapper files, as well as the.c and.h files generated by the DSL, being copied into the appropriate output
directory. Following the file preparation, Ansible fills the template files with the necessary data
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