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ABSTRACT
Deep Learning (DL) components are increasing their presence in
safety and mission-critical software systems. To ensure a high de-
pendability of DL systems, robust verification methods are required,
for which automation is highly beneficial (e.g., more test cases can
be executed). Metamorphic Testing (MT) is a technique that has
shown to alleviate the test oracle problem when testing DL systems,
and therefore, increasing test automation. However, a drawback
of this technique lies into the need of multiple test executions to
obtain the test verdict (named as the source and the follow-up test
cases), requiring additional testing cost. In this paper we propose an
approach based on multi-objective search to select follow-up test
cases. Our approach makes use of source test cases to measure the
uncertainty provoked by such test inputs in the DLmodel, and based
on that, select failure-revealing follow-up test cases. We integrate
our approach with the NSGA-II algorithm. An empirical evaluation
on three DL models tackling the image classification problem, along
with five different metamorphic relations demonstrates that our
approach outperformed the baseline algorithm between 17.09 to
59.20% on average when considering the revisited Hypervolume
quality indicator.

CCS CONCEPTS
· Software and its engineering→ Search-based software en-
gineering.
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1 INTRODUCTION
Deep Learning (DL) components are commonly integrated into criti-
cal software systems that need to perform complex tasks, including
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image processing of autonomous vehicles and medical systems
predicting diseases [50]. Thoroughly testing such systems is para-
mount to ensure a high dependability of critical systems. To allow
a robust verification approach of such systems, automation is nec-
essary, which therefore requires test oracles (i.e., the mechanism
in charge of determining whether a test input passes or fails). Of-
ten, it is infeasible to determine which the test outcome should be,
which is known as the test oracle problem. Metamorphic testing is
a technique that alleviates the test oracle problem. This technique
is based on the intuition that often it is simpler to reason about
relations between the inputs/outputs of multiple, related test exe-
cutions, rather than the relations between inputs/outputs of each
individual test execution [7].

Metamorphic oracles, which take advantage of metamorphic
relations between input values, have emerged as a viable approach
to overcome the test oracle problem of DL systems [36]. In fact, in a
recent systematic mapping on testing machine-learning based sys-
tems, Riccio et al., [36] found that out of 13 studies tackling the test
oracle problem, 12 of them used metamorphic oracles. Such tech-
nique has demonstrated success in alleviating the oracle problem
in a wide range of DL applications, including autonomous driving
systems [48], image classification [13, 41] and object detection [41].

However, the application of metamorphic testing consumes ad-
ditional testing resources as it involves multiple program execu-
tions [35]. To increase the cost-effectiveness of metamorphic testing,
prior studies have proposed to reduce the number of Metamorphic
Relations (MRs) throughMR composition [21, 22]. However, whether
the fault detection capability of the composite MR is higher or sim-
ilar to its corresponding component MRs has been controversial.
While Dong et al., [21] reported that the fault detection capability
remains unchanged, Liu et al., [22] found that the fault detection
capability may be reduced after MR composition. Our recent study
showed that such an approach reduces the failure detection capa-
bility of MRs when testing DL systems [3].

To overcome this problem, this paper proposes a test case se-
lection approach of DL systems that uses metamorphic testing in
their verification process. Specifically, metamorphic testing predi-
cates on the input and output of multiple test inputs (source and
follow-up test cases). We conjecture that a high confidence of the
DL model when executing the source test case leads to a high proba-
bility of the MR holding with respect to its corresponding follow-up
test case too. Therefore, our approach aims at favoring the selec-
tion of follow-up test cases with high probability of violating the
MR by selecting follow-up test cases whose source test cases have
shown a low confidence. Since the test case selection problem is
multi-objective in nature, we use a Pareto-based test case selection
approach based on the NSGA-II algorithm, a widely used algorithm
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for solving the test case selection problem [4ś6, 31, 33, 34, 42, 44].
Specifically, the main contributions of this paper can be summarized
as follows:

• We propose a multi-objective test case selection approach
for selecting metamorphic follow-up test cases for testing DL
systems based on information obtained from the execution of
source test cases. To the best of our knowledge, this is the first
paper that proposes a similar approach both in the context
of metamorphic testing and in the application domain of DL
systems.

• We apply this approach to the context of image classification
DL models. We used a total of five Metamorphic Relations
(MRs) defined by Spieker and Gotlieb [41] and three state-of-
the-art DL models. We empirically evaluated the approach
with the Imagenette dataset, containing a total of 3,845 im-
ages (i.e., test cases in our context). Our approach outper-
formed with statistical significance the baseline techniques
for all the defined MRs in the three selected models.

• Wemake all our sources and experimental material available
for replication and reproducibility purposes.

The rest of the paper is structured as follows: Section 2 explains
basic background related to metamorphic testing and DL systems.
In Section 3 we explain our approach for metamorhpic follow-
up test case selection of DL systems. In Section 4 we introduce
the application domain at which we evaluated our approach and
the selected metamorphic relations. We empirically evaluate our
approach in Section 5. We position our work with respect to the
state-of-the-art in Section 6. Lastly, we conclude our paper and
discuss future research avenues in Section 7.

2 BACKGROUND
This section explains basic concepts of metamorphic testing and
DL systems.

2.1 Metamorphic Testing
Metamorphic testing (MT) [8, 40] is a technique that aims to detect
faults by looking at the relations among the inputs and outputs of
two or more executions of the system under test (SUT), so called
metamorphic relations (MRs). For instance, consider the program
𝑠𝑒𝑎𝑟𝑐ℎ(𝑇 ) that searchers for a string𝑇 in Google, as shown in Figure
1, where T refers to the string łsoftwarež. Naturally, checking all
the results returned by Google is unfeasible. This is an instance of
the oracle problem. Suppose we create a new string 𝑇 ′ by adding
an independent text fragment 𝑆 at the end of 𝑇 : 𝑇 ′

= 𝑇 + {𝑆}. In
the example of Figure 1, łSž refers to the string ł product linesž.
Intuitively, the number of results returned for the string 𝑇 ′ should
be less than or equal to those in 𝑇 , as can be seen in Figure 1. In
this relation, (𝑇 ) is the source test case, and (𝑇 ′), which is created
by extending the input text in 𝑇 , is the follow-up test case. This MR
can be instantiated into one or more metamorphic tests by using
specific input values and checking whether the relation holds. The
metamorphic test is said to have failed if the relation is violated.
MT has been applied in multiple domains, including compilers,
cybersecurity and bioinformatics, among others [9, 39]. In the last
few years, industrial applications of MT have also been reported at
high-tech companies like Facebook [1] and Google [12].

Follow-up test input:

Source test input:

Figure 1: Example of a metamorphic test for testing the
Google search engine

2.2 Deep Learning Systems
Unlike traditional software development, where the logic of a pro-
gram is crafted by developers in the form of source code, DL follows
a data-driven programming paradigm [25]. The logic of a DL system
is encoded in a deep neural network (DNN), which is represented
by sets of weights fed into non-linear activation functions [25]. The
DNN is built by running the training program on a set of training
data that should be prepared by the DL developer [25]. The learned
functions can later be applied in unseen data, allowing to make
predictions about unknown properties of observed data [36]. When
learned, these functions can be represented and stored as a set of
hyper-parameters and variables in a model, which is defined as an
instance of a specific machine-learning algorithm [36].

3 TEST CASE SELECTION OF METAMORPHIC
FOLLOW-UP TEST CASES

Approach overview: Figure 2 shows the overview of our approach,
which contemplates five steps. In step 1, the source test cases are
executed. In this execution, the test output (i.e., the prediction,
such as labeling of an image) and the confidence level is obtained.
The confidence level refers to the maximum prediction probability
score of an input in a DL model [26]. Despite its simplicity, this
metric has been found to be effective at quantifying the uncertainty
provoked by an input in a DL model [26]. This confidence level
is obtained by the test selection algorithm in Step 2, which uses
such information to predict the uncertainty provoked by the source
test cases in the DL model. The test case selection approach uses a
search algorithm, NSGA-II in our case, to select a subset of test cases
from an initial test suite (selected test suite). With this information,
the follow up test cases are generated applying the corresponding
test transformation based on the selected MR. In step 4, the selected
follow-up test cases are executed. In a last step (i.e., Step 5), the
output of both source and follow-up test cases are compared based
on theMR. For instance, in the application we used in the evaluation
(i.e., image classification), the test output is referred to the label of
the DL model for an image. Based on the defined MRs, both outputs
(i.e., labels) shall be the same.

Formalization: Let 𝑇𝑆 = {𝑡𝑐1, 𝑡𝑐2, ..., 𝑡𝑐𝑁 } be a test suite (𝑇𝑆)
composed by 𝑁 test cases (𝑡𝑐). The cost-effectiveness of a test suite
is measured through a set of 𝑝 objective functions (𝑜 𝑓 ) to be sat-
isfied when selecting test cases: 𝑂𝐹 = {𝑜 𝑓1, 𝑜 𝑓2, ..., 𝑜 𝑓𝑝 ) [31]. The
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Figure 2: Overview of the proposed approach

test case selection problem aims at selecting a subset of test cases
from 𝑇𝑆 , such that 𝑇𝑆 ′ = {𝑡𝑐1, 𝑡𝑐2, ..., 𝑡𝑐𝑀 } is a subset of 𝑇𝑆 (i.e.,
𝑇𝑆 ′ ⊆ 𝑇𝑆), that is Pareto-optimal with respect to the objective func-
tions in𝑂𝐹 and𝑀 ≤ 𝑁 . Our test case selection approach is slightly
different, because in our case, we are aiming to select metamor-
phic follow-up test cases. Therefore, let 𝑆𝑇𝑆 = {𝑠𝑡𝑐1, 𝑠𝑡𝑐2, ..., 𝑠𝑡𝑐𝑁 }

be the source test suite (𝑆𝑇𝑆) composed by 𝑁 source test cases
(𝑠𝑡𝑐). For each of these test cases, a follow-up test case (𝑓 𝑡𝑐) can
be generated by applying a transformation to the source test case
based on a metamorphic relation (𝑀𝑅). Thus, for any test case
𝑖 in 𝑆𝑇𝑆 a transformation function 𝑡 𝑓 can generate the follow-
up test case based on an MR: 𝑓 𝑡𝑐𝑖 = 𝑡 𝑓 (𝑠𝑡𝑐𝑖 , 𝑀𝑅). Therefore, let
𝐹𝑇𝑆𝑀𝑅 = {𝑓 𝑡𝑐1, 𝑓 𝑡𝑐2, ..., 𝑓 𝑡𝑐𝑁 } be the follow-up test suite com-
posed by 𝑁 follow-up test cases, which are obtained by transform-
ing the source test cases from 𝑆𝑇𝑆 based on a specific𝑀𝑅. Our test
case selection approach aims at selecting test cases from 𝐹𝑇𝑆𝑀𝑅 ,
such that 𝐹𝑇𝑆 ′

𝑀𝑅
= {𝑓 𝑡𝑐1, 𝑓 𝑡𝑐2, ..., 𝑓 𝑡𝑐𝑀 } is a subset of 𝐹𝑇𝑆𝑀𝑅 (i.e.,

𝐹𝑇𝑆 ′ ⊆ 𝐹𝑇𝑆).
Solution encoding: We use a binary coding representation of

solution, like most multi-objective test case selection studies [4ś
6, 30, 31, 33, 34, 42, 44]. This means that if the i-th digit of the binary
string is 1, the follow-up test case 𝑓 𝑡𝑐𝑖 from 𝐹𝑇𝑆𝑀𝑅 is included in
the solution. Conversely, if the i-th digit of the binary string is 0,
𝑓 𝑡𝑐𝑖 will not be included.

Search space: The search space for the test case selection prob-
lem is 2𝑁 , 𝑁 being the number of test cases in the initial test suite.
A test suite of 1,000 test cases has a total of 1.0715× 10301 potential
solutions. In our experiments we used a total of 3,845 test cases.
Thus, the search space is huge in order brute force to be applied.
Therefore, the use of search algorithms is justified.

Fitness functions: We used two fitness functions to guide the
multi-objective algorithm towards optimal solutions: one measures
the cost, and the second is the uncertainty provokedwhen executing
a set of source test cases. Both fitness functions conflict with each
other.

Let 𝐹𝑇𝑆𝑖𝑛𝑖𝑡 = {𝑓 𝑡𝑐1, 𝑓 𝑡𝑐2, ..., 𝑓 𝑡𝑐𝑁 } be the initial test suite. De-
fine a set of follow-up test cases 𝐹𝑇𝑆𝑠𝑒𝑙𝑒𝑐𝑡 = {𝑓 𝑡𝑐1, 𝑓 𝑡𝑐2, ..., 𝑓 𝑡𝑐𝑀 },
that are selected from 𝐹𝑇𝑆𝑖𝑛𝑖𝑡 . As a cost function we used the nor-
malized number of test cases to be selected. Prior studies have used

the test execution time [5, 6] as cost function. This fitness function
is good especially when there are high differences in the test execu-
tion times between test cases (e.g., Cyber-Physical Systems [5, 6]).
In our case, since all test cases are images, and there is no clear
difference in the execution of tests among them, we resort to the
total number of selected test cases as the cost function of the test
case selection problem. Thus, the normalized number of test cases
score of a set of selected test cases is:

𝑁𝑇𝐶𝑠𝑒𝑙𝑒𝑐𝑡 = 𝑀/𝑁 (1)

The search algorithm aims at minimizing this metric, favoring
solutions with fewer test cases.

For the effectiveness fitness function, we conjecture that an MR
is more likely to be violated if the uncertainty provoked by the
source test case in the DL model is higher. A previous study ob-
served that there was a positive correlation between uncertainty
metrics and missclassification on both real and artificial (adversar-
ial) test inputs [26]. However, in that study, the missclassification
was intended to be verified manually. In our case, we consider a
missclassification to be a violation of an MR, allowing full test au-
tomation. Thus, we need to validate such hypothesis again because,
a missclassification can occur with both the source and follow-up
test cases executed in the DL model, but both can classify the in-
put with the same label and not violate the MR. To quantify this
uncertainty, we make use of the confidence level of a DL model
when doing a prediction (i.e., in our case, since we have applied
our approach to an image classification problem, the prediction is
the label of the image). The confidence is a value between 0 and 1.
The higher this value, the lower the uncertainty. Therefore, when
executing a source test case 𝑖 (𝑠𝑡𝑐𝑖 ) in Step 1 (Figure 2), we quantify
its uncertainty as follows:

𝑢𝑛𝑠𝑡𝑐𝑖 = 1 − 𝑐𝑜𝑛𝑓𝑠𝑡𝑐𝑖 (2)

where 𝑐𝑜𝑛𝑓𝑠𝑡𝑐𝑖 is the confidence value returned by the DL model
when executing 𝑠𝑡𝑐𝑖 .

Based on the above definition, let 𝑢𝑛𝑠𝑎 denote the uncertainty of
the source test case corresponding to the follow-up test case 𝑓 𝑡𝑐𝑎 in
𝐹𝑇𝑆𝑠𝑒𝑙𝑒𝑐𝑡 . To normalize such a function, let 𝑢𝑛𝑠𝑏 be the uncertainty
of the source test case corresponding to the follow-up test case 𝑓 𝑡𝑐𝑏
in 𝐹𝑇𝑆𝑖𝑛𝑖𝑡 . The normalized uncertainty score of a set of selected
test cases is:

𝑈𝑁𝑠𝑒𝑙𝑒𝑐𝑡 =

∑𝑀
𝑎=1 𝑢𝑛𝑠𝑎

∑𝑁
𝑏=1 𝑢𝑛𝑠𝑏

(3)

The search algorithm aims at maximizing this metric, favor-
ing the inclusion of follow-up test cases whose source test case
exhibited a high uncertainty in the DL model.

4 APPLICATION DOMAIN AND SELECTED
METAMORPHIC RELATIONS

While our approach could be generalized to any kind of DL system
using metamorphic testing as a technique to alleviate the test ora-
cle problem, our experiments were limited to the context of image
classification. DL models in this application receive an image as
input and assign a single class label to the image [41]. We chose this
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(a) Original image (b)𝑀𝑅1 ś Flip Left Right (c)𝑀𝑅2 ś Flip Up Down

(d)𝑀𝑅3 ś Rotate 5º (e)𝑀𝑅4 ś Rotate -5º (f)𝑀𝑅5 ś Shear

Figure 3: Examples of the selected MRs applied to an image of Lur, the author’s dog

application domain due to different reasons. First, this application
has been widely investigated in the past in the context of metamor-
phic testing [13, 41]. This allowed us to analyze and select different
metamorphic relations (MRs) proposed by other researchers. Sec-
ondly, there are many pre-trained DLmodels available targeting the
image classification problem. Such DL models are possible to use in
many different programming languages. Therefore, our approach
can easily be replicated by other researchers. Lastly, it is easy to
find a dataset of labeled images in this application context.

We defined a total of 5 MRs, one of which was configured to two
different MRs. Following the MRs between source and follow-up
test cases, a test is considered failed if the transformed image leads
to a different classification result as the original image. Figure 3
shows the effect of the MRs in the image transformation from the
original image (i.e., source test case), to their transformation (i.e.,
follow-up test cases). These proposed MRs were considered from a
previous work [41] and relate to:

• MR1 ś Flip left-right: The classification of the DL model
shall be the same when flipping the image from the left to
the right.

• MR2 ś Flip up-down: The classification of the DL model
shall be the same when flipping the image upside down.

• MR3 ś Rotate 5º: The classification of the DL model shall
be the same when rotating the image by 5º.

• MR4 ś Rotate -5º: The classification of the DL model shall
be the same when rotating the image by -5º.

• MR5 ś Shear: The classification of the DL model shall be
the same when the image is sheared.

5 EMPIRICAL EVALUATION
In our empirical evaluation, we aimed at answering the following
three research questions (RQs):

• RQ1 ś Fitness Function Assessment: Is the uncertainty

metric based on confidence appropriate for the test case selec-

tion problem? Our approach conjectures that the confidence
level of a DL model when labeling an input can help increase
the cost-effectiveness of DL systems testing by selecting an
appropriate subset of follow-up test cases. This RQ aims at
validating this hypothesis. Similar to other regression testing
studies [17, 28], we modified the effectiveness fitness func-
tion with the goal of favoring follow-up test cases whose
source test cases showed a high confidence. Therefore, we
integrated the NSGA-II algorithm with such modified fitness
function. Thorough the rest of the paper, we refer to this
version as NSGA-II(RQ1).

• RQ2 ś Sanity Check: How does the proposed test case selec-

tion approach together with NSGA-II perform when compared

to Random Search (RS)? The second RQ aims at answering
whether the problem to solve is non-trivial. To this end, we
integrated the proposed fitness functions with RS, as done in
other studies that evaluate test selection techniques [6, 42].

• RQ3 ś Improvement Extent: To what extent can NGSA-II

together with the proposed fitness functions outperform RS?

The third RQ is defined to quantify the average percentage
of improvement of the NSGA-II algorithm along with the
proposed fitness functions when compared with RS.

5.1 Experimental Setup
We now explain the experimental setup we carried out to answer
the defined RQs.

5.1.1 Models. We used three pre-trained DL models for the object
classification problem: (1) ResNet50, (2) ResNet101 and (3) GoogleNet.
These three models are Convolutional Neural Networks (CNN) of
50, 101 and 22 layers deep respectively. The three of them classify
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images into 1,000 object categories and their image input size is of
224-by-224.

5.1.2 Dataset. Spieker and Gotlieb used the CIFAR-10 dataset [41].
However, the authors of the dataset removed it due to a variety of
reasons, and asked the community not to use it.1 Therefore, we used
the Imagenette dataset,2 which is a subset of 10 classified classes
from Imagenet [20], a widely used dataset for image classification
algorithms. We used a total of 3,845 images from the validation
dataset of Imagenette. Table 1 shows the obtained missclassification
rates by the defined metamorphic relations for the three models
used in our study. As can be seen, MR2 obtained the highest miss-
classification rate while MR1 showed the lowest one. Despite the
dataset being different, these results were in line with the results
obtained by Spieker and Gotlieb for such MRs with the CIFAR-10
dataset [41].

Table 1: Failure rate of each of the defined MRs for the 3,845
images and the three DL models used in our evaluation

MR1 MR2 MR3 MR4 MR5
ResNet50 0.15 0.52 0.30 0.30 0.24
ResNet101 0.12 0.52 0.31 0.31 0.19
GoogleNet 0.24 0.69 0.35 0.36 0.30

5.1.3 Evaluation metrics. As proposed by Panichella et al. [31], and
used in other test case selection studies (e.g., [4ś6]), we used the
revisited hypervolume (HV) metric to measure the effectiveness
of our approach. The revisited HV, instead of measuring the HV
at the algorithm’s objective level, first obtains the Pareto-frontier
returned by the algorithm (i.e., in our case NSGA-II or RS) and
measures (1) the cost and (2) the effectiveness of each individual
solution. With the obtained information, a second Pareto-frontier
is obtained aiming to minimize the cost and maximize the effective-
ness. In our case, we measured the cost as the test reduction rate
provided by the solution (i.e., # of selected test cases/ # of total test
cases). Thus, this metric is in the range [0,1], where the lower, the
better. As for the effectiveness, we measured the selected failure
rate. To this end, we first applied the entire test suite in each MR
and obtained the number of MR violations by the entire test suite.
In a second step, for each of the solutions, we measured the number
of MR violations by the selected test cases in a solution. Therefore,
we measured the normalized fault detection rate as # of failures
detected by the selected test cases/ # of failures detected by the
entire test suite. Thus, this metric is also in the range [0,1], where
the higher, the better. It is noteworthy that the revisited HV was
applied individually in the five MRs.

5.1.4 Statistical tests. The used search algorithms involve random
variations. We therefore run each algorithm 50 times, as recom-
mended by Arcuri and Briand [2]. We kept control over the seed
in order our results to be reproducible by other researchers. After
executing the experiments, we assessed the normality of the data
samples through the Shapiro-Wilk test. Since the data was normally

1See the following page for the explanations given by the CIFAR-10 authors: http:
//groups.csail.mit.edu/vision/TinyImages/
2https://github.com/fastai/imagenette

distributed, we used the t-test (i.e., significance test) to determine
the significance of the results produced by different algorithms.
The significance level was set to 95%, which means that a p-value
lower than 0.05 means that there was statistical significance. Fur-
thermore, to assess the difference between the different algorithms,
we employed the Vargha and Delaney Â12 value.

5.1.5 Algorithm setup. Similar to other studies where the NSGA-II
was the algorithm for test case selection [5, 6, 44], the population
was set to 100 and the number of fitness evaluations to 25,000. The
crossover ratewas set to 0.8.We used a one-point crossover operator.
Lastly, the mutation rate was 0.01. Unlike other studies [5, 6], we
did not use the probability rate of 1/N, N being number of test cases,
because the number of test cases in our study was much larger (i.e.,
3,845) than those previous studies (i.e., around 150 [5, 6]). We used
the bit-flip mutation operator. Therefore, adding/removing 1 test
case on average by the mutation operator does not have a large
impact in the search.

5.2 Analysis of the Results and Discussion
In this section we analyze and discuss the obtained results to answer
our RQs. Figure 4 depicts the obtained distribution for the revisited
HV metric. As can be observed, for the NSGA-II algorithm, the
values forMR1 are the highest ones, whereas theMR2 are the lowest
ones. Similarly, the values were higher in general for the Resnet
50 and Resnet101 DL models than the Googlenet DL model. This
could be due to the failure rates of each model and MR. As can be
observed, MR1 has the lowest failure rates for the three DL models,
whereas MR2 has the highest ones. On the other hand, GoogleNet
showed higher failure rates than the Resnet50 and Resnet101 DL
models.

RQ1 ś Fitness function assessment: Figure 4 shows the ob-
tained distribution for the revisited 𝐻𝑉 for each MR and each DL
model. As can be seen, the results of our approach (NSGA-II) outper-
formed in all cases the NSGA-II with the fitness function configured
to promote the inclusion of follow-up test cases with low uncer-
tainty (i.e., NSGA-II(RQ1)). These results were further corroborated
through statistical tests (Table 2), where all the Â12 values were
1, meaning that the probability of our approach being better than
the baseline is of 100%. Furthermore, all p-values were very low.
This can also be appreciated from the boxplots in Figure 4, where
there was no single value of the NSGA-II below the values of the
NSGA-II(RQ1). Furthermore, it can be observed that in 12 out of
15 cases (i.e., all except the cases of MR2) RS outperformed the
NSGA-II(RQ1). This means that the uncertainty of source test cases
measured through the confidence of a DL model to classify an ob-
ject is a good proxy to select follow-up test cases. Therefore, we
can answer the first RQ as follows:

The uncertainty based on confidence is an appropriatemetric
to integrate as an objective function of a multi-objective
algorithm for selecting follow-up test cases of DL systems
when using metamorphic testing.

RQ2 ś Sanity check: As sanity check of our study, we compared
the NSGA-II algorithm with RS under the same conditions (i.e.,
number of fitness evaluations and same fitness functions). Usually,
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Figure 4: Distribution of the obtained Revisited 𝐻𝑉 metric for the different algorithms, MRs and DL models

Table 2: Results of the Vargha and Delaney Â12 values and ttest p-values between our approach and the baselines (RQ1 and RQ2)

MR1 MR2 MR3 MR4 MR5
Â12 p-value Â12 p-value Â12 p-value Â12 p-value Â12 p-value

ResNet50 NSGA-II vs. NSGA-II (RQ1) 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001
NSGA-II vs. RS 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001

ResNet101 NSGA-II vs. NSGA-II (RQ1) 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001
NSGA-II vs. RS 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001

GoogleNet NSGA-II vs. NSGA-II (RQ1) 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001
NSGA-II vs. RS 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001 1 <0.0001

when RS outperforms NSGA-II, it means that the problem to solve
is non-trivial. Another possibility might mean that the fitness func-
tions are not effective. Neither happened in our case. As can be seen
in Figure 4 and corroborated by the statistical tests (Table 2), the
NSGA-II outperformed RS with statistical significance. Specifically,
for all the 50 runs in all MRs and for all the used DL models, the
NSGA-II provided higher HV values than RS. Thus, we can answer
the second RQ as follows:

The NSGA-II algorithm outperformed RS in all the cases
with statistical significance. This means that the problem
of metamorphic follow-up test case selection in the context
of DL systems is a non-trivial problem. Therefore, search
algorithms are recommended.

RQ3 ś Improvement extent: Table 3 shows the percentage
improvement extent of the NSGA-II over RS in terms of the revisited
HV for the average values. The largest improvements are related
to the first MR, whereas the lowest ones are related to MR2. It is
noteworthy that this is consistent with the failure rates of the MRs
that can be seen in Table 1. MR1 has the lowest failure rates whereas
MR2 has the largest ones. A possible explanation could be that in
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the case of MR2, the NSGA-II reduces the candidate test suites
too much, therefore, missing many failure revelations. A potential
improvement to fix this issue could be to seed the initial population
of the search, as proposed in a previous work [4]. Nevertheless,
the lowest improvement extent is 17.09%, which is still considered
quite large. Having discussed this, the third RQ can be answered as
follows:

The improvement extent of NSGA-II over RS is between 17.09
to 59.20%. This improvement extent depends on the failure
rate of the MRs. With MRs with lower failure rates (e.g.,
MR1), the improvement extents are larger when compared
with MRs with higher failure rates.

Table 3: Average improvement extent of the NSGA-II algo-
rithm over RS (RQ3)

MR1 MR2 MR3 MR4 MR5
Resnet50 55.14% 18.55% 39.99% 41.06% 47.98%
Resnet101 59.20% 17.26% 37.03% 36.36% 51.67%
GoogleNet 37.00% 17.09% 32.97% 32.50% 34.97%

5.3 Threats to validity
We now summarize the threats to validity of our evaluation and
the actions we took to mitigate such risks:

Internal validity: An internal validity threat in our study could
be related to the selected MRs. We selected these MRs based on
a previous work [41]. Additional MRs were proposed in the same
work. One of themwas based on blurring the original image, but the
implementation we found took a long time to generate follow-up
test cases based on that MR. The inclusion of that MR would re-
quire the experimental set-up to be reduced (e.g., fewer DL models).
Another one was based on inverting an image, but from the results
from Spieker and Gotlieb [41] we found that violating MRs with
such a transformation was too trivial. Therefore, we decided not
to use these two MRs. Some of these MRs were configurable. For
instance, MR3 and MR4 require a configuration of the degrees of
the image to be rotated. Initially, we set this value to 20º, but the
DL models missclassified most of the images, labeling them as łPC
monitorž based on the edges this MR produces in the follow-up
test cases. Therefore, we reduced this value to 5º and -5º, removing
this problem. Another internal validity threat in our study refers
to the parameters of the algorithms, which were not changed. To
reduce this threat we configured the algorithms based on previ-
ous works that used the NSGA-II algorithm for test case selection
purposes [6, 44].

External validity: An external validity threat in our evaluation
relates to the generalization of the results. We tried to mitigate this
threat by using three different DL models and five MRs for each
of the models. Another external validity in all test selection and
prioritization studies is related to how the failures are distributed,
as found by Zhu et al., [49]. From Table 1, it can be observed that
our MRs detected different amount of failures depending on the DL
model and the MR. For instance, MR1 showed a low failure rate,
whereas MR2 a large one. Meanwhile, the failure rates of MR2, MR3

and MR5 were modest, but also different among the DL models
(e.g., the lowest failure rate for MR5 was 0.19 and the largest one
0.3). Therefore, this suggests that in our study we had a diverse
distribution of failures.

Conclusion validity: As in any other study involving ran-
domized algorithms, a conclusion validity threat involves the non-
determinism of the employed algorithms. We mitigated this threat
by running each algorithm 50 times to account for random vari-
ations, as recommended in related guidelines [2]. Moreover, we
used the appropriate statistical tests to carefully analyze the results
and differences among the proposed approach and the baseline
techniques.

Construct validity: Construct validity threats arise when the
measures used are not comparable across algorithms. To mitigate
this threat we used the same stopping criterion for all the algorithms
(i.e., the total number of fitness evaluations was set to 25,000).

6 RELATED WORK
Test case selection has been a widely studied technique in the cur-
rent literature. Yoo et al., identified up to 12 different approaches
based on an extensive analysis of the state-of-the-art [46]. Engström
et al., surveyed 28 different techniques related to test case selec-
tion [14]. The test case selection problem is both (1) complex due
to its huge search space and (2) multi-objective in nature [10]. For
this reason, Pareto-based search algorithms have been found an
appropriate technique to solve the test case selection problem in
different domains [6, 31, 34, 42, 44]. Yoo and Harman were the
first researchers in proposing the use of Pareto-based search algo-
rithms to solve the test case selection problem [44]. Their original
approach involved two effectiveness functions (i.e., coverage and
historical information of faults) and a cost function (i.e., test execu-
tion cost). The same authors extended this study by proposing an
hybrid approach [45].

Since then, the application of multi-objective test case selection
algorithms has been widely studied in multiple domains (e.g., de-
fense [15], maritime [33]) and type of systems (e.g., software product
lines [42], cyber-physical systems [6]). Different types of studies are
performed. Most of them focus on proposing cost-effective objective
functions and study whether they act as reasonable surrogate to de-
tect faults [6, 44]. Other studies focus on comparing different types
of search algorithms [33, 34, 42]. There is a last group that proposes
novel strategies inside the algorithms and their genetic operators,
such as injecting diversity through the search [31], proposing novel
crossover operators [30], or seeding the initial population of the
algorithm [4]. However, to the best of our knowledge, there is no
previous approach that has proposed multi-objective test case se-
lection approach neither in the domain of DL systems nor in the
context of metamorphic testing.

Research efforts on testing DL systems has considerably in-
creased in the last few years from different perspectives [36, 47].
This research spans across different areas [36, 47], such as, new
test adequacy criteria for DL systems testing [18, 19, 23ś25, 32],
test generation approaches [23, 37] and the comparison between
on-line and off-line DL system testing [16]. A recent survey identi-
fied the test oracle problem as one of the fundamental challenges
when testing ML systems [47]. Metamorphic oracles, which are the
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types of oracles we target in this paper, have been found widely ap-
plied to solve the oracle problem in machine-learning systems [36].
For instance, Xie et al., [43] investigated the application of meta-
morphic testing to test unsupervised ML systems. Ding et al., [11]
proposed an approach for validating the classification accuracy of
a DL framework that included a CNN, a DL execution environ-
ment, and a massive image data set. Murphy et al., [29] proposed
metamorphic testing to test different ML algorithms (e.g., Support
Vector Machines). Saha and Kanewala compared multiple MRs from
previous studies to test supervised classifiers [38]. Dwarakanath et
al., proposed a set of MRs, which included rotation of images, to test
image classifiers [13]. All these works explore the applicability of
metamorphic testing to test machine learning and DL applications.
However, unlike this study, their focus is not on increasing the cost-
effectiveness of metamorphic testing by selecting an appropriate
subset of test cases.

In the context of DL systems testing, similar to our approach,
two recent studies cover both the execution cost and the test oracle
problem. In particular, Ma et al., [26] investigate the correlation
between different metrics and misclassification on both real and
artificial data. These metrics involve both uncertainty-based and
coverage-based metrics. They found that uncertainty-based metrics
had medium to strong correlation with misclassification whereas
coverage-based techniques showed weak or no correlation. On
the other hand, Ma et al., [27] proposed a differential testing ap-
proach for selecting test cases. Specifically, they train different
sub-specialized model instances of the DL system by training these
models with sub-data of different categories. These sub-specialized
models are later used for differential testing, i.e., the same test in-
puts are applied for both the sub-specialized models and the DL
model under test. If one of the sub-specialized models differs with
the DL model under test, that test input is selected to be manu-
ally inspected by the developer. Several differences exists between
these two approaches and ours. Firstly, in both of these papers, the
misclassification is intended to be checked manually, whereas we
use metamorphic testing to provide a test verdict, making our ap-
proach fully automated. Secondly, they do not propose any search
algorithm to select potential test cases. The first paper [26] limits
their study to measuring the correlation between different met-
rics and misclassification. The second paper [27] uses multiple
test executions with different DL models, which also increases the
test execution cost. Conversely, in our study, we propose a multi-
objective test case selection approach to select follow-up test cases
by considering the uncertainty provoked by the source test cases
in the DL model.

7 CONCLUSION AND FUTUREWORK
Metamorphic testing alleviates the test oracle problem of several DL
applications. However, this technique requires the execution of the
source and follow-up test cases, requiring additional testing cost.
In this paper, we propose a novel approach for increasing the cost-
effectiveness of DL systems testing when using metamorphic tests.
The approach uses information of the uncertainty provoked by the
source test cases in the DL model to select follow-up test cases.
The selection algorithm employs two competing fitness functions
that are integrated with NSGA-II. We evaluated our approach with

three different DL models intended to solve the image classification
problem. We also used five different metamorphic relations that
were defined in a previous work [41]. The results suggest that our
approach is appropriate for selecting test cases of metamorphic
follow-up test cases for testing DL systems.

There are different research avenues we would like to explore
in the close future. One of them relates to the selection of multiple
follow-up test cases. Our current version assumes there is only
one follow-up test case per source test case (or that all follow-
up test cases of a source test case will be selected and applied
into multiple MRs). In the future we would like to implement an
approach such that the algorithm could favor the selection of one
or more follow-up test case per source test case. For instance, a
source test case with a very high uncertainty might need all its
follow-up test cases to be selected whereas a source test case with a
lower uncertainty might need the selection of less MRs’ follow-up
test cases. Another research line we would like to explore is the
evaluation of the technique in other DL applications, such as, DL for
natural language processing or object identification. Lastly, a key
drawback of the approach is that it only selects follow-up test cases,
as it requires information on the execution of source test cases to
measure their uncertainty. Future work includes the investigation
of techniques to select source test cases too.

REPLICATION PACKAGE
The full replication package is available at Zenodo: https://doi.org/
10.5281/zenodo.6389008
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